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Business Case

Project Name: Single Sign-On Requirements and Design
Channel: Schools Channel 

Project Sponsor: Kay Jacks

Project Lead:  Kay Jacks and Yateesh Katyal/Michael Bruce
Project Description 

Describe the need for change (the business problem to be addressed).

Currently SFA system users must utilize separate userids and passwords to access each SFA system they must utilize to perform their duties.  SFA system users need to reduce the number of usernames and passwords they need to remember in order to access SFA systems.   

SFA commitment to customers for simplified access to SFA systems, and single sign on requests from customer constituents and Electronic Access Conference (EAC) attendees, the Schools Channel requests the Investment Review Board (IRB) to fund the definition of requirements, analysis of alternatives, and design for a Single Sign-On (SSO) solution for SFA systems.  Completion of activities identified in this business case may potentially lead to the development of a follow on business case to implement the single sign on design.

This initiative provides an opportunity to not only implement a standard authentication service for developers, but also give our customers a more enjoyable experience working with us.  This effort expects to accomplish the following for SFA:  

· Requirements Analysis to identify the business and technology needs of an SSO solution for SFA. 

· Identify alternatives and recommend an SSO solution for SFA.  Alternatives will include internal capabilities, as well vendor supplied solutions.  Alternatives will be evaluated based on SFA Requirement and Architecture needs.

· Design the Single Sign On solution based on SFA business and technical requirements.

What is the purpose of the initiative?

This business case focuses on identifying the requirements necessary for SFA to choose the best SSO solution.  These requirements must accurately represent the overall SFA systems inventory in order to identify the optimum solution to provide the common access control capabilities to SFA systems. 

The overall SSO initiative will provide SFA system users an efficient means to access SFA systems.  SFA system users will seamlessly access multiple SFA systems.  This initiative lays the foundation for a common identification and authentication service that can service legacy systems and new systems as they are enhanced, developed and launched.  Future cost savings may be realized by a standard approach to password and end-user account management following SFA policies and guidelines.  If implemented, the SSO solution will potentially improve the security of affected SFA systems.

What is the scope of the initiative, including what it is not?

This activity will define the requirements (business and technical) and design for an SSO solution.  This effort will also identify and evaluate potential solution alternatives.   

Short Term 

In the near-term this effort will recommend a Single Sign On solution for SFA.  This effort will provide the roadmap for launching the SSO capability in coordination with the Portals rollout.  

The anticipated benefits will be the following:

· A baseline Single Sign-On for an estimated 20,000 SFA system users

· Stronger security through consistent user identification and authentication

Long Term

The Modernization Partner and SFA will evaluate the results of a baseline Single Sign-On platform deployment to determine the viability of:

· Initiating implementation of a SSO services to SFA systems

· Scaling the SSO service to the entire SFA community

· Integrating the SSO service into the Modernization Partner’s overall Integrated Technical Architecture (ITA) effort. 

The long-term implications may include the following:

· Customer utility will increase

· User support services will improve

· A standard Single Sign On authentication service will be developed

· Ease of use of the SFA systems infrastructure should increase over time

· Information accessibility across systems will become transparent to users

· Developers will look to utilize a standard reusable sign-on service

What is the start date and end date of the initiative?

The proposed start date of this project is dependent upon IRB approval and projected end date is 22 weeks from approval date.

What other business areas/external groups are affected by the implementation of this initiative and how are they affected?

Schools – Financial Aid Professionals will have easier and more seamless access to SFA systems.  It is the responsibility of the SSO solution and implementation architects to devise a strategy and policies for assigning global identifiers (i.e., userids) and passwords. 

What systems are impacted by the implementation of this initiative and how are they impacted?

The effort will define the requirements and recommend an SSO solution.  There will be no impact to systems.

What business processes are impacted by the implementation of this initiative and how are they impacted?

Existing SFA development, technology operations, and business operations processes to be impacted/modified, as well as new processes required by the SSO baseline solution will be a product of the effort.  

Enterprise Impact
What are the impacts on the Enterprise from the implementation of this initiative?  (Please detail decisions needed from Department)

The effort will not implement a solution; therefore no systems will be immediately affected.  However this task will recommend an SSO solution for SFA, based on enterprise needs.

Accessibility

Please indicate how the initiative complies with accessibility (Section 508) guidelines.  The Department’s and SFA’s Accessibility Guidelines can be found at the following URL:

http://connected.ed.gov/policies/index.cfm?navID=71C6D478-E6E0-4C0E-B9D1324CFF996047&menuItem=2&subMenuItem=1
Please be sure to comment on this initiative’s efforts to meet Section 508 compliance.

Compliance to Section 508 is not directly applicable to this effort.  

Technologies Used

List the proposed technologies that will be used to implement this project:

As a requirements and design effort, this task will not directly utilize any specific technology.

Typical systems to which the SSO solution must integrate include the following:

	Name/type
	Proposed use
	Has technology been used at SFA before? Where?
	Does Technology fit SFA’s Architecture Standard? Explain.
	Does SFA have the technical expertise to implement this technology?  Why?

	SCHOOLS PORTAL

	HP9000 – V Class
	Authentication services brokered by SSO Gateway 

Server
	YES.  Schools Portal Web Server
	YES
	YES, expertise in deploying authentication services for Web Portal 

	Oracle 8i Database

At VDC


	Schools Portal           


	YES.  User Authentication
	YES.  Portal Architecture

Design 
	YES



	SUN ENT 3500
	Web Portal interface to SSO

Gateway 
	NO
	YES – Single Sign-On requirements 

For Portal
	NO.  New service to be deployed at VDC

	NSLDS Web Site

	Compaq Proliant

Windows NT
	Authentication

Services
	YES
	YES
	YES. Credentialing Interface Exists

	IBM 9672 OS/390
	Authentication

Services
	NSLDS

On-Line
	Meets Standards
	YES.  SFA has internal expertise and contractor support

	RACF 4.2.2
	Mainframe

Security
	YES


	YES


	YES.  SFA has internal expertise and contractor support


Benefits
This initiative will complete the requirements and design of an SSO solution

Potential SSO benefits from the follow on implementation may include:

· Reduction in the time taken by users in sign-on operations to individual domains, including reducing the possibility of such sign-on operations failing,

· Improved security through the reduced need for a user to handle and remember multiple sets of authentication information,

· Providing development efforts a standard identification and authentication service available for use by all SFA online applications,
· Improved security through the enhanced ability of system administrators to maintain the integrity of user account configuration including the ability to inhibit or remove an individual users’ access to system resources in a coordinated and consistent manner.

No hard dollar savings can be predicated; non-dollar benefits will be accrued in the areas of customer satisfaction and employee satisfaction.

Reduce Unit Cost  (HARD DOLLARS)

	Quantified Benefit ($)
	How will benefit be measured/realized?
	When will benefit be realized?

	N/A
	N/A
	N/A

	Assumptions

	SSO provides single login user access to SFA systems.


Increase Customer Satisfaction

This initiative does not include the implementation of the single sign on solution.

Implementation benefits may include the following:

	Quantified/Qualitative Benefit
	How will benefit be measured/realized?
	When will benefit be realized?

	Financial Aid Professionals will save time accessing SFA systems - NSLDS, DLSS, COD and Schools Portal.
	Final Acceptance interviews with customers (e.g., FAP ability to perform/complete responsibilities improved has improved).
	Immediately after upon conclusion of implementation.

	Financial Aid Professionals will have a reduced number of username and passwords needed to access NSLDS, DLSS, COD, and Schools Portal.
	One username and password for accessing multiple systems.
	Immediately upon conclusion of implementation.

	Customers will have a greater trust in systems with a stronger security framework.
	Final Acceptance interviews with customers (e.g., perceived level of trust in SFA systems is higher).
	Immediately upon conclusion of implementation.

	Customers may have authorized access to more SFA systems that are integrated into the Authentication gateway in the future.
	Number of systems integrated into the Authentication gateway after completion.
	A long-term benefit. Not a measurable benefit of the initial baseline SSO project.

	Students will have an easier time accessing information from Financial Aid Professionals.
	Final Acceptance interviews with customers (e.g., Financial Aid Professionals are able to satisfy a greater number of service requests the first time).
	An indirect benefit from Financial Aid Professional increased productivity.

	Assumptions

	The Single Sign-On baseline implementation will be successful and reusable for future systems.  Potential customer satisfaction measurements to quantify success of SSO project might include:

· Transactions performed/completed before/after SSO.

· Transaction errors before/after

· Calls to help desk to change/renew password/PIN

In order to measure customer satisfaction improvement, baseline (current) data and process improvement identifiers and data collection mechanisms are required.  
Otherwise the customer satisfaction improvements are not auditable.




Increase Employee Satisfaction

This initiative does not include the implementation of the single sign on solution.

Implementation benefits may include the following:

	Quantified/Qualitative Benefit
	How will benefit be measured/realized?
	When will benefit be realized?

	Employees will have happier customers.
	Final Acceptance interviews with customers (e.g., Financial Aid Professionals are able to satisfy a greater number of service requests the first time).
	Immediately upon conclusion of implementation.

	Employees will have a standard authentication framework to build from.
	How many systems will be integrated with the Authentication Gateway.
	Long-term benefit. Not a measurable benefit of the initial baseline SSO project.  

	SFA systems will present a unified means of accessing information, thereby increasing their reputation of a reputable financial technology leader. 
	How many systems will be integrated with the Authentication Gateway.
	Long-term benefit. Not a measurable benefit of the initial baseline SSO project.

	Assumptions

	The Single Sign-On baseline implementation will be successful and reusable for future systems.


OTHER COST BENEFITS: (Include Avoidance of Future Costs, Reduction to any Non- SFA entity’s costs and Other Unquantified Benefits):

This initiative does not include the implementation of the single sign on solution.

Implementation benefits may include the following:

	Quantified/Qualitative Benefit
	How will benefit be measured/realized?
	When will benefit be realized?

	By working together, System Owners will start thinking in an enterprise mindset.
	Number of systems integrated with the Authentication Gateway.
	Immediately upon conclusion of implementation.

	While having a standard Authentication Framework, costs for developing authentication mechanisms will be reduced.
	How many new systems will be integrated with the Authentication Gateway.
	Long-Term Benefit. Not a measurable benefit of the initial baseline SSO project.

	Assumptions

	The Single Sign-on Implementation will be successful and reusable for future systems.


Estimated overall dollar amount of all benefits listed above.

	Quantified Benefits

	BY
	BY+1
	BY+2
	BY+3
	BY+4
	Total

	
	
	
	
	
	

	Assumptions

	No dollar benefits quantified.


Costs


Provide costs, including those to implement the initiative and the costs to support it over its useful life.
	COSTS

	
	BY
	BY+1
	BY+2
	BY+3
	BY+4
	Total

	Requirements
	$300,000
	
	
	
	
	$300,000

	Design
	150,000
	
	
	
	
	$150,000

	QA
	50,000
	
	
	
	
	$50,000

	Operations

	VDC Service*
	
	
	
	
	
	

	     Prod. Proc
	
	
	
	
	
	

	     Key Pers.
	
	
	
	
	
	

	     Ad Hoc
	
	
	
	
	
	

	     Sys. Maint.
	
	
	
	
	
	

	     Telecom.
	
	
	
	
	
	

	     Data Center
	
	
	
	
	
	

	          Sub. Ops
	
	
	
	
	
	

	
	
	
	
	
	
	

	Total
	$500,000
	
	
	
	
	$500,000

	Assumptions

	* Based on cost estimate from the CSC VDC account team


Total Cost of Ownership

What is the level of required enhancement after implementation?

Depending on the SSO solution chosen, the required level of enhancement will vary. The final SSO solution must be scalable for integration of additional systems, which will incur future non-recurring development and recurring operations costs.

What is the life span of this initiative?

The longevity of the solution will depend on the usability of the SSO solution with future technologies. 

Alternatives

Discuss what could be done in place in this initiative and describe the consequences of each alternative.

	Alternative
	Consequence

	Remain as-is
	As more systems are developed, SFA users will have to remember more usernames and passwords.  

	Non-technology solution
	None.

	Enhance an existing system
	Enhanced TIVWAN, SFA to the Internet, NCS PIN-based services or other alternatives identified during this effort.

	Implement on a smaller scale
	This business case focuses on developing SSO requirements that accurately represent the overall SFA organization.  Potential baseline SSO-enabled systems might include School Portal, COD, CPS and NSLDS.  If a smaller scale initiative were implemented (one system), then the implementation would not be an accurate representation of a baseline for the entire SFA enterprise.

	Other
	Build and operate an SFA SSO service using a leading web access control product, or subscribe to access control services from a managed service provider.  Leading COTS products include Netegrity SiteMinder, Entrust getAccess, Tivoli, and others.  Managed services can be subscribed from firms such as Aventail, Jamcracker, Access360, Microsoft, and others.


Risks

	Risk
	Description of Risk
	Mitigation Strategy

	Financial
	Project takes longer than expected, increasing labor costs.


	Require contractors to have well-defined project plan and clear scope.  Use a fixed-price bid format.

	Technology
	None


	

	Scope
	Try to solve all customer access problems at once.


	Focus on Single Sign-On.  

	Management
	Channels and system stakeholders fail to buy into single sign on recommendation.
	Single Sign-On solution must be understood as a strategic business program, supporting all business units.  It provides a business capability with real business benefits.

	Exposure
	Security Policy for SFA does not include Single Sign-On
	Coordination with OCIO.


Acquisition Strategy 

Sources (Indicate the prospective sources of supplies or services that can meet the need of this project.  List the most likely offerors for the requirement, and/or the manufacturer and model of the equipment that will most likely be offered).  

Modernization Partner has been identified as the supplier of this service.  

Competition (Describe how competition will be sought, promoted, and sustained throughout the course of the acquisition, including any performance requirements that will be required).  

Modernization Partner has been identified as the supplier of this service.  
Contract Considerations (For each contract contemplated, discuss contract type selection; use of multiyear contracting, options, or other special contracting methods, ex: performance-based).

A Task Order will be written to the Schedules and Milestones outlined in this Business Case as a 

deliverable.  This contract will be delivered as a firm fixed price task to:

· Requirements Analysis to identify the business and technology needs of an SSO solution for SFA. 

· Identify alternatives and recommend an SSO solution for SFA.  Alternatives will include internal capabilities, as well vendor supplied solutions.  Alternatives will be evaluated based on SFA Requirement and Architecture needs.

· Design the Single Sign On solution based on SFA business and technical requirements.
Schedule/Milestones (including acquisition cycle)  

	#
	Milestone
	Start Date
	End Date

	1
	Single Sign-On Business and Technical Requirements
	IRB Approval
	12 weeks

	2
	Single Sign-On Alternative Analysis and Recommendation
	IRB Approval
	16 weeks

	3
	Single Sign-On Solution Design
	IRB Approval
	22 weeks

	4
	IRB Decision for SSO Implementation
	22 weeks
	22 weeks
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