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Develop an Enterprise-wide E-Identification Framework

Business Case

Project Name:  
Enterprise-wide E-Identification Framework
Channel:

All

Project Sponsor:
Stephen Hawald

Project Lead: 
Wayne Wright; Charlie Coleman
Project Description 

It is apparent from the multiple “paperless” pilots/projects either under development or under consideration that there is an immediate need for an enterprise-wide E-identification (E-ID) framework.  In addition, our customers and partners require that we streamline our processes. The E-ID framework would ensure that there is an overall framework E-ID pilot evaluations and technical approaches, and to serve as a focal point for information dissemination within SFA and the SFA community.

What is the purpose of the initiative?

The long-term purpose of this initiative is to bring together a work group to develop and approve a framework, evaluation methodology, review technology alternatives and offer SFA a focal point for E-ID integration and “paperless” projects.  The short-term purpose of this initiative is to provide a systematic review of the current “paperless” pilots/projects under consideration and develop a plan that recommends prioritization and sequencing. E-ID needs to be integrated into the modernized SFA infrastructure. (See attachment on GPEA)

What is the scope of the initiative, including what it is not?

The initial scope of this initiative is to create a workgroup, analyze business requirements, develop an evaluation framework methodology and apply the methodology to the pilots/projects under active consideration (i.e. FAFSA on the Web, Direct Loan Origination, Loan Consolidation, Financial Partners, FISAP, Single Sign-On and CIO/Innovations – see Attachment 1) and provide a prioritization and sequencing recommendation. The types of customers impacted include students, borrowers, schools, lenders, and SFA employees.

Specific deliverables that will result from this initiative include:

· E-ID workgroup

· E-ID Project Review Framework

· E-ID Technology Capabilities Matrix

· E-ID Pilots/Projects Review

· E-ID Standards and Infrastructure

· E-ID Pilots/Projects Prioritization and Sequencing Recommendation

The workgroup for E-ID will be responsible for approving an E-ID project review framework, communicating SFA E-ID status and coordinating the various SFA E-ID initiatives.

The E-ID project review framework includes a business process analysis and evaluation.  The business process analysis will result in clear identification of “Opportunities for E-ID.”  The evaluation section of the framework will provide an objective analysis of benefits, requirements, channel interdependencies, costs, channel responsibilities, and risks.

The E-ID Technology Capabilities Matrix will be a review of E-ID technologies and analysis of how these technologies address confidentiality, integrity, authentication, non-repudiation, and protection of user’s privacy.  The matrix will also provide a mapping of vendor capabilities with SFA E-ID standards.

The E-ID pilots/projects review will utilize the approved framework to provide an objective analysis of “Opportunities for E-ID.” (See Attachment 2).

The E-ID pilots/projects prioritization and sequencing recommendation will provide SFA with a clear path for implementation of these pilots/projects combined with rationale as a result of the work accomplished during the E-ID pilots/projects review.

What is the start date and end date of the initiative?

The start date for this initiative is two weeks from approval of the IRB Group.  The anticipated review of the pilots/projects listed at attachment 1 will be completed within 10 weeks from contract award.

What other business areas/external groups are affected by the implementation of this initiative and how are they affected?

Given the current E-ID pilots/projects slated for development, if this initiative is accepted those pilots/projects may be until the E-ID review could be completed.

What systems are impacted by the implementation of this initiative and how are they impacted?

Pilots/projects list is located at Attachment 1.
What business processes are impacted by the implementation of this initiative and how are they impacted?

The areas of aid application, aid origination and disbursement and loan repayment will be reviewed. See attachment 2 for potential business processes and their opportunity for E-ID.

Technologies Used

List the proposed technologies that will be used to implement this project

Name/type
Proposed use
Has technology been used at SFA before? Where?
Does Technology fit SFA’s Architecture Standard? Explain.
Does SFA have the technical expertise to implement this technology?  Why?

PINs; Passwords; Digital Certificates; Personal URL web sites; etc.





Anticipated Benefits
There are at least six current pilots/projects that are implementing a form of E-ID.  There are numerous of opportunities to employ E-ID to either streamline an existing process or improve customer or employee satisfaction.  Currently, each project initiative must evaluate a method for E-ID implementation.  This initiative would offer SFA an enterprise-wide model not only to support evaluation, but provide an avenue for project managers to become informed of the available technologies and an update of current E-ID implementations.

Reduce Unit Cost

Reduce overall program administrative costs by eliminating the research, evaluation and duplicate effort now being accomplished by the many E-ID projects being developed.  Cost reductions for legal research considerations, E-ID standards development and information gathering should be realized once the initial phase of this project is complete.

Quantified Benefit ($)
How will benefit be measured/realized?
When will benefit be realized?





Assumptions



Increase Customer Satisfaction

As can be seen with the pilots/projects being considered by the workgroup, there is both a need and interest in developing E-ID policies and technologies to support SFA programs.  Channel customers will receive:

· Reduced time for E-ID development

· SFA E-ID standards

· Forum for posing E-ID related issues, breakthroughs, decisions

Quantified/Qualitative Benefit
How will benefit be measured/realized?
When will benefit be realized?

N/A



Assumptions



Increase Employee Satisfaction

Quantified/Qualitative Benefit
How will benefit be measured/realized?
When will benefit be realized?

N/A



Assumptions



Estimated overall dollar amount of all benefits listed above.

Quantified Benefits

FY(XX)
FY(+1)
FY(+2)
FY(+3)
FY(+4)
Total

N/A






Assumptions



Costs


Provide costs, including those to implement the initiative and the costs to support it over its useful life.
COSTS


FY(XX)
FY(+1)
FY(+2)
FY(+3)
FY(+4)
Total

Development
$300,000






Operations

     Prod. Proc







     Key Pers.







     Ad Hoc







     Sys. Maint.







     Telecom.







     Data Center







          Sub. Ops







Total
$300,000






Assumptions

· Legacy systems support personnel may incur additional costs for time and materials. Estimated at $50K per system reviewed.

Total Cost of Ownership

What is the level of required enhancement after implementation?

N/A

What is the life span of this initiative?

8 weeks

Timeframes

See attached Schedule/Milestone table below.

Alternatives

Discuss what could be done in place in this initiative and describe the consequences of each alternative.

Alternative
Consequence

Remain as-is
Have multiple “paperless” pilots/projects implemented with no regard for SFA standard.  Resulting in unnecessary spending for evaluation and research of technologies.

Implement on a smaller scale
Provide recommendation of prioritization and sequencing of six pilots/projects

Develop SFA E-ID enterprise-wide project review framework

Risks

Risk
Description of Risk
Mitigation Strategy

Financial



Technology



Scope



Management



Exposure



Acquisition Strategy 

Sources:  

Pilot will be developed and implemented using existing legacy SFA contracts and contractor resources – Modernization Partner Efforts.

Competition:

The firm-fixed price task orders that will be used to conduct this pilot will be based on competitively negotiated labor rates established during the openly competed procurements that lead to the legacy contracts.

Contract:

Task orders should be written incorporating performance based criteria.

Schedule/Milestones (including acquisition cycle)

#
Milestone
Start Date
End Date

1
Acquire contract support
9/5/00
9/12/00

2
Form workgroup
9/20/00
9/20/00

3
Develop Enterprise-wide E-ID Framework
9/15/00
9/30/00

4
Create E-ID Technology Capabilities Matrix
9/15/00
9/30/00

5
Analyze E-ID Pilots
10/01/00
9/30/00

6
Recommend Prioritization and Sequencing of E-ID Pilots
11/01/00
11/10/00

ATTACHMENT 1

PROPOSED E-ID INITIATIVES

Proposed Pilot
Benefits
Resources Required
Participants
Costs
Project Management

FFELP paperless P-Note process 
Cost reduction (processing/storage of e-pnotes vs. paper)

Increased customer satisfaction (speed/convenience)
· 7 FTEs (internal & contractor support).

· USPS project mgmt support (2 FTEs).

· Business partner proj mgmt support (4 FTEs)

· Task order contract funding for the Mod Partner to engage in “white paper” support.
· USPS

· Univ of MD

· USAF
· 5,000 digital certs to be issued at  $5-$20/each.

· $.50 per transaction. (costs assumed by USAF)

· SFA cost comparison:

· Paper pnote dev: $175,000

· e-pnote dev:       $400,000

· Paper processing: $.17/pnote

· e-processing:       $.02/pnote
SFA:  N. Sattler (project lead); A. Boots (security & privacy); J. Newell (Fin Partners liaison); L. Folwick (Students Channel rep); D. Gordon (Andersen); D. Keyes (KPMG)

USPS:  C. Chamberlain (project mngr)

Univ of MD:  B. Leith (FA Dir); D. Riley (CIO)

USAF:  J. Kroehler

AMS:  TBD

DL paperless P-Note process 
Cost reduction (processing/storage of e-pnotes vs. paper)

Increased customer satisfaction (speed/convenience)
· Resource estimation contingent upon further defining the scope of the pilot & the development of a business case.
· DL LOC

· TBD:  Contractor for e-pnote development
· Costs for issuing PINs

· SFA costs for creating on-line pnote w/ PIN capability:  $200,000.

· SFA costs for creating URL links to on-line pnote & storing e-pnotes:  unknown
SFA:  R. Beavers (project lead); A. Boots (security & privacy); K. Jacks (Schools Channel- Sponsor)



Proposed Pilot
Benefits
Resources Required
Participants
Costs
Project Management

Use digital certificates for FAFSA on-the-web application.
Reduced cost for SFA.

Faster processing.

Ease of use for customers.

Reduced storage/imaging costs for SFA.
· 5 FTEs (internal & contractor support) at VDC.
· Applicants for ACES certs
· SFA costs to issue TBD number of digital certs:  $6-12/each (based on volume).

· SFA costs to validate certs:  $.50-2.00.

· SFA costs to modify CPS for ACES certs:  TBD
SFA:  A. Essex (project lead); A. Boots (security & privacy); D. Elliot (CIO); J. VanVlandren (Students -Sponsor); J. Saunders (Students Channel)

National Computer Systems (NCS):  TBD

Modernization Partner:  TBD

Partner with NACHA workgroup to develop e-signature capability for ED 799.
Reduced burden for financial partners.

More efficient/faster process.

Increased security.
· 4 FTEs (internal & contractor support)

· Volunteer FFELP partners to test pilot.
· NACHA Workgroup

· Fin Partners Channel

· FFELP Lenders TBD
· SFA costs to issue 50 digital certs:  $6-12/each (based on volume, if ACES).

· SFA costs to validate certs:  $.50-2.00.
J. Newell in conjunction with NACHA workgroup

Sponsor: L. Hall (Financial Partner)

Use electronic signatures in the submission of DL consolidation applications.
Reduced cost for SFA.

Faster processing.

Ease of use for customers.

Reduced storage/imaging costs for SFA.
· Resource estimation contingent upon further defining the scope of the pilot & the development of a business case.
· DL Consolidation Ctr

· TBD:  Digital Certificate provider


· SFA costs to issue TBD number of digital certs:  $6-12/each (based on volume).

· SFA costs to validate certs:  $.50-2.00.

· SFA costs to modify CPS for ACES certs:  TBD
SFA:  Project Mngr:  TBD; Corwin Jennings (Students Channel)

ATTACHMENT 2

DRAFT - Current SFA Possibilities for Paperless Processes - 

School Channel

Document/

Process
Volume (approximate)
Frequency
Paperless Possibility
Security Issue(s)
Comments

Program  Participation Agreement (PPA)
As part of recert, 2,000 new PPAs to be issued next year
Every 4 years for regular recert, as needed for info update
Website using VPN technology
Binding agreement (by school)
The PPA process occurs after eligibility/certification application submission and screening, which already occur electronically

Audited Financial Statements
3,900 per year
Required annually (2 peak volumes)
CPAs send to ED via email
Confidential data, non-repudiable
For proprietary schools which receive over 25K yearly in SFA program funds (would require issuing credentials to CPAs)

Compliance Audits
4,800 per year
Required annually (2 peak volumes)
CPAs send to ED via email
Confidential data, non-repudiable
For proprietary schools which receive over 25K yearly in SFA program funds (would require issuing credentials to CPAs)

Reimburse and cash-monitoring
Variable

(??? No estimate at all???)
No more than once a month
Standard format on website
Record of compliance

(??? Any signature now required???)
For problem schools which require close monitoring

Quality Assurance (QA) Reports
150 per year
Yearly, depending on report
Electronic submission almost ready (???)
Non-repudiation?
??? Obviously not all Title IV schools ???

Experimental Sites (QA)
170 per year.
Yearly, October.
Website.
???
??? Obviously not all Title IV schools ???

Notification of Cohort Default Rates (CDR)
15,000 per year
Twice a year
Email
???
Most important to know exactly when & by whom this info is received

CDR Guide
17,000 for draft, 15,000 for official
Twice a year
Could be downloaded from website
Alternative to publishing (concern about alterations?)
Provides schools w/ info on how CDR rates are calculated & how to appeal these rates

Loan Record Detail Reports (CDR)
15,000 per year
Twice a year
Email
??? Privacy, non-repudiation ???
Provides schools w/ list of borrowers used in CDR calculation, schools use for appeal.  

CDR Appeal
1,000 per year
Twice a year.
Email
??? None ???
1st appeals go to GA or DL servicer, final appeals to ED.

CDR appeal determination letters.
1,000 per year
Twice a year
Email
??? Non-repudiation ???
ED notifies schools, GA or DL, re: CDR appeal.  Must know when & by whom received. 

TIVWAN enrollment and updates.
50-60 new a month, 150 updates
Variable.
Standard format on website

??? Email ???
Identification & authentication of requestor (PIN/cert)
To initiate & make changes to a school's TIV WAN enrollment

Accrediting Decisions
15 per month
3-4 times per year
Standard website ???

From all accreditors to ED

Directory of Accredited Institutions
5 per month
Once per year
Standard website ???

Each accreditor sends to ED

Accreditation standards
1-2 per month
Every 4 years
Leave as paper ???
Regular signature.
For initial or renewed recognition, or substantive changes

Financial Partners Channel

Document/

Process
Volume (approximate)
Frequency
Paperless Possibility
Security Issue(s)
Comments

GA Form 1189
40 per month
Monthly
Website, on-line form ???
Identification & authentication of requesting entity
Allows GAs to be paid their fees based on loan data

GA Form 1130
40 per quarter
Quarterly
Website, on-line form ???
???
Forms 1189 & 1130 are being combined

FFEL Lender

Participation Questionnaire
200 per month
Random
Website, on-line form ???
None, application is always followed with further contact
Used to sign up new lenders

FFEL Lender Form 799
2300 per month
Quarterly.
Website, on-line form.
Non-repudiation
Used to pay interest & special allowances to the lenders



FFEL Lender Delinquency letters
200 per month
Quarterly.
S/MIME email.
Non-repudiation
Sent to lenders when they owe ED money

Perkins/NDSL Form 553
30,000 per month.
Random.
Website, on-line form, unless school is closed.
Digital Signature. 
For defaulted borrowers

Student Channel

Document/

Process
Volume (approximate)
Frequency
Paperless Possibility
Security Issue(s)
Comments

Requests for forbearance & deferment 
????
Random
On-line, self-certification
Identification & authentication
Students deal with servicers to request forbearance & deferments. (current paperwork blizzard)

Consolidation
???
???
Apply for consolidation on-line, using prior prom note signatures to apply to new note
Privacy, non-repudiation
Issues in converting to single ID for borrowers with prior Ids with multiple lenders?

Prom notes  
??? Six million per year ???.
???
Use private key to submit digitally signed electronic document
Identification & authentication, binding identity to intent
High value of this transaction (especially for multi-year note), paper document/signature sometimes (though seldom) used in prosecution of fraud

GPEA ATTACHMENT 

Meeting the Requirements of the Government Paperwork Elimination Act

Guidance recently issued by the Office of Management and Budget (OMB) to implement the GPEA sets forth the policies and procedures that a federal agency should follow in replacing paper-based systems.  The OMB guidance specifically requires that policies and procedures should be executed with due consideration of the following policies:

ADVANCE \d4"a. maintaining compatibility with standards and technology for electronic signatures generally used in commerce and industry and by State governments;

ADVANCE \d4b. not inappropriately favoring one industry or technology;

ADVANCE \d4c. ensuring that electronic signatures are as reliable as appropriate for the purpose in question;

d. maximizing the benefits and minimizing the risks and other costs;

ADVANCE \d4e. protecting the privacy of transaction partners and third parties that have information contained in the transaction;

ADVANCE \d4f. ensuring that agencies comply with their recordkeeping responsibilities under the FRA for these electronic records. Electronic record keeping systems reliably preserve the information submitted, as required by the Federal Records Act and implementing regulations; and

ADVANCE \d4g. providing, wherever appropriate, for the electronic acknowledgment of electronic filings that are successfully submitted." (OMB Guidance, Part I, Section 1.)

 OMB suggests that agencies conduct an assessment of whether to use and accept documents in electronic form and to engage in electronic transactions, supported by an appropriate risk analysis. The assessment should develop strategies to mitigate risks and maximize benefits in the context of available technologies, and the relative total costs and effects of implementing those technologies on the program being analyzed.   OMB stresses that the assessment "should not be viewed as an isolated activity or an end in itself, " but should draw from other existing government IT security requirements.  In addition to serving as a guide for selecting the most appropriate technologies, the assessment of costs and benefits should be designed so that it can be used to generate a business case and verifiable return on investment to support agency decisions regarding overall programmatic direction, investment decisions, and budgetary priorities.  In doing so, agencies should consider the effects on the public, its needs, and its readiness to move to an electronic environment.  

OSFA staff engaged KPMG to assess the proposed E-Note program against the recommended GPEA policies and procedures.  It is believed that a risk analysis will show that the benefits of implementing an E-Note, measured against SFA’s performance goals of promoting customer satisfaction, reducing unit costs, and improving employee satisfaction, will greatly outweigh the costs of technical implementation of the program and the potential for increased litigation costs associated with collection actions.  The risk of increased fraud is viewed as inconsequential, because all funds are paid to schools are already certified to participate in the student loan program, not directly to students.  Although there was no perceived increased in the risk of non-payment, it was anticipated that there might be increased litigation costs associated with a collection action brought to enforce an E-Note.  Because this potential student population is one that is extremely facile with technology, and accustomed to completing forms electronically, such as the FAFSA or college applications, this population has already demonstrated its ability to move to an electronic environment. 

KPMG's assessment against the GPEA policies is as follows:

a.  Compatibility with Industry and State Government Standards: It is difficult to assess whether the E-Note maintains compatibility with standards and technology for electronic signatures generally used in commerce and industry and by State governments, as there is not yet an "industry standard" for electronic signatures.  However, many state governments are instituting or proposing to institute digital signature programs, which may well become the standard for online transactions with state governments.  The online industry relies on a variety of authentication methods, including PINS, digital certificates, and credit card/address matching.  

ADVANCE \d4b.  Technology Neutral: The E-Note, as proposed, incorporates two techniques for authentication, a PIN and a personal URL, and is capable of incorporating other authentication methods; therefore, it does not inappropriately favor one industry or technology.

ADVANCE \d4c.  Reliability:  In using two authentication methods, the program seeks to ensure adequately reliable identification of the applicant.  In addition, because funds are disbursed to the school, not the student, the risk of fraud is reduced.  

d.  Benefits/Costs: The program is designed to maximize the benefits to the applicant, through ease of use, and the school and lenders, through minimizing the cost of conducting and keeping records about the transaction.  Further, the program is also designed to minimize as much as possible, through "double authentication, the risks of the program.  

ADVANCE \d4e.  Privacy:  OSFA should develop strict privacy policies with respect to the protection of personally identifying financial information that is collected, and should notify applicants of its privacy policy, as required by the Financial Institutions Modernization Act ("Gramm-Leach-Blilely") and implementing regulations.  

ADVANCE \d4f.  Recordkeeping:  The promissory note program is designed to comply with recordkeeping responsibilities under the Federal Records Act, as well as preserve adequate evidence of the transaction for purposes of litigation.  

ADVANCE \d4g.  Electronic Acknowledgment: The program does provide for electronic acknowledgment of the electronic filings, and provides the applicant with a copy of the initial transaction, and periodic information about all associated disbursements paid against the loan. 

Addressing Legal Issues Raised by the Department of Justice

The Department of Justice, in its draft legal guidance for federal agencies for designing and implementing electronic processes, stress four issues that federal agencies should consider: Accessibility, Legal Sufficiency, Reliability, and Legality.

With respect to accessibility, the Justice Department advises agencies to ensure that important information regarding a transaction, including the content of the transaction, the processing of the transaction, the identity of the transaction, and the intent of the parties to the transaction, is collected, retained, and accessible whenever needed.  The E-Note program does collect and retain this information, and in fact, is probably an improvement on the paper promissory note, which in many cases cannot be found when needed for a collection action.  Since electronic information is inherently more retrievable than paper through the use of electronic processes, the E-Note program increases the ability of the government to find information about the transaction when needed.  Information about the identity of the borrower is tied not only to the PIN and the use of a unique personal URL, but also to the record of disbursement of funds over time.  The promissory note clearly states the intention of both parties that the funds constitute a loan that must be repaid, and the entire text of the note, as well as the applicant's affirmative "mouse clicks" are recorded as part of the electronic record.  

With respect to legal sufficiency, the Justice Department notes that the law is still developing with respect to the sufficiency of electronic signatures, and that there are no cases directly on point.  However, there are a number of indications that electronic signatures, if they contain sufficient indicia of reliability, will be accepted by the courts and enforced.  First, there is the text of the GPEA itself, which states that "electronic signatures or other forms of electronic authentication used in accordance with such procedures, must not be denied legal effect, validity, or enforceability because such records are in electronic form." (GPEA, section 1707).  Secondly, the Comptroller General has concluded that contracts formed using some electronic technologies may constitute valid obligations of the government as long as the technology provides a similar degree of assurance and certainty as traditional paper and ink methods of contract formation.  National Institute of Standards and Technology - Use of Electronic Data Interchange Technology to Create Valid Obligations,  71 Comp. Gen. 109 (1991).  Although the opinions of the Comptroller General are not binding upon federal courts, they may offer helpful or persuasive authority.  Finally, as the Justice Department guidance points out, many federal court systems will soon permit electronic filing of formal pleadings and briefs.  As courts become more familiar with electronic records, it is more likely that they will recognize and uphold the validity of agreements recorded in electronic form.  There is, of course, no way to predict with certainty how federal courts will treat an E-Note in circumstances in which no paper original was ever signed.  However, the SFA’s cost-benefit analysis took into account the possibility that some loans might prove to be uncollectible (as some are today, for a variety of reasons).  Nonetheless, SFA’s conclusion was that the benefits in cost savings, efficiency, and customer satisfaction were large enough to outweigh this potential cost.

With respect to reliability, the Justice Department suggests that agencies assess whether electronic records will be sufficiently reliable and persuasive to satisfy courts and others who must determine the facts underlying agency actions.  Because the entire record of the transaction is captured and kept, as well as information related to each disbursement under the loan, the proposed E-Note program will retain and be able to retrieve electronic evidence documenting the entire transaction.  That information, coupled with the records from the school which received the funds, should be sufficiently persuasive to document that the student understood and agreed to the terms of the loan, and in fact received the benefit of the loan through funds paid for tuition and other eligible expenses.  

With respect to legality, the Department of Education's Office of General Counsel should review relevant laws and regulations to ensure that the proposed E-Note program, including the associated recordkeeping, complies with these laws and regulations.  

The Justice Department guidance also provides suggestions that an agency may take to reduce the legal risks in going "paperless,” most of which OSFA has previously considered or completed in designing its proposal.

Conclusion

Subject to the recommendations in this paper, the Office of Student Financial Assistance has complied with the requirements of the GPEA guidance issued by OMB, and has adequately addressed the legal issues raised by the Department of Justice in the design of the E-Note.















































E - 1

PAGE  
Printed  10/12/00
E - 4


