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Business Case

Project Name: Security and Privacy Program Support
Channel: OCIO

Project Sponsor: Steve Hawald / Andy Boots

Project Lead:  Yateesh Katyal / Michael Gibbons
Project Description 

The U.S. Department of Education’s Office of Student Financial Assistance (SFA) is a $60 billion/year financial services organization providing grants and loans to 5 million Americans a year and managing a loan portfolio of approximately $120 billion for more than 20 million borrowers.  As part of its commitment to customers and partners, SFA is committed to building and operating systems worthy of trust. SFA needs to demonstrate that its management practices are consistent with best security practices and U.S. Public Law and policy.  Security incidents can undermine SFA’s credibility and affect its ability to achieve its mission: to help put America through school.  Aside from damages to credibility, financial fraud and/or compromise of personal data can further damage America’s trust in the higher education program.  Last year, SFA conducted a self-assessment for compliance with security policies and guidelines and scored 70%.  In the future, SFA will be subjected to assessments that require validation of artifacts.  

The need for security and privacy policy support at SFA stems from five areas:

· SFA Security Policy - Continue enhancement of security policy for SFA’s mission to build and operate systems worthy of trust.

· Policy Completion - Complete the third of a 3-year initiative to strengthen SFA system security.

· Risk Mitigation - Address security risks identified through audits.

· Policy Implementation Support – Support system owners and system security officers with processes and tools to execute SFA’s security policies.

· Communications – Increase education and awareness of SFA’s security policies and guidelines.


The security policy mission of SFA is to build systems worthy of trust.  This includes the SFA responsibility for maintaining system and data integrity, maintaining confidentiality for the privacy data within its systems, providing the data in an available manner to authorized users and managing the security policies by being accountable.  While the security policies are in place at SFA, their execution within the channels need improvement.  SFA’s own findings as well as audit findings from MIT, GAO and the OIG have found weaknesses within the security policy execution.

This is the third part of a 3-year initiative to complete the development and initiate execution of a centralized security policy program at SFA.  The program supports SFA channel-based system security operations to continue implementing a best-practices security program that includes comprehensive lifecycle security policy, certification and accreditation guidance, risk assessment methodology guidance, system security review guidance, and an SFA-wide security awareness program, including training for system security officers.

New developments, including the MIT review, as well as a more comprehensive understanding of GISRA, require that the activities initiated earlier for SFA security policy execution be maintained to mitigate risks, help close audit findings and enhance policies where applicable.

As noted previously, the communication of security policies established within SFA have not been initiated.  To this effect, a number of activities are required to increase awareness and education for system security officers, system owners and SFA system users.  A system security policy guidebook is being prepared to assist with the communication aspects of the policy.

SFA’s infrastructure has also been upgraded during the past year and additional tools and products continue to be introduced to its users.  The use of this array of new products by SFA’s system users enforces the need for increased awareness and communications of SFA security policies.

What is the purpose of the initiative?

This initiative will complete a three-year program of incremental improvements for system security at SFA.  This initiative will complete the implementation of a security and privacy program that reduces security risks, increases security awareness and improves operations.  Specifically, the program is designed to promote controls to make the systems less vulnerable thereby reducing the potential for data theft.  The program also helps increase the protection of privacy information through education and awareness, and make SFA systems more available through formal processes for incidence response. Success will be measured by increasing SFA’s effectiveness in the following critical protection areas:

· Integrity – Reduced risk of data theft from SFA.

· Confidentiality – Reduced risk of unauthorized viewing or alteration of other people’s (privacy) data.

· Availability – Reduced risk of service disruption.

· Accountability – Assist with closure of gaps identified in security audits from the IG, OMB or GAO.

Appropriate processes are also being instituted to ensure the sustained operation of the SFA security policies and guidelines. The education and awareness component of this initiative is intended to support implementation of the policies and guidelines by system security officers beyond this initiative.  This initiative will have a direct impact on enterprise security policy implementation with the planned closure of gaps identified in earlier audits.

To facilitate communication of SFA’s security and privacy program, this business case will enable SFA to complete the following:

1. SFA Security Policy Implementation Support

Various support activities are required to enable the SFA Security and Privacy Champion with the proper completion of the SFA security policies, their execution and their communication.  Representative activities include:

· Publication of a revised System Life-Cycle that includes a Security Guidebook for all SFA users.

· Assist the SFA CIO, the SFA business units, and the SFA Security and Privacy Champion with preparation and update of GISRA corrective action plans.

· Assist with necessary updates to the SFA Security Policy and processes

· Provide assistance with the development of streamlined contractor clearance procedures.

· Provide assistance with development of standard contract clauses for ensuring compliance with SFA security policies and guidelines.

· Assist the SFA Security and Privacy Champion with recommendations for a SFA security staffing and development.  

2. Security Awareness and Education

Support activities are required to assist the SFA Security and Privacy Champion with the communication of the SFA Security Policies.  Representative activities include:

· Assistance in organizing and conducting periodic SFA Security and Privacy Awareness Days for SFA employees and contractors to help them understand security and privacy policies and guidelines.

· Provide training assistance to SFA system security officers with processes, standards and guidelines.

3. Procedural Guidance for System Security Officers and System Managers

Enable the system security officers and system managers with job aids or guides specifically for incidence response planning, risk assessment, and certification and accreditation in order to carry out their responsibilities.

What is the scope of the initiative, including what it is not?

SFA must be able to respond to external security and audit requests from the Department of Education, OMB, GAO and other oversight agencies.  The purpose of this business case is to facilitate enterprise-wide information systems security support services to the SFA.  The Modernization Partner team shall provide the support noted in the previous section to the Office of Student Financial Assistance CIO’s office and specifically to SFA’s Security and Privacy Champion and his staff and to the business channel security officials (System Security Officers) at the direction of the SFA Security and Privacy Champion.  

In the past two years, significant security-related data calls from OMB and GAO, and inspections from the Office of the Inspector General (OIG) of the Department of Education, have significantly increased the workload of the SFA Security Team, including business units, OCIO and operating partner staff.  SFA also needs adequate technical support to respond to the legislatively mandated Government Information Security Reform Act (GISRA) data call by Congress.  The work of this team includes various aspects policy support to be able to respond effectively to this data call.  

It is not within the scope of this business case to develop any Risk Assessments for any SFA system. This business case accounts for limited assistance to system owners and SSOs.

It is not within the scope of this business case to develop any Incidence Response Plan for any SFA system. This business case accounts for limited assistance to system owners and SSOs.

It is not within the scope of this business case to develop any Continuity of Operations or Disaster Recovery Plans for any SFA system. This business case accounts for limited assistance to system owners and SSOs.

It is not within the scope of this business case to prepare GISRA corrective action plans for any SFA system. This business case accounts for limited assistance to system owners and SSOs.

What is the start date and end date of the initiative?

The proposed start date of this project is December 1, 2001 and projected end date is September 30, 2002. The GISRA legislative mandate does not expire on September 30, 2002, however; but contractor assistance will be replaced in the future with new or re-tasked full-time SFA personnel.  

What other business areas/external groups are affected by the implementation of this initiative and how are they affected?

All SFA Business Channels are affected by the success of this effort.  Better technology, methods, standards and processes used to protect our information and assets will benefit all SFA constituents including customers. External legislatively mandated reporting requirements will be better comprehended and completed which will enhance the external perception of strong security practices across SFA.  Employee satisfaction will increase, as System Security Officers will be better trained to understand how to manage risks and advise system managers about security.

What systems are impacted by the implementation of this initiative and how are they impacted?

All SFA systems will potentially realize an impact from the products resulting from this initiative.  From detailed risk assessment guidance to better-trained system security officers, SFA systems’ security will improve as a result of this effort.
The work from this business case will result in better budget submissions, better oversight of security policy and practices, which could positively impact future SFA budget submissions.  In addition, better training of System Security Officers will result in a higher quality of service for customers and security of the information that they protect.

What business processes are impacted by the implementation of this initiative and how are they impacted?

Enterprise Impact
What are the impacts on the Enterprise from the implementation of this initiative?  (Please detail decisions needed from Department)

The security of SFA’s systems and the security processes used by SFA’s staff and partners contribute to the overall system security of the Department of Education.  Trained system security officers, using consistent and effective security tools and processes help enable fulfillment of SFA’s mission and the mission of the Department of Education.  

The long-term result of the this initiative will be increased confidence by internal and external agencies interfacing with SFA, reduced losses, better management of risks, increased employee and customer satisfaction.

The immediate short-term result of the work will be increased knowledge of responsibilities by system owners and system security officers.  This increased education and awareness is necessary to focus on the security policy mission and objectives of SFA and to help the Department improve overall compliance with the Government Information Security Reform Act.  SFA has agreed with the Department’s deadlines of April 30, 2002 for updated risk assessments for all SFA systems, June 30, 2002 for updated system security plans for all SFA systems, and December 31, 2002 for certification and accreditation of all major SFA systems.

Accessibility

Please indicate how the initiative complies with accessibility (Section 508) guidelines.  The Department’s and SFA’s Accessibility Guidelines can be found at the following URL: 

http://connected.ed.gov/policies/index.cfm?navID=71C6D478-E6E0-4C0E-B9D1324CFF996047&menuItem=2&subMenuItem=1
Please be sure to comment on this initiative’s efforts to meet Section 508 compliance.

Compliance with Section 508 is not applicable to the Security and Privacy Business Case.

Technologies Used

This task does not involve new technology.

Increase Customer Satisfaction

	Quantified/Qualitative Benefit
	How will benefit be measured/realized?
	When will benefit be realized?

	Increased confidence in SFA attention to security policy.
	Fewer security related gaps in audits.
	Initially, first quarter of calendar year 2002.


Increase Employee Satisfaction

	Quantified/Qualitative Benefit
	How will benefit be measured/realized?
	When will benefit be realized?

	Increased guidance to System Security Officers and better knowledge of responsibilities.
	Increased job satisfaction of System Security Officers.
	Beginning 1 month after approval of business case.


OTHER COST BENEFITS: (Include Avoidance of Future Costs, Reduction to any Non- SFA entity’s costs and Other Unquantified Benefits)

	Quantified/Qualitative Benefit
	How will benefit be measured/realized?
	When will benefit be realized?

	Increased focus on security policy and better management of potential losses due to system interruption or system intrusion.
	Improved plans for reaction to incidents.  

Annual loss expectancy due to intrusion is calculated by likelihood of occurrence multiplied by cost of each occurrence.  If an incident is more effectively handled and saves $40,000 per occurrence, and the likelihood of occurrence is 24 events per year, the savings would be $960,000.
	Continuous improvement during the fiscal year and beyond.

	Improved education of SFA system owners and system users.
	Increased attention to system security incidents.

If the qualitative loss in image for a Web Defacement results in hiring additional employees and contractors, the savings could be calculated as FTE’s time annual cost, i.e. 4 new FTEs at an annual rate of $150,000 = $600,000 savings.
	Continuous improvement during the fiscal year and beyond. Identifying and responding rapidly to events will result in positive external comments.

	Cost avoidance of recruiting 2 full time equivalent SFA employees.
	Recruitment of SFA employees with specialized skills to support this initiative is not practical.
	Benefits from using contractor support will be realized upon approval of this business case for the activities listed.


Estimated overall dollar amount of all benefits listed above.

	Quantified Benefits

	BY
	BY+1
	BY+2
	BY+3
	BY+4
	Total

	N/A
	
	
	
	
	

	Assumptions

	Benefits are cost avoidance and qualitative in nature.


Costs


Provide costs, including those to implement the initiative and the costs to support it over its useful life.
	COSTS

	
	BY
	BY+1
	BY+2
	BY+3
	BY+4
	Total

	Development
	N/A
	
	
	
	
	 

	Operations

	VDC Service*
	 
	 
	 
	
	
	 

	     Prod. Proc
	
	
	
	
	
	

	     Key Pers.
	600,000
	
	
	
	
	

	     Ad Hoc
	
	
	
	
	
	

	     Sys. Maint.
	
	
	
	
	
	

	     Telecom.
	
	
	
	
	
	

	     Data Center
	
	
	
	
	
	

	          Sub. Ops
	
	
	
	
	
	

	
	
	
	
	
	
	

	Total
	$600,000
	
	
	
	
	

	Assumptions

	


Total Cost of Ownership

What is the level of required enhancement after implementation?

The security policies, guidelines and continuous education will need to be maintained beyond this initiative through operations. Continuing education will be required upon the implementation of the policies and guidelines from this business case.

What is the life span of this initiative?

This is the third year of a minimum of a three-year effort establishing the security and privacy program across SFA.  Additional activities beyond this business case will need to be supported by business channel operations.  

Alternatives

Discuss what could be done in place in this initiative and describe the consequences of each alternative.

	Alternative
	Consequence

	Remain as-is
	Unable to respond to legislatively mandated requirements of GISRA.

Continued High Risk status in areas concerning system security within SFA organization.

	Technology solution
	N/A

	Enhance an existing system
	N/A

	Implement on a smaller scale
	System security vulnerability and exposure is potentially higher if this initiative is not addressed at the enterprise level.

	Other
	Due to specialized skills required, utilization of current SFA staff is not a practical option.


Risks

	Risk
	Description of Risk
	Mitigation Strategy

	Financial
	Inappropriate execution of SFA security policy will lead to significantly higher risks which may lead to projects taking longer than expected thereby increasing costs.
	Require resources to have well-defined project plan and activities to support the SFA Security and Privacy Champion.

	Technology
	N/A
	

	Scope
	Security policy execution support may require additional level of effort.
	Work with business channel system owners and system security officers to manage support efforts.

	Management
	Significantly higher level of audit or related security policy inquiries and updates may require additional level of effort.
	Continue to work with business channel system owners, trained system security officers and contractors to assume security policy execution requirements.

	Exposure
	Serious security incidents or violations may require additional level of effort.
	Request for additional level of effort will need to be submitted for approval.


Acquisition Strategy 

Sources (Indicate the prospective sources of supplies or services that can meet the need of this project.  List the most likely offerors for the requirement, and/or the manufacturer and model of the equipment that will most likely be offered).  

The Modernization Partner contract is the one acquisition method due to the knowledge of the existing personnel and their ability to rapidly react to the requirements and schedule with a minimum learning curve of SFA systems, personnel and policies.  However, the same resources may be available from already-competed GSA-Schedule contracts for security services (“Safeguard”).  SFA will consider the appropriate source after approval of the business case.

Competition (Describe how competition will be sought, promoted, and sustained throughout the course of the acquisition, including any performance requirements that will be required.)  

N/A.

Contract Considerations (For each contract contemplated, discuss contract type selection; use of multiyear contracting, options, or other special contracting methods, ex: performance-based).
A fixed price contract, using a pre-competed vehicle is preferred.

Schedule/Milestones (including acquisition cycle)  

	#
	Milestone
	Start Date
	End Date

	1
	Delivery of SFA Security and Privacy Policy Education and Awareness 
	12/1/01
	09/30/02

	2
	SFA Security and Privacy Champion Support 
	12/01/01
	09/30/02

	3
	Procedural Guidance for System Security Officers 

          Incidence Response Planning

          Continuity of Operations
	12/01/01
	03/31/02
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