
Appendix A - System Security Roles and Responsibilities
Appointing a System Security Officer (SSO)

The System Manager should formally appoint the SSO in writing.  If the Executive Sponsor has not formally appointed the System Manager, the Executive Sponsor should assume the role of the System Manager for the purpose of appointing the SSO.

A SSO should have a general knowledge of systems.  

· They should be capable of identifying system vulnerabilities and risks; and be able to recommend solutions to mitigate those risks.  

· They should have good judgment and have the ability to administratively track security matters to include providing and maintaining user accesses.  

· They should have a functional knowledge of the system.  

· They should also be knowledgeable on the security software the system uses and the SFA disaster recovery processes.     

To assist the System Manger in SSO appointment, a list of duties relating to the SSO position can be found below.  This list is a composite of Departmental documentation.  

1.  From the "Information Technology Security Policy":

A SSO is an individual formally designated by an IT system’s business manager to be responsible for the day-to-day security operations of that system.

The primary function of a SSO is to implement the Department’s ITSP as it applies to the system and the information that it handles or stores.  The SSO shall work in close coordination with the CSO and the IT system business manager.  Specific SSO duties include, but are not limited to (
· Implementing IT security for the assigned system.

· Serving as the primary point of contact for all IT security matters of concern to the AIS and be directly involved in configuration management processes and in the certification and accreditation process for their assigned system.

· Serving as liaison between the CSO and other personnel responsible for IT security activities, including the AIS business manager and any other owners of data, software, and hardware within the PO.

· Monitoring the implementation of the ITSP as it pertains to his or her AIS and, if significant deficiencies are disclosed, providing the evaluation results to the business and system managers as well as the CSO and the DCIO/IA.  The information provided to the CSO shall include a plan of action for the correction of the deficiencies, including target completion dates.

· Ensuring implementation of security controls for the system, if deemed a critical IT infrastructure asset, through the execution of the CIP Plan.

· Maintaining contact with other security offices within the Department that focus on mission essential protection that are capable of providing indications and warnings for the Department's critical assets.

· Reporting IT security incidents to the appropriate CSO following the prescribed procedure for reporting and logging security incidents as described in the Incident Handling Program Guide.

· Overseeing risk assessments for his or her assigned AIS.

· Informing and overseeing operations personnel, as necessary, in the completion of all  security functions.

· Reviewing and assuring the adequacy of the security plan developed by systems personnel.

· Participating in regular AIS security reviews.

· Developing AIS-specific access authorization procedures.

· Performing other functions that may be required to ensure the integrity, confidentiality, and availability of the AIS.

2.  From the "Certification and Accreditation Program Guide":
A System Security Officer (SSO) is an individual designated by the business manager of an IT system to be responsible for the day-to-day security of that system.

The primary function of an SSO is to implement the Department’s ITSP as it applies to the system and the information that it processes or stores.  The SSO shall work in close coordination with the CSO and the IT system business manager.  Significant C&A responsibilities of the SSO include (
· Performing risk assessments for his or her assigned AIS

· Reviewing and assuring the adequacy of the security plan developed by systems personnel

· Participating in all AIS security reviews.

The SSO ensures that system security controls are designed, documented, tested, and implemented for his or her AIS.  The SSO also ensures that the following actions that directly affect the C&A process take place (
· Addressing security in mission needs statement and all acquisition documents

· Incorporating security in all business and AIS functional and technical requirements

· Incorporating security architecture within system architecture (including hardware, software, firmware, and system interfaces)

· Addressing security in the configuration management (CM) plan

· Addressing security requirements in the system life-cycle documentation

· Preparing security documentation

· Conducting security design and specification review

· Developing a contingency plan

· Performing security testing and reporting

· Performing operational testing and reporting.

3.  From the "Security Awareness Training Program Guide":

	System Security Officer (SSO)
	Manages the day-to-day security operations for his or her assigned system.  This includes the implementation of security awareness training. Receives guidance and direction from the CSO on security matters relevant to the assigned system.

	
	


4.  From the "Risk Management Guide":

	System Security Officer (SSO)


	· Participates in assessing risk to his or her assigned AIS

· Documents the vulnerabilities identified in the AIS in the risk assessment report

· Reports to the CSO the vulnerabilities identified in the AIS 

· Submits the risk assessment report and Risk Acceptance Recommendation to the CSO via the business or functional manager 


5.  From the "Security Incident Reporting Response Program Guide":

The System Security Officer’s (SSO) incident handling duties include the following:

· Reporting IT security incidents to the appropriate CSO

· Performing corrective actions as directed in response to a reported incident.

The SSO is expected to know the following:

· Department security policies for IT systems

· Common security threats

· Capability of recognizing system anomalies and assessing the impact of threats posed by those anomalies

· Methods used to recover from security breaches

· Methods used to prevent security breaches

· General technical knowledge of the system to coordinate responses to a security breach

· Evidence of preservation techniques.

6.  From the "SFA Security Guide":
Coordinate with SM to determine appropriate security requirements for system

Inform and train users in security and privacy matters

Participate in the system risk assessment (every three years) and develop a risk mitigation strategy

Coordinate requests for access with personnel clearance office

Make sure procedures for issuing and managing passwords are followed

Recommend approval / disapproval to the CCB for system changes based on the risk to the security and privacy of the system

Develop media marking, physical control, storage and disposal DRAFT requirements for assigned sensitive information

Determine the need for encryption technologies where sensitive data transmissions occur

Consider security issues of the remote / dial-up facilities and the need to protect these facilities from unauthorized use

Review and recommend changes to the system’s Disaster Recovery Plan, Contingency Plan, Continuity of Operations Plan and System Security Plan

Advise SM on identifying controlled areas

Make sure necessary physical security is in place to protect system assets

Authorize movement of equipment into or out of controlled areas

Develop escort procedures to allow non-cleared individuals, including contract maintenance personnel, access to controlled areas

Appendix B – SLC Security Checklists
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System Design Life Cycle Checklist:

Vision Phase


This form represents the completion of all security related activities for the Vision Phase.  The diagram below represents the deliverables completed during the development of   enter system name. 

     Check if Complete 

Name of Deliverable

Date Complete
 FORMCHECKBOX 


Business Case



     
 FORMCHECKBOX 


RFP Security Requirements

     
 FORMCHECKBOX 


Task Order Security Components

     
 FORMCHECKBOX 


List of Business Partners


     
 FORMCHECKBOX 


Assignment Letters


     
 FORMCHECKBOX 


Security Artifact file system

     
 FORMCHECKBOX 


Electronic Security Artifact 

 

   File System



     
Insert additional comments here:

SSO Name:  enter SSO name  


Signature:   _______________​​__  

Date:
         _________________

SM Name:  enter SM  name  

Signature:   ___________________

Date:
         ___________________

System Design Life Cycle Checklist:

Definition Phase


This form represents the completion of all security related activities for the Definition Phase.  The diagram below represents the deliverables completed during the development of   enter system name. 

     Check if Complete 

Name of Deliverable

Date Complete
 FORMCHECKBOX 


System Roles and Responsibilities

     
 FORMCHECKBOX 


System Identification and Analysis 

     
 FORMCHECKBOX 
 

Threat and Vulnerability Assessment
     
 FORMCHECKBOX 


Security Guidance Compliance Matrix
     
 FORMCHECKBOX 


Interconnected System’(s) 

 

  Security Documentation


     
 FORMCHECKBOX 


MOU/SLA Draft



     
 FORMCHECKBOX 


C&A Project Plan



     
 FORMCHECKBOX 


System Rules of Behavior


     
 FORMCHECKBOX 


Constructed clearance requirement matrix
     
 FORMCHECKBOX 


Approved contractor access request form
     
Insert additional comments here:

SSO Name:  enter SSO name  


Signature:   _______________​​__  

Date:
         _________________

SM Name:  enter SM  name  

Signature:   ___________________

Date:
         ___________________

System Design Life Cycle Checklist:

Construction Phase


This form represents the completion of all security related activities for the Construction Phase.  The diagram below represents the deliverables completed during the development of   enter system name. 

     Check if Complete 

Name of Deliverable

Date Complete
 FORMCHECKBOX 


Draft System Security Plan


     
 FORMCHECKBOX 


Draft Continuity of Operation Plan

     
 FORMCHECKBOX 


Draft Disaster Recovery Plan

     
 FORMCHECKBOX 


Draft System Security 

 

  Authorization Agreement


     
 FORMCHECKBOX 


Threat Analysis



     
 FORMCHECKBOX 


Impact Analysis



     
 FORMCHECKBOX 


Risk Assessment Corrective Action Plan
     
 FORMCHECKBOX 


Final MOU/SLA



     
 FORMCHECKBOX 


Completed User Background

 

  Investigation Clearance Form

     
 FORMCHECKBOX 


Approved User Access Request Form
     
 FORMCHECKBOX 


System Access Letters to Contractor 

 

  Employees



     
Insert additional comments here:

SSO Name:  enter SSO name  


Signature:   _______________​​__  

Date:
         _________________

SM Name:  enter SSO name  

Signature:   ___________________

Date:
         ___________________

System Design Life Cycle Checklist:

Deployment Phase


This form represents the completion of all security related activities for the Deployment Phase.  The diagram below represents the deliverables completed during the development of   enter system name. 

     Check if Complete 

Name of Deliverable

Date Complete
 FORMCHECKBOX 


Documented Completion of 

 

  CAP from Construction phase

     
 FORMCHECKBOX 


Security Test Plan


     
 FORMCHECKBOX 


Test Results



     
 FORMCHECKBOX 


Final SSAA



     
 FORMCHECKBOX 


Certification Letter


     
 FORMCHECKBOX 


Signed Accreditation Letter

     
 FORMCHECKBOX 


Final System Security Plan


     
 FORMCHECKBOX 


Final Continuity of Operation Plan

     
 FORMCHECKBOX 


Final Disaster Recovery Plan

     
 FORMCHECKBOX 


User Training Schedule


     
 FORMCHECKBOX 


Approved User Access Request Forms
     
Insert additional comments here:

SSO Name:  enter SSO name  


Signature:   _______________​​__  

Date:
         _________________

SM Name:  enter SM name 

Signature:   ___________________

Date:
         ___________________

System Design Life Cycle Checklist:

Support Phase


This form represents the completion of all security related activities for the Support Phase.  The diagram below represents the deliverables completed during the development of   enter system name. 

     Check if Complete 

Name of Deliverable

Date Complete
 FORMCHECKBOX 
                    Re-certified and accredited SSAA

     
 FORMCHECKBOX 
                    Documented completion of test results

     
 FORMCHECKBOX 
                    Updated Operational Procedures

     
 FORMCHECKBOX 
                    Updated Testing Results


     
Insert additional comments here:

SSO Name:  enter SSO name  


Signature:   _______________​​__  

Date:
         _________________

SM Name:  enter SM name 

Signature:   ___________________

Date:
         ___________________

System Design Life Cycle Checklist:

Retirement Phase


This form represents the completion of all security related activities for the Retirement Phase.  The diagram below represents the deliverables completed during the development of enter system name. 

     Check if Complete 

Name of Deliverable

Date Complete
 FORMCHECKBOX 


System Retirement Complete

     
Insert additional comments here:

SSO Name:  enter SSO name  


Signature:   _______________​​__  

Date:
         _________________

SM Name:  enter SM name 

Signature:   ___________________

Date:
         ___________________

Appendix C - Assignment Letters

EXAMPLE System Manager Assignment Letter

MEMORANDUM

Month Day, Year

To:

<System Manager>



<Title>

From:

<Functional Manager>



<Title>

Subject:
Formal Appointment of System Manager  



<System Name>

This formally documents the appointment, effective immediately, of <System Manager> as the System Manager for the <System Name>.  The System Manager is responsible for all actions related to the development, maintenance, and security of the <System Name>.  They will provide advice to the Functional Manager on related matters and complete System Manager duties as described in SFA and Education policy, manuals, and guides.  

cc:  <SFA/OCIO>

EXAMPLE System Security Officer

MEMORANDUM

Month Day, Year

To:

<Functional Manager>



<Title>

From:

<System Manager>



<Title>

Subject:
Formal Appointment of System Security Officer  



<System Name>

This formally documents the appointment, effective immediately, of the following individual(s) to the functions of System Security Officer (SSO) for the <System Name>.  The SSO is responsible for implementation of security procedures directed by SFA, Education, and Federal Security Policy.  They will provide advice to the System Manager on security related matters and complete SSO duties as described in SFA and Education policy, manuals, and guides.  They will also participate as a member of the SFA Security Team led by the SFA Computer Security Officer.

Individual


Function     

SSO’s full name

SSO

Alternate SSO’s full name
Alt-SSO       (if applicable)

cc:  <Computer Security Officer (Andy Boots)>

Appendix D – Security SLC Project Plan

































































































































