4.0 Construction Phase System Security

The construction phase contains numerous security activities.  A large portion of these activities is dedicated to documentation.  Primarily, the system security plan should be drafted during this phase.  To accomplish this task, the project team members should first organize the following security-related documentation:

· Architecture Diagram and/or design diagram

· Security Requirements

· Interfaces and connectivity

· Operating environment

· User role descriptions

· Description of data

· Process map

Guidance for completing the security plan can be found in NIST Special Publication 800-18.  This reference document includes definitions, templates, and general guidance for creating a federally approved system security plan.  Also during the construction phase, the continuity of operations and disaster recovery plan should be drafted.  These plans describe how the system will continue its operation during an emergency situation.

In the construction phase, the certification and accreditation process directs the project team to draft a System Security Authorization Agreement (SSAA).  The SSAA contains all certification documentation and is eventually presented to the Designated Approving Authority (DAA) for accreditation.  To draft this document, the project team should first gather all essential information from the system security plan, COOP, DRP, etc. In essence, the SSAA is a central repository of system information contained in one, extensive document.

A risk assessment should be performed to determine if intended security controls are adequate to protect the system.  Using the sensitivity and criticality assessment completed in the definition phase, a threat analysis should be performed.  The threat analysis consists of a control review and a likelihood determination.  An impact analysis should then be conducted to determine the mission impact from the results of the threat assessment.  By combining the threat analysis and impact analysis, a level of risk determination is made.  A corrective action should be developed from the risk assessment findings.  Prior to the CAP being implemented, management should perform a cost/benefit analysis to determine which security controls should be corrected.  Potentially, a particular security control is cost prohibitive and therefore should not be implemented.  Rather, management should formally accept the residual risk.
During the construction phase, the SSO should obtain and review the MOU/SLA for inclusion of appropriate security controls.  If necessary, the SSO should make and submit additional security control inputs to the business partners and/or system owners.

Background investigations should be completed for all users of the system, as was completed for contract support personnel in the Definition phase.  The SSO should issue requests for user background investigations per SFA requirements.  Once completed, the SSO should collect completed contractor background investigations and maintain the file.  Also, users of the system and contract support personnel should complete user access forms and sign a system rules of behavior document.  The SSO should distribute the two forms to the user community and, once completed, collect the forms.  The forms should be maintained for the life of the system.  

Once all security tasks are completed and documented, the SSO should submit a construction phase checklist to the System Manager for signature.  The checklist should identify all security accomplishments attained during the construction phase as well the date of completion (See appendix B for sample checklist).  The following table contains the security products that should be created during the construction phase.  Several of these products are not created entirely for the security of the system, but merely contain security-related information.


































































































Draft System Security Plan


Draft Continuity of Operation Plan


Draft Disaster Recovery Plan


Draft System Security Authorization Agreement


Threat Analysis


Impact Analysis


Risk Assessment Corrective Action Plan


Final MOU/SLA


Completed User Background Investigation Clearance Form


Approved User Access Request Form


System Access Letters to Contractor Employees



































