3.0 Definition Phase System Security

As the system progresses through the definition phase, several security actions should occur.  The system should be defined as a new system or major modification to an existing system.  The system’s sensitivity should be classified and the system’s criticality should be defined.  To define sensitivity, the system owner (and its data) should review the importance of confidentiality, integrity, and availability.  These factors dictate the security controls necessary to protect the assets of the system.  Similarly, a security review should occur which will identify threats to the system as well as intrinsic vulnerabilities.  Finally, the system’s controls should be reviewed for federal and departmental policy compliance.  At a minimum, the system should be reviewed for compliance with OMB Memorandum A-130 Appendix III, the Privacy Act, GISRA (NIST Self-Assessment), Department of Education Policy, and SFA policy.  A security guidance compliance matrix should be constructed to document the findings of the review.

The System Manager should identify the roles and responsibilities of the user and developer community, to include SFA employees (See appendix A for SSO Roles and Responsibilities).  During the definition phase, this community should be formally identified and their contact information should be documented.

If the system will be connected to another information source, the security documentation from the interconnected system should be obtained and reviewed.  Likewise, the MOU/SLA agreements with the business partners and/or system owners should be drafted.  The SSO should ensure security control input is included in the MOU/SLA.

During the definition phase, the SSO should undergo appropriate training to prepare for the responsibilities of an SSO during the life of the system.  The Department of Education maintains online training curricula and there are also numerous training programs outside the department that may be appropriate for an SSO.

A key security component occurring during a system’s development, the certification and accreditation process, begins in the definition phase.  Initially, the project team guided by the SSO should develop the C&A project plan.  This plan will provide a schedule and list of activities to be completed prior to the system’s deployment.  Several of the initial tasks are listed below.

· Identify responsible organizations/individuals

· Identify resources and funding

· Define system boundaries

· Create C&A schedule

· Register C&A with Agency Security Office

Several personnel security activities occur during the definition phase.  The system rules of behavior should be developed using guidance found in NIST Special Publication 800-18 Appendix B.  Also, the privacy act should be taken into consideration to ensure compliance with federal privacy guidance.  The rules of behavior document informs the user of permissible actions while using the system and indicates the consequences of violating the rules of behavior policy.  The contractor personnel should request access to the system by completing a rules of behavior form and returning the signed document to the SSO.  This activity should be completed prior to granting access to the system.

Both SFA employees and contract support personnel should have some level of background screening prior to accessing the system.  Specific clearance requirements should be developed for both SFA employees and contractors.  The SSO should distribute background investigation clearance forms to the contract support personnel who will define and develop the system.  After completing the required background screening, the contractor personnel should return the form to the SSO.  

Once all security tasks are completed and documented, the SSO should submit a definition phase checklist to the System Manager for signature.  The checklist should identify all security accomplishments attained during the definition phase as well the date of completion (See appendix B for sample checklist).  The following table contains the security products that should be created during the definition phase.  Several of these products are not created entirely for the security of the system, but merely contain security-related information.





































































































System Roles and Responsibilities


System Identification and Analysis


Threat and Vulnerability Assessment


Security Guidance Compliance Matrix


Interconnected System’(s) Security Documentation


MOU/SLA Draft


C&A Project Plan


System Rules of Behavior


Constructed Clearance Requirement Matrix


Approved Contractor Access Request Form
































