5.0 Deployment Phase System Security

In the Deployment phase, several security related activities introduced in prior phases should be brought to closure.  The corrective action plan developed in the construction phase risk assessment should be implemented.  Once implemented, each CAP element should be dated and initialed indicating completion of the element.  The CAP should then be submitted to the SSO for maintenance.

The construction phase reviewed the security controls as they are documented.  During deployment, the security controls should undergo a series of tests to determine if the controls were implemented properly and effectively.  Initially, a security test plan should be developed, including the following elements:

· Security Test and Evaluation

· Penetration Testing

· System Management Infrastructure Analysis

· Site Evaluation

· Contingency Plan Evaluation

The system’s security controls, including those controls implemented as a result of the corrective action, should be tested and evaluated.  All system security tests should be thoroughly documented and recorded in a formal test results document.

The Certification and Accreditation process should approach completion during the deployment phase.  The SSAA drafted in the construction phase should be delivered to the System Manager (SM) for review.  After reviewing the SSAA for content, quality, and degree of completion, the SM should make a recommendation to the Designated Approving Authority (DAA).  The recommendation should be one of the following, full accreditation, Interim Approval to Operate, or Not to turn on.  The SSAA should be presented to the DAA and executive level findings should be discussed.  Finally, the SSO should attend the PRR as a security representative to respond to any concerns presented during the PRR.  At the PRR, the DAA should sign the accreditation letter if appropriate.  The SSO should obtain a copy of the signed accreditation letter and maintain a copy in the security file.

The System Security Plan begun in the Construction phase should be completed prior to the system becoming operational.  Upon completion of the plan, the SSO has the option to submit the SSP to SFA/CIO Security Office for a NIST Special Publication 800-18 compliance review.  The review will identify potential areas of improvement and recommend corrective action.  Two more plans should be finalized during this phase.  The Continuity of Operation and Disaster Recovery plans should be completed and tested prior to the system becoming operational.  These plans will provide detailed response procedures if a major disaster occurs or if the system goes offline unintentionally for any period of time.  

The SSO should identify opportunities for training that will directly support the job’s performance.  A schedule of proposed training opportunities should be created to assist the SSO plan an appropriate training regimen.

User access forms should be distributed by the SSO to all personnel who need access to the system once it becomes live.  Upon completion, the SSO should collect the access request forms and maintain the forms in the security file.

Once all security tasks are completed and documented, the SSO should submit a deployment phase checklist to the System Manager for signature.  The checklist should identify all security accomplishments attained during the deployment phase as well the date of completion (See appendix B for sample checklist). The following table contains the security products that should be created during the deployment phase.  Several of these products are not created entirely for the security of the system, but merely contain security-related information.































































































Documented Completion of CAP from Construction Phase


Security Test Plan


Test Results


Final SSAA


Certification Letter


Signed Accreditation Letter


Final System Security Plan


Final Continuity of Operation Plan


Final Disaster Recovery Plan
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Approved User Access Request Forms
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