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1.0 Introduction

As part of its commitment to customers and partners, SFA manages risks on a continuous basis. Faced with a public and administration that has a heightened awareness of security concerns, SFA needs to demonstrate that its systems are worthy of trust and consistent with best security practices and U.S. Public Law and policy.  Security incidents could undermine the credibility of SFA, and greatly affect its ability to help put America through school.  In addition to losing credibility, actual fraud and abuse could occur without adequate security and privacy controls.  

The purpose of the system security process guide is to ensure that security is an integral component of all SFA systems.  The guide includes numerous aides to assist the project team develop the security artifacts that will support the system’s overall security posture and auditability.  As the system progresses through the lifecycle, the project team will produce documents such as a system security plan and, for certification and accreditation, a system security authorization agreement.  The guide also provides direction for security training requirements, continuity of operations plans, 

Security is an integral component throughout the SLC.  The following sections and appendices describe system security in sufficient detail to allow a project team to confidently implement security into their system (See appendix D for a detailed Security SLC Project Plan).    For additional security-related information, SFA maintains a Security Reference Guide on its intranet.  This site will be continually updated with the most recent security documents, artifacts, and guidance.

The diagram below highlights the security artifacts to be completed during the system’s lifecycle and where the system acquisition planning activities are performed in the SLC.
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