 6.0
Retirement Phase System Security

The purpose of the retirement phase is to ensure all sensitive data has been sanitized or destroyed once the system is no longer in service.  The SSO should create an archive data retention matrix and destruction plan.  This plan will guide the SSO and all associated personnel throughout the retirement phase.  Any data to be reused should be archived in a useable format.  Electronic records should be disposed/archived properly.

The physical destruction of all system material, data, etc. should be carefully managed.  All electronic media should be sanitized (purged, overwritten, degaussed, or destroyed) when no longer needed.  All printed paper products with sensitive information should be destroyed and all documents should be destroyed when all data is destroyed.

Once all security tasks are completed and documented, the SSO should submit a retirement phase checklist to the System Manager for signature.  The checklist should identify all security accomplishments attained during the retirement phase as well the date of completion (See appendix B for sample checklist).  The following table contains the security products that should be created during the retirement phase.  Several of these products are not created entirely for the security of the system, but merely contain security-related information.

























































































System Retirement Complete












































