6.0 Support Phase System Security

The support phase continues throughout the life of the system.  Once the system is deployed, several security activities and documents should be completed or updated.  The System Security Plan should be reviewed and updated as the system undergoes major changes; that is, undergoes changes significant enough to alter the security posture of the system.  OMB Circular A-130 Appendix III requires a review of security controls every three years or upon major system change.  SFA recommends these reviews occur every year due to the rate of system change occurring at SFA.  Also, the Government Information Security Reform Act requires a program and system review every year.  The guidance to be used for this review can be found in the NIST Self Assessment Guide for Information Technology Systems.  The self-assessment review will assist the SSO and system owner determine security control priorities based on weaknesses in policy, procedures, implementation, testing, and integration.

The system should undergo a re-certification and accreditation every three years or upon major system change.  This process should analyze any new functionality or configurations the system may have adopted as well as any associated security controls.  The analysis should be documented in the SSAA, as it was in the previous phases.

While the system is in operation, the SSO is responsible for continuous personnel security maintenance.  The SSO should review and authorize system access privileges on a per case basis, provide periodic review of user access privileges and delete user accounts as necessary.  The SSO should identify potential new users, ensure clearance forms are completed by the new user(s), track the clearance process, and notify the user(s) when their clearance process has completed.  The SSO should maintain a copy of the authorized access requests in the security file. 

The SSO also is responsible for training requirements, namely rules of behavior and security awareness training.  All new users should review, understand, and sign a rules of behavior form indicating their acknowledgment of acceptable system-related activities.  Also, SFA policy directs all system users to undergo annual security awareness training.  Along with the rules of behavior form, the SSO should direct all new users to receive security awareness training

The Risk Management cycle also continues in the support phase.  The testing of security controls in the Deployment phase may have identified areas of improvement.  The test results should be implemented expeditiously.  As new controls are implemented, testing procedures should be performed to ensure the controls adequately protect the intended assets.  Also, as new threats are discovered from sources such as audit logs, security alerts, etc., the system’s security controls should be updated in response.  The COOP and DRP should be tested annually, while incorporating any new operational procedures in the system security plan. 

Once all security tasks are completed and documented, the SSO should submit a support phase checklist to the System Manager for signature.  The checklist should identify all security accomplishments attained during the support phase as well the date of completion (See appendix B for sample checklist). The following table contains the security products that should be created during the support phase.  Several of these products are not created entirely for the security of the system, but merely contain security-related information.




























































































Re-certified and Accredited SSAA


Documented Completion of Test Results


Updated Operational Procedures


Updated Testing Results
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