2.0 Vision Phase System Security

The Vision Phase initiates the concept of the system.  During this initial phase, security should already be considered while the system’s business case and requirements are developed.  During the vision phase, personnel with security responsibilities should be identified. Early identification of these personnel will promote the addition of security into the system’s development from the initial concept and throughout its development.  Moreover, the certification and accreditation (C&A) requirement for each system stresses the appointment of key personnel to manage the C&A process.  Initially, the functional manager should assign, in writing, a system manager.  The system manager, in turn, should assign, again in writing, a system security officer (See appendix C for example assignment letters).  These two positions are usually Department of Education staff and are critical to the continual inclusion of security into the system.

Primarily, the System Security Officer (SSO) should ensure the business case includes the necessary resources for adequately securing the system.  Similarly, the RFP should include security requirements and evaluation and test procedures.  The RFP should contain language to permit updating security controls as new threats/vulnerabilities are identified and as new technologies are implemented.  

The Task Order should contain numerous security components.  Ideally, the task order should recognize the following security areas:

· Security Plan

· Risk Assessment

· Disaster Recovery Plan

· Federal Policy and Regulations

· Departmental Policy and Regulations

· Controls for Personnel Security

· Configuration Management

If the system will interface or rely on any external system, Memoranda of Understanding and Service Level Agreements should be developed as the system progresses through the lifecycle.  The first step is to identify and document a list of potential business partners.  During the vision phase, a dialogue should be established with potential business partners to begin to address the future relationships the parties will maintain throughout the system’s lifecycle.

The SSO should establish an appropriate filing system to adequately maintain, update, protect and distribute system documentation.  To maintain all relevant system artifacts, the SSO should maintain two filing systems: paper based and electronic.  The SSO should manage version control of all security documentation and track the distribution of security artifact copies.

Once all security tasks are completed and documented, the SSO should submit a vision phase checklist to the System Manager for signature.  The checklist should identify all security accomplishments attained during the vision phase as well the date of completion (See appendix B for sample checklist). The following table contains the security products that should be created during the vision phase.  Several of these products are not created entirely for the security of the system, but merely contain security-related information.
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