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1.0
FSA Infrastructure Change Management Process 

1.1 Purpose

The purpose of this process guide is to provide a high level view of the process used to manage Change Requests (CR) to FSA hardware and software that are coordinated by the FSA Data Center (DC).  A DC (e.g. the Virtual Data Center [VDC]) provides a single computing environment for FSA systems that support the student financial aid process.  Technical and operational services in support of mainframe and midrange hardware and software are also provided.

Project teams, FSA Enterprise level groups or the DC itself can submit CRs to the DC. The intended audience of this guide is all affected parties, whether from FSA, the Modernization Partner or the DC, who are interested in gaining a better understanding of the FSA Infrastructure Change Management Process. 

The tracking of the CRs at FSA is automated. Rational ClearQuest was selected as the application that was customized to become the tool to automatically track CRs submitted to the DC.  As of September 2002, this Enterprise Change Management (ECM) Tool had completed the pilot stage, and rollout to Modernization Partner Application Teams and Operating Partners was continuing.   

Document References:

· Enterprise Change Management (ECM) Tool User Guide (Location: ECM Tool Support Repository via the FSA CIO Homepage on FSANet) provides details about how to use the ECM Tool itself.

· ECM Tool & Process Orientation/Training Briefing (Location: ECM Tool Support Repository via the FSA CIO Homepage on FSANet) provides an illustrated self-study guide for Users, including instructions on how to obtain a User ID to gain access to the ECM Tool.

· FSA Infrastructure Change Management Impact Analysis Worksheet (see Appendix A) is required to be completed for all production CR’s both by the application team and the Data Center. 

· ECM Tool Email Notification Matrix (see Appendix B) shows which parties are notified by emails automatically generated by the ECM Tool as a result of an action in the ECM Tool.

 1.2 
Process Definition 

This process guide defines the sequence of actions to be taken in the FSA Infrastructure Change Management Process shown in Section 1.4, Process Flow.  Section 1.5, Process Steps, describes the actions to be taken in each step and the corresponding roles and responsibilities, tools and states/outcomes involved in processing the CR. 

Change Requests are identified as belonging to systems either in development or in production. The process begins by the submission of a CR into the Drafted State and ends by the closure of CR either successfully or unsuccessfully. The submission may come from Enterprise level groups at FSA, Integrated Product Teams (IPTs) or the DC itself.

1.3
Benefits

The benefits of this change management process include:

· Increased understanding of the FSA Infrastructure Change Management Process by all affected parties, whether FSA, DC or Modernization Partner personnel

· Full accountability and full visibility for CRs

· Process improvement by having a defined, formalized and reusable process

· Improved awareness of identity of affected parties and better communications across the Enterprise

· Increased productivity and reduced expense due to less rework and fewer errors

1.4 
Process Flow

The FSA Infrastructure Change Management Process describes the steps for managing a Change Request (CR) entered into the ECM Tool for intended submission to the Data Center.  This process is depicted in the Process Flow shown below and described in the Process Steps in Section 1.5. 
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1.5
Process Steps

	Step 
	Step Description
	Responsibility
	Tools
	Outcome
	Initial State

	1. 
	Formulate & Draft CR & Complete Impact Analysis
Project teams, FSA Enterprise level groups or the Data Center (DC) comprise Submitting Teams that may submit CRs to the DC.  Any member of the Submitting Team may enter the draft of the CR in the ECM Tool. At this point the ECM Tool generates a unique ECM Tool CR identification number.  The Submitting Team revises the CR while it is in the Draft State as part of its internal review.  

The Submitting Team performs an impact analysis to determine which systems across the Enterprise, if any, might be affected by the CR. (See Appendix A for the Impact Analysis Worksheet).  

Note that when the CR is entered in the ECM Tool as a Draft, no email notification is generated and the Draft CR does not appear on either the ECM Tool Active Summary Development CR Report or the ECM Tool Active Summary Production CR Report.  The Draft CR may be viewed, however, by a query that includes it.

If the Submitting Team prefers, it may decide to perform the identification, formulation and review of the Draft CR and the Impact Analysis outside of the Tool. 

Impact Analysis Worksheets are required for all production CRs in Step 3, Submit CR to Data Center

Proceed to Step 2 (Drafted State), Submitting Team Decides to Submit CR to Data Center?
	Members of Submitting Team


	ECM Tool (Rational ClearQuest)

ECM ClearQuest User Guide (Location: ECM Tool Support Repository via the FSA CIO Homepage on FSANet) 

FSA Infrastructure Change Management Impact Analysis Worksheet (Location: Appendix A and ECM Tool Support Repository via the FSA CIO Homepage on FSANet)

	 Draft of CR is formulated.

Impact Analysis is completed.

Draft of CR is entered into ECM Tool.  

Unique ECM Tool CR Identification number is generated.


	NONE

 

	2. 
	Submitting Team Decides to Submit CR to Data Center?

The Submitting Team decides whether or not to submit the CR to Data Center.

· YES, Submitting Team Decides to Submit CR to Data Center

Proceed to Step 3 (Drafted State), Submit CR to Data Center

· NO, Submitting Team decides not to Submit CR to Data Center

Proceed to Step 21 (Rejected State), Close as Rejected
	Requester

(Submitting Team)


	ECM Tool
	Decision whether or not to submit CR to Data Center
	DRAFTED

	3. 
	Submit CR to Data Center

The designated Requester from the Submitting Team has responsibility for submission of the CR to DC. Typically, the designated Requester for projects is the Application Architecture or Configuration Management (CM) Lead; for the DC it is the Line of Service (LOS) Manager or designee.

The Submitting Team also notifies its System Security Officer of the proposed change for possible security review. 

A revised CR may also be re-submitted in this step after previous disapproval.
Proceed to Step 4  (Submitted to DC State), Is CR Valid?

	Requester

(Submitting Team)

System Security Officer
	ECM Tool 

ECM ClearQuest User Guide (Location: ECM Tool Support Repository via the FSA CIO Homepage on FSANet) 

ECM Tool Email Notification Matrix  (Appendix B)

	Notification is emailed.
	DRAFTED

	4. 
	Is CR Valid?

Data Center Line of Service (LOS) Manager reviews CR for completeness of information provided and for appropriateness of the request. The LOS may communicate with Requester to clarify information or to suggest changes and re-submission.

· YES - CR is valid. 

Proceed to Step 5  (Submitted to DC State), Is CR Funded?
· NO - CR is not valid. Requester is notified. 

Proceed to Step 19 (Rejected State), Re-submit CR?
	DC LOS 

(or designee)
	ECM Tool
	Decision on validity of CR
	SUBMITTED to DC 



	5. 
	Is CR Funded ?
DC LOS works with SDM to determine whether or not CR is funded.
· YES - CR is funded. 

Proceed to Step 6 (Submitted to DC State), Propose CR for Review by Affected Parties.

· NO/UNKNOWN – CR is not funded 

The FSA Contracting Officer’s Representative (COR) is notified that CR cannot be proposed for review until CR is funded.
Proceed to Step 13 (Pending Funding State), Complete Funding Actions
	DC LOS


	ECM Tool
	Decision on whether or not CR is funded
	SUBMITTED to DC 



	6. 
	Propose CR for Review by Affected Parties

LOS conducts an Impact Analysis using the Impact Analysis Worksheet. LOS provides the review deadline date (usually five business days from the date CR is proposed for review), DC assignee name and funding signoff name obtained in step 5 in CR Tool.  The assignee has the role of implementing the change if and when it is approved. Notification is sent to the Affected Parties (Reviewers).

Proceed to Step 7 (Proposed State), Reviewers Approve?
	Data Center LOS

Application Architect

SDM


	ECM Tool
FSA Infrastructure Change Management Impact Analysis Worksheet (Location: Appendix A or ECM Tool Support Repository via the FSA CIO Homepage on FSANet)

	CR is sent to Affected Parties for review/

disapproval within review  period.
	SUBMITTED to DC



	7. 
	Reviewers Approve?

Reviewers receive CR and examine it for impact on their systems.  They can either tacitly approve it or explicitly disapprove it.  The reviewers may respond by disapproving CR during the usual five-day review period. Or, approval is assumed by default if no response is made before the review period expires. No provision is made for explicit approval.

· YES - CR is approved if the review period expires and no disapproval is received. Line of Service (LOS) Manager moves CR to CCRB Review State.

Notification of approval is sent to the Requester and to System Affected Team.

Proceed to Step 8 (CCRB Review State), DC Change Control Review Board (CCRB) Approval? 

· NO – CR is not approved when one or more reviewers disapprove the request within the review period.

Proceed to Step 15 (Rejected State), Disapproval Resolved?
	Reviewers
	ECM Tool
	Disapproval/ no action decision by reviewers
	PROPOSED 



	8. 
	DC CCRB Approval?

The DC CCRB meets weekly on Thursdays to approve or disapprove CRs. 

· YES - DC CCRB approves CR. 

The CCRB confirms Assignee responsible for implementation.  The DC CCRB sets the implementation date window. The DC identification number (GCARS) is assigned to the CR. This number is entered into the ECM Tool.  

Proceed to Step 9 (Scheduled State), Schedule & Implement Change
· NO - DC CCRB does not approve CR. 

Line of Service (LOS) Manager provides justification for disapproval. 

Notification is sent to the Requester.

Proceed to Step 19 (Rejected State), Re-submit CR?

	DC Change Control Review Board (CCRB)
	ECM Tool
	Approval/ Disapproval Decision by DC CCRB 
	CCRB REVIEW

 

	9. 
	Schedule, Test & Implement Change
The Assignee coordinates resources and implements changes, including patches and system releases, in the test/staging environment before implementing in production.  System releases are tested and debugged in a controlled and dedicated test/staging environment.
Proceed to Step 10 (Scheduled State), Change Implementation Successful?
	DC CCRB

Assignee
	ECM Tool
	Change is scheduled and implemented.
	SCHEDULED



	10. 
	Change Implementation Successful?

CR is implemented.

The Assignee determines whether or not the change as implemented does what it is supposed to do.

Line of Service (LOS) Manager indicates the result of the change implementation with additional comments as necessary on CR.  

· YES – implementation of the change is successful. Notification is sent to the Requester, Systems affected and DC SDMs.

Proceed to Step 11 (Resolved State), Change Validated by Requester?

· NO - change is not successful.  The change is “backed out”. Notification is sent to the Requester, Systems affected and DC SDMs.

Proceed to Step 8 (CCRB Review State), DC CCRB Approval?
	DC Assignee

LOS
	ECM Tool
	Result of change attempt

Decision whether or not change is successfully implemented
	SCHEDULED



	11. 
	Change Validated by Requester?

The Requester and/or Submitting Team review the change and determine if it is acceptable.

· YES - requester validates change. 

Proceed to Step 20 (Resolved State), Close as Successful.

· NO - requester does not approve change.

The Requester marks CR as incorrect, provides justification and feedback to the Assignee as appropriate, and notification is sent to the LOS, Systems affected and DC SDMs.


Proceed to Step 16 (Rejected State), Need to reschedule Implementation? 
	Requester

(Submitting Team)
	ECM Tool
	Decision by requester whether or not change is validated.
	RESOLVED



	12. 
	Revise CR

After a decision to re-submit CR is made (in Step 19, Re-submit CR?), CR is revised by the Requester and Submitting Team, taking into account the justification(s) given for disapproval.

Proceed to Step 3, Submit CR to Data Center
	Requester

(Submitting Team)
	ECM Tool
	Revised CR
	REJECTED



	13. 
	Complete Funding Actions
The Data Center Program Manager and the COR are notified that the CR is not funded. They work together to determine the scope and the cost of the CR.
Proceed to Step 14 (Pending Funding State), Is CR Funding Approved?
	Data Center Program Manager

Contracting Officer’s Representative (COR)
	ECM Tool
	Scope and cost of CR determined
	PENDING FUNDING



	14. 
	Is CR Funding Approved?
FSA COR determines whether or not to approve funding for CR. 

· YES - funding is approved. 

FSA COR provides a valid funding signoff name.

Proceed to Step 6 (Submitted to DC State), Propose CR for Review by Affected Parties.

· NO - funding is not approved. 

Proceed to Step 19 (Rejected State), Re-submit CR?
	 COR
	ECM Tool
	Decision whether or not to provide funding 
	PENDING FUNDING

 

	15. 
	Disapproval Resolved?

The Requester and the reviewer (affected party) that disapproved CR communicate regarding the issue(s) that caused disapproval to see if a resolution is practical.  

· YES – the disapproval issue(s) are resolved.

Proceed to Step 6 (Submitted to DC State), Propose CR for Review by Affected Parties

· NO – the disapproval issue(s) are not resolved.

Proceed to Step 17 (Rejected State), Enterprise CCG Escalation Process
	Requester

(Submitting Team)

Reviewer
	ECM Tool
	Decision whether or not disapproval issue(s) are resolved
	REJECTED



	16. 
	Need to Reschedule Implementation?
When the change is not validated by the Requester, the Requester and the Assignee communicate to decide if relatively minor changes can be made without re-submission and can be rescheduled
· YES – implementation needs to be rescheduled
Proceed to Step 8 (CCRB Review State), DC CCRB Approves?
· NO – implementation does not need to be rescheduled
Proceed to Step 19 (Rejected State), Re-Submit CR?

	Requester

Assignee
	ECM Tool
	Decision whether or not implementation of the CR needs to be rescheduled
	REJECTED



	17. 
	Enterprise CCG Escalation Process

When disapproval issues are not resolved (see Step 15) the Enterprise CCG Process is used. 

Proceed to Step 18 (Rejected State), CCG Approves CR?
	Enterprise Change Control Group

(Secretariat)
	Enterprise Change Control Group (CCG) Process Guide

(Proposed Location: ECM Tool Support Repository via the FSA CIO Homepage on FSANet)
	Decision on what to do with CR:

- Close as rejected

- Revise and re-submit

- Keep unchanged
	REJECTED



	18. 
	CCG Approves CR?
The CCG decides whether or not to approve the CR.  

· YES – CCG decides to approve the CR 
 Proceed to Step 8 (CCRB Review State), DC CCRB Approves?
· NO – CCG decides not to approve CR 

Proceed to Step 19 (Rejected State), Re-Submit CR?

	Enterprise Change Control Group (Secretariat)
	Enterprise Change Control Group (CCG) Process Guide

(Proposed Location: ECM Tool Support Repository via the FSA CIO Homepage on FSANet)
	Decision whether or not to keep CR unchanged
	REJECTED



	19. 
	Re-submit CR?

This step can be reached in the following ways:

· CR was determined to be invalid in Step 4, Is CR Valid?

· Or, funding for CR was not approved by FSA in Step 14, Is CR Funding Approved?
· Or, CR was not approved by the DC CCRB in Step 8, DC CCRB Approval?

· Or, CR disapproval was not resolved in Step 15, Disapproval Resolved?

· Or, the change was not validated by the Requester in Step 11 and there was no need to reschedule implementation in Step 16, Need to Reschedule Implementation? 
· YES - Re-submit CR. 

Proceed to Step 12 (Rejected State), Revise CR 
· NO - do not re-submit CR. 


Proceed to Step 21 (Rejected State), Close as Rejected 


	Requester
	ECM Tool
	Decision whether or not to re-submit CR
	REJECTED



	20. 
	Close as Successful  

All affected parties are notified that the change was successfully implemented and CR closed. 


	Requester
	ECM Tool
	Change process complete

STOP
	RESOLVED



	21. 
	Close as Rejected 

All affected parties are notified that the change was rejected and CR closed.


	Requester
	ECM Tool
	Change Process Complete STOP
	REJECTED



	Stop


1.6
Appendix A – FSA Infrastructure Change Management Impact Analysis Worksheet
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		Name of Notified Party		Definition

		Requester		Submitter of Change Request (email address entered into CR request form (dynamic))

		DC SDM		Data Center Service Delivery Manager (static)

		Data Center POC		Usually Data Center Line of Service Manager (email address entered into CR request form (dynamic))

		System Affected		FSA Business Owner, Application POC, Primary IT Service POC, Alternate IT Service POC (static by application -see notification sheet)

		Assignee		DC tech worker (email address entered into CR request form (dynamic))

		Contracts		Contracts Officer or Financial Approver (static) DC is copied on notice

		Approver		Additional Approvers required (static)

		Note:		"Dynamic" = information captured when entered into CR

				"Static" = information hard-coded into ECM Tool

												Notifications

		Step		Initial State		Action		Resulting State				Requester		DC SDM		DC POC		Syst Effected		Assignee		All		Contracts		Pilot		Approver

		a		Drafted		Submit to DC		Submitted						X		X		X								X

		b		Submitted		Propose		Proposed				X						X								X

		c		Submitted		Request Funding		Pending Funding				X												X		X

		d		Submitted		Reject		Rejected				X														X

		e		Submitted		Approved For Scheduling		Scheduled				X

		f		Pending Funding		Approve Funding		Submitted

		g		Pending Funding		Disapprove Funding		Rejected				X		X		X		X

		h		Proposed		Disapprove		Rejected				X		X		X										X		X

		i		Proposed		Review		CCRB Review				X						X								X

		j		Rejected		Re-Submit		Submitted

		k		Rejected		Close Rejected		Closed Rejected																		X

		l		CCRB Review		Approve		Scheduled																		X

		m		CCRB Review		Reject		Rejected				X						X								X

		n		Scheduled		Implement		Resolved				X		X				X								X

		o		Scheduled		Failure		Rejected				X		X				X								X

		p		Resolved		Close Successfully		Closed Successfully												X						X

		q		Resolved		Failure		Rejected						X		X		X		X						X
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Enterprise Change Management (ECM)


FSA Infrastructure Change Management Process 


Impact Analysis Worksheet


September 16, 2002


Version 2.0


INTRODUCTION:


An impact analysis is an integral part of any change process. The FSA Infrastructure Change Management Process Impact Analysis Worksheet is designed to support the impact analysis associated with a projected change to an FSA system. The Impact Analysis Worksheet is designed to be completed offline by the Submitting Team and the Data Center and attached to the Change Request that exists in the ECM Tool.


ABBREVIATIONS:


CR
Change Request

DC
Data Center

ST
Submitting Team


NOTE:



If the DC is originating a CR, it becomes the ST for questions 1 through 10 and still completes questions 11 through 15.


INSTRUCTIONS FOR USE:


		1

		The ST conducts an impact analysis and completes “submitting team” portions of the form. (Highlight answers in yellow).  



		2

		The ST attaches the completed impact analysis worksheet to the CR. 



		3

		The ST lists the affected systems identified on this form into the “Other Affected Systems” section of the CR.



		4

		The ST raises the level of the CR from “draft” to “submit to DC”.



		5

		The DC receives email notification of the CR.



		6

		The DC downloads the attached impact analysis.



		7

		The DC reviews the original impact analysis, conducts its own impact analysis and modifies the form by completing the “DC” portions of the form. (Highlight answers in yellow).  



		8

		The DC attaches the updated impact analysis worksheet to the CR.



		9

		The DC updates the “Other Affected Systems” section of the CR by adjusting the entries to agree with its Consolidation section of this form.





CR TITLE & POINT OF CONTACT (completed by the ST):


		CR #

		



		CR Title

		



		ST

		



		POC for ST

		





IMPACT ANALYSIS:


		#1

		What other applications/ servers MUST be changed at the same time? 



		

		(completed by the ST)






		

		(completed by the DC)


Agree     Disagree


(If Disagree):     ADD:


(If Disagree):     DELETE:





		#2

		Which specific executables/ run-times/ libraries will be changed and which host do they reside on? 



		

		(completed by the ST)






		

		(completed by the DC)


Agree     Disagree


(If Disagree):     ADD:


(If Disagree):     DELETE:





		#3

		What applications are affected by this change?



		

		(completed by the ST)


ALL     Some (listed below)     


1.


2.


3.


4.


5.



		

		(completed by the DC)


ALL     Agree Above List     Changes to Above List


(If Changes):     ADD:


(If Changes):     DELETE:





		#4

		Does this change require an update or modification to production software in common use by other systems (e.g. Websphere, Interwoven, Oracle)?



		

		(completed by the ST)


Yes     No     


(If Yes): What applications use this common software?






		

		(completed by the DC)


Agree     Disagree


(If Disagree):     ADD:


(If Disagree):     DELETE: 





		#5

		Does this change modify any interface or common data structure used by other systems as well?



		

		(completed by the ST)


Yes     No     


(If Yes): What is the system of record for this data?


(If Yes): What applications use this interface or common data structure?


(If Yes): What documentation (e.g. interface control documents, user manuals) requires modification and how much effort is needed to update the documentation?






		

		(completed by the DC)


Agree     Disagree


(If Disagree):     Disagree on:    system of record     what applications use    documentation


(If Disagree on system of record):     The system of record is:


(If Disagree on applications):     ADD:


(If Disagree on applications):     DELETE:


(If Disagree on documentation):     ADD:


(If Disagree on documentation):     DELETE:





		#6

		Does this change imply performance requirements that affect load on existing servers or volume of activity changes?



		

		(completed by the ST)


Yes     No


(If Yes): What applications may be affected by these performance requirements?


                 List of applications:


                 :



		

		(completed by the DC)


Agree     Disagree


(If Disagree):     ADD:


(If Disagree):     DELETE:





		#7

		Does this change affect any common business processes?



		

		(completed by the ST)


Yes     No


(If Yes): What applications or user groups are affected?


               List of applications:


(If Yes): Does this change requirements for systems that provide data or receive data from


               the application?     Yes     No     


               (If Yes): What are the names of these systems?


                              List of applications:


                                                



		

		(completed by the DC)


Agree     Disagree


(If Disagree on affected user groups):     ADD:


(If Disagree on affected user groups):     DELETE:


(If Disagree on systems that provide or receive data):     ADD:


(If Disagree on systems that provide or receive data):     DELETE:





		#8

		Does this change impact any current security requirements (e.g. fire wall, web enabled access?



		

		(completed by the ST)


Yes     No


(If Yes): What applications are affected by these changes?


               List of applications:


                



		

		(completed by the DC)


Agree     Disagree


(If Disagree):     ADD:


(If Disagree):     DELETE:





		#9

		Do any additional applications need to be involved in performance or validation testing of this change?



		

		(completed by the ST)


Yes     No


(If Yes):     What applications are involved or affected?






		

		(completed by the DC)


Agree     Disagree


(If Disagree):     ADD:


(If Disagree):     DELETE:





		#10

		Is there any other application that may be affected by this change?



		

		(completed by the ST)


Yes     No


(If Yes): What applications may be affected?






		

		(completed by the DC)


Agree     Disagree


(If Disagree):     ADD:


(If Disagree):     DELETE:





#11-15 are completed by the DC only:


		#11

		Does the transaction volume require any hardware or network modifications?     Yes     No


If yes: Does this change require a complexity index change or other action?     Yes     No


            Please explain what changes are necessary:






		#12

		Does the change require any additional hardware?     Yes     No


If yes: Does this change require a complexity index change or other action?     Yes     No


            Please explain what changes are necessary:






		#13

		What is the complexity index rating?



		#14

		Are any hardware or system components affected?     Yes     No


If yes, what hardware or software components are affected?






		#15

		In reviewing hardware or software components, modifications, and other affected support, are there any other applications affected that have not already been identified?     Yes     No


If yes, what additional systems need to be identified?








		#16

		CONSOLIDATION



		

		(completed by the ST)


Use this space to consolidate the names of all impacted systems according to your impact analysis above. Enter this information into the “Other Affected Systems” section of the CR


 



		

		(completed by the DC)


Use this space to consolidate the changes to the ST consolidation. Use this information to modify the “Other Affected Systems” section of the CR.


ADD:


DELETE:
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