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Today’s Discussion Topics

Online Security Center (OSC) Background,
Overview

Content Description

Navigating the OSC

New Tools on the OSC

OSC Relationship to Public Folders and ConnectED
Sample Tasks Using the OSC



Online Security Center Description

Intranet-based tool for FSA System Security Officers
(SSOs) and Contractor support

Located on FSAnet at
http://fsanet.ed.gov/cio/products/it_security portal

Single, centralized intranet location for important IT
security-related documents, training, news, etc.

Replaces existing FSAnet CIO IT Security Website



Background

The situation

I'T security documents/policies/procedures/etc. located in a
variety of different places with no clear version control

The solution

A website with all relevant FSA IT security information in one
central location—the Online Security Center

The process

Established objectives and process
Conducted focus group

Met with different departments
Created new content

Programmed site

Conducted user testing
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OSC Location

Located on FSAnet at: http://fsanet.ed.gov/cio/products/it_security portal/
Site can be accessed several ways
Under the Tech Center Tab on the FSAnet homepage--click on Online Security

Center
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OSC Overview: Dynamic and
Permanent Content
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OSC Benefits

Important FSA security support material in one
convenient location

Logical, task-based grouping of information

Always the most current information and document
Version

Tools to raise awareness about current security
trends

Tools for completing common tasks
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Navigating the Site

Multiple access points to information you need
New browser window vs. using back button
“View document descriptions” function

‘However you like to find information, the OSC can guide you there.’
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OSC Content Walkthrough

Front to Back
The heart of the site

Relevant site information
organized by topic

One-stop shopping for any
security topic

Plans/Templates/Checklists

Direct links to the forms used
most frequently

Required Plans
Links to Front to Back

Direct link to listing of all
required plans
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OSC Content Walkthrough

(Continued)

Policies/Regulations
Roadmap

Summary tables

Incident Response
Reporting form

Policies/ procedures

Help Desk
Acronyms/definitions
Links
Staff directory
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New Tools on the OSC

Personnel

System access forms in one spot
New employee/contractor security checklist
Departing employee/contractor security checklist

High-level overviews of Federal Regulations, NIST
guidance, and Dept. of Education and FSA
policies/procedures

Calendar of security events (deadlines, conferences, etc.)
Security tips, latest news items
References for additional information
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OSC and the Public Folders
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The OSC does not replace the public folders

Public folders are still used to store system-specific security
documentation
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OSC and ConnectED

OSC complements the Department’s existing
ConnectEd security website

Information from ConnectED is organized on the OSC
for the FSA environment and its employees.
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How the OSC Helps SSOs:
Sample Tasks

Get the forms for system access for a new employee

olrifnléon the Personnel section under Front to Back, click on System Access

OR
Go to System Access forms under Forms/Templates/Checklists

Prepare a configuration management plan

Click on the Configuration Management plan section under Front to Back
OR

Click on Configuration Management plan under Required Plans

Locate upcoming events

Click on the Calendar graphic on the left hand column of the homepage.
Click on a date to get a description of the event.
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Next Steps

Add OSC to your Internet Explorer Favorites
Ongoing maintenance and updates to site

Please give us your feedback!

Email: jill.mossman@ed.gov

Call: 77-3521
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