Security and Privacy Support

Task 3.7 Solutions Lifecycle Guidance and Other
Security/Privacy Templates

Task Overview

Last year, the FSA Security and Privacy team began devel oping templates to support the
phases of the FSA System Security Process Guide (SLC). We will continue developing
templates, guides, and checklists to support FSA systems in meeting their documentation
requirements. We will draw from the Department’ s recent security guidance, among
other sources, and devel op a consistent approach that makes sense for FSA.

Task Details

The Security team completed a supporting guidance gap analysis comparing the security
deliverables for the Security Life Cycle Project Plan to the existing Department/FSA
guidance (templates, checklists, etc). The gap analysisis useful for inventorying existing
guidance in the form of the Project Plan and also for identifying what possible additional
guidance could be created.

Also, the Department has issued new guidance on configuration management, which
necessitated an update to the System Security Process guide.

Task Status

Over the next few months the results from the guidance gap analysis will be analyzed to
determine what additional guidance is needed to facilitate the security process. The team
will determine what form this guidance should be; templates, checklists, etc and will start
drafting the new guidance.

The System Security Process Guide and the System Life Cycle Project Plan were both
updated to incorporate the new guidance from the Department regarding configuration
management. The SSPG continues to be in compliance with the Department’ s guidance.



