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Meeting Agenda

Opening Remarks
• Introduction
• Objectives

Enrollment and Access Management
• Current Environment Review
• Challenges
• Vision and Benefits 
• Enrollment Process and Data Analysis
• Access Management Approaches
• Generic Application Security Functions

Next Steps
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Existing Enrollment & Access Complexity

The FSA information system environment for trading partners is complex:
• 21 information systems provide services to trading partners
• 5 different hardware platforms and 6 different application servers support trading partner systems
• 11 different call systems handle different systems and types of user problems

Existing enrollment processes are confusing and repetitive:
• 17 different procedures are required for trading partners to enroll and register for access in FSA 

systems
• Over 450 data elements are collected during enrollment and registration

FSA systems require different user credentials and enforce different policies:
• 19 different User ID formats are used for trading partners
• 5 different password expiration periods require password changes at different times
• 6 different minimum password lengths complicate user password management
• 8 or more different types of credential databases or repositories store user security information

Management of user access represents substantial administrative overhead:
• 10 major trading partner populations require different access privilege definitions
• 10 or more different access control systems manage access control rules differently from system to 

system
• 19 different user administration methods are required to manage user accounts, and no reporting or 

oversight functions provide a view of security across FSA systems
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Enrollment & Access Management Challenges

FSA needs to manage security effectively 
in order to achieve regulatory compliance.

Complex 
Compliance 
Requirements

Enrollment and access is difficult to control 
across the diverse FSA environment.  For 
example, there is no way to efficiently 
assess a user’s combined access 
privileges across multiple FSA systems

No Enterprise 
View of 
Enrollment and 
Access

Applications can no longer rely solely on 
perimeter security controls for protection; 
many external users obtain services from 
internal FSA systems.

Increasing 
Number of 
External Users

FSA uses a variety of system platforms 
with different security configurations, and 
many systems have their own security and 
control subsystem.

Different 
Platforms and 
Security 
Structures

A wide variety of Trading Partners and 
internal users require access to FSA 
applications and data: post-secondary 
institutions, 3rd-party servicers, GAs, 
PCA’s, state agencies, federal agencies, 
lenders, employees, and contractors.

FSA Has a 
Diverse User 
Population

Enrollment processes and tools are 
decentralized and inconsistent.  Current 
processes use multiple identifiers, involve 
multiple contact points, and require Trading 
Partners enter the same data multiple 
times for different purposes.

Enrollment 
Processes are 
Not Standardized
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Enrollment & Access Vision and Benefits

The Vision
• Enrollment and Access are managed at the enterprise level by decreasing the complexity of system-

by-system administration.
• Enrollment business processes insulate Trading Partners from the underlying complexity of FSA 

system interactions by providing a consolidated data entry point and approval process.
• The organization, business processes and technology are aligned to allow consolidation and 

integration of identity management and access control services.
• Security and access rights are based on consistent user identity and privilege information.

Improved reporting and auditing of user activity and access privileges across FSA systems.
Consolidated control of access improves the accuracy of assigning access privileges.

More Effective Oversight and 
Regulatory Compliance

Reduced security vulnerabilities by better management of user permissions, accurate 
enforcement of password policy, and consistent and prompt removal of accounts when no 
longer needed.
FSA  security and privacy policies are enforced more effectively by centralized management 
views and  security administration workflow processes.

Improved Security Effectiveness

Less time spent on account provisioning or administrative processes decreases costs.
Streamlined password and user data management tasks, which account for about 50% of all 
help desk calls. 
Decrease account management costs and improve operational effectiveness through 
delegation of selected security administration tasks to Trading Partners.

Increased Administrative Efficiency

Improved quality of service by reducing lead time to enable access or reset passwords for 
Trading Partners and other users. 
Reduced number of user IDs and passwords that users must manage.
Enrollment and access status is communicated more quickly and effectively.

Improved Trading Partner Services, 
Increased Trading Partner Satisfaction

The Benefits
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Enrollment & Access Vision Components

Enrollment

Consolidated
Data

Collection

Eligibility &
Approval
Process

Trading
Partner
Admin

Eligibility & 
Approval 
Process

Trading 
Partner 
Administration

Consolidated 
Data 
Collection

Access
Control

Access Management

Enrollment & Security Workflow

Authentication

Authorization
Authorization

Web
Authentication

Identity
Management

Audit

Delegated 
Administration

Enterprise User
Administration

Eligibility and approval
information

Enrollment
information

User provisioning
and account 

configuration data

Identity
information,
credentials,
access rules

RID

• Automate enrollment and access data flow between systems
• Route requests and manage approval processes

• Provide single 
management point 
for enrollment data

• Manage security at 
the enterprise level.

• Eliminate 
organization-
specific or system-
specific anomalies 
in user sign up or 
user permissions.

• Manage security functions across environments and platforms
• Reduce the number of passwords (simplified sign-on)
• Provides self-service functions (registration, password reset, etc.)
• Allow delegated security administration of selected tasks
• Synchronizes passwords across multiple systems and platforms

• Reduce number of User IDs and passwords for 
web based applications (Single Sign-On).

• Provide tools to implement Web Services 
Security standards.

• Provide flexible authentication methods for web 
applications
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Enrollment As Is Data Analysis

Development Approach (3 Level Model)
•Utilized data framework team format
•Level 1 - Entered system information from questionnaires
•Level 3 - Entered detail data inputs from FSA enrollment forms, applications, 
participation agreements, and websites 
•Level 2 – Added in key information from previous deliverables, questionnaires, 
follow up interviews, and process analysis

Summary Information
•15 different enrollment data collection forms
•Over 450 pieces of data collected
•16 separate required signatures
•51 duplicate requests for data

Significance
•First model of FSA enrollment data
•Provides TP view of enrollment process
•Identifies duplication in data collection and approval
•Provides starting point for determining solution options

Feedback
• Review analysis and provide comments
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Generic Application Security Functions
This diagram shows a simplified view of security functions commonly built into individual systems or applications. 

The callouts show high-level business questions and functions addressed by each type of security component. 
The outermost box in the diagram represents the perimeter and infrastructure security functions required for a 
complete security capability.

Authentication Access
Control

System/Application
Functions

and
Data

Administration
& Account

Management

Auditing,
Logging,

& Reporting
Identity

Data
Access
Rules

Workstation

Security System

Who is using the system?

What is a specific user
allowed to see and do on the

system?

How do we efficiently
configure security and

manage user accounts?

How do we effectively track
and report user permissions

and activities?

User Login

Simplified
Depiction

Security System

Core System
or Application

Network Security, Communications Security, and Monitoring Controls 
(firewalls, anti-virus, encryption, IDS, etc.)



8

Typical Application Architectures

The diagram below shows a more typical situation, with multiple web applications and mainframe or legacy systems 
interacting to perform a business function.
Each system or application has its own security functions and security database. 
As a result, identity and profile information for users with access to multiple systems must be configured and 
managed in separate operations using different administrative interfaces.

Internet

Data

Data

Data

Data

Data

External Web
Users

Internal
Users

Web
Applications
and Portals

Mainframe and
Legacy Systems

Note: for simplicity, network 
security and monitoring 
components are not shown 
in this view.
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Proposed Access Management Architecture

Internet

Data

Data

Data

Data

Data

External
Web
Users

Internal
Users

Web
Applications
and Portals

Mainframe and
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Web
Access
Mgmt.
System

Identity
Management

System
Enterprise

Management
Console

Identity Management System
communicates with existing

security systems to configure and
manage identity and user profile

information

Access Management
System intercepts user

requests for web resources
and enforces login and

authentication requirements

Security Services proposed for the FSA Security Architecture include Identity Management and Web Access 
Management.
Access Management provides login and authentication functions for multiple web applications.
Identity Management provides enterprise administrative and management functions by communicating with the 
security components of systems across the organization.

• Common 
authentication

• Session management
• Single Sign-on
• Activity logging
• User administration for 

web applications
• Delegated 

administration for web 
applications

• Central Administrative 
views across the 
enterprise

• Automate user account 
provisioning and 
termination

• Delegated administration
• Password 

synchronization and 
management

• Access audit reporting
• Registration and 

approvals
• User self-service (e.g., 

password change, 
resets)
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Access Management Approach A –
Begin with Access Control

Approach A -
Advantages:

Immediately supports web application security 
functions for PIN site, web portals, and other 
web applications

Disadvantages
Does not address many of the security 
management and administration requirements 
identified for enrollment and access 
management
Addresses security functions only for web 
application users

Considerations:
Must define application integration strategy
Must coordinate user repository/directory 
strategy
Must coordinate with web services strategy
Must coordinate with portal security strategy

Begin with Access Control Front-End for Web implementation, then start 
Identity Management System.

External
Web

Users

Web Sy stems

Internet
Web

Access
Control
Sy stem

Identity
Management

Sy stem

Enterprise
Management

Console

Identity  Management Sy stem
communicates with existing security

sy stems to conf igure and manage
identity  and user prof ile inf ormation

Access Control Sy stem
intercepts user requests f or

web resources and enf orces
login and authentication

requirements

Mainf rame and Legacy
Sy stems

Description:  A Web Access Control System provides flexible runtime authentication services and access control for web 
applications. Single sign-on (SSO) and session management are functions included with Web Access Control Systems.  As 
its name suggests, Web Access Control Systems only manage and administer web applications, not enterprise 
applications.  Often coding changes are required to integrate applications, portals, personalization engines, etc.  Application 
changes required to integrate login functions, credential passing, access control functions, etc.
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Access Management Approach B –
Begin with Identity Management

Begin with Identity Management Back End for Legacy Systems, 
implementation, then start Web Access Control.

External
Web

Users

Web Sy stems

Internet
Web

Access
Control
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Identity
Management

Sy stem

Enterprise
Management

Console

Identity  Management Sy stem
communicates with existing security

sy stems to conf igure and manage
identity  and user prof ile inf ormation

Access Control Sy stem
intercepts user requests f or

web resources and enf orces
login and authentication

requirements

Mainf rame and Legacy
Sy stems

Description:  Identity Management (IM) provides several high-impact enterprise functions for user administration and 
management.  IM can manage security functions across all environments (web, C/S, legacy, mainframe) and platforms (OS, 
COTS applications, custom applications).  IM is has a minimal impact on managed targets and does not require application code 
changes or new user directories.  IM integrates with workflow system to manage security approval and provisioning.  
Unfortunately, IM does not provide runtime authentication services, runtime access control services, or single sign-on or web 
session management functions.  IM does provide password synchronization.  Non-standard applications may require development 
of custom interface using APIs or toolkits.

Approach B -
Advantages:

Address larger number of enterprise security 
management functions
Low impact on managed systems & application

Disadvantages
Does not immediately provide web application 
security support

Considerations:
Must define system integration strategy
Deploying enterprise security roles will require 
analysis to define access privileges across 
multiple systems
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Access Management Approach C –
Simultaneous Implementation

Simultaneously Implement Web Access Control and Identity Management 
Systems

External
Web

Users

Web Sy stems

Internet
Web

Access
Control
Sy stem

Identity
Management

Sy stem

Enterprise
Management

Console

Identity  Management Sy stem
communicates with existing security

sy stems to conf igure and manage
identity  and user prof ile inf ormation

Access Control Sy stem
intercepts user requests f or

web resources and enf orces
login and authentication

requirements

Mainf rame and Legacy
Sy stems

Approach C -
Advantages:

Addresses enterprise security objectives for 
enrollment and access management
Addresses web environment runtime security 
functions
Provides greater impact for supporting 
deployment of FSA Security Architecture 
services
Promotes integration of Access Control and IM

Disadvantages
Implementation of both technologies 
simultaneously will require larger initial budget

Considerations:
Must coordinate user repository/directory 
strategy
Must coordinate with web services strategy
Must coordinate with portal security strategy

Description:  Identity Management (IM) and Web Access Control provides several high-impact enterprise functions for user 
administration and management.  IM can manage security functions across all environments (web, C/S, legacy, mainframe) and 
platforms (OS, COTS applications, custom applications). Web Access Control System provides additional flexible runtime 
authentication services and access control for web applications. Single sign-on (SSO) and session management functions are 
examples of Web Access Control benefits.



13

Next Steps: Process to Define Target State

1. Define business objectives and high 
level requirements

• Align with FSA Vision Framework 
(business objectives) created by the BIG

2. Create preliminary solution options list
• Document Solution Options
• Review preliminary solution options with 

FSA business & technical stakeholders.
3. Analyze solution options

• Evaluate options for best fit with 
business architecture and framework:

• Benefits
• Costs
• Implementation Strategy
• Coordination with Tech Strategies 

and Security Architecture  efforts.
4. Develop solution recommendation

• Focus on business process impacts.
• Consider technical impacts
• Determine deployment implications.

5. Establish Target State Vision
• Gather Core Team input.
• Define high-level design for process and 

technology approach to achieve 
business objectives

FSA 
Business Architecture 

and Framework

Document
Solution
Options

2Analyze 
Solution
Options

3

Propose
Solution 

Recommendation

4

Enrollment and
Access Management
Target State Vision

5

Define 
Business 
Objectives

1


