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EXECUTIVE SUMMARY

The ED PIN Today

The ED PIN is a credential issued by FSA to students, parents, Title IV program financial aid
administrators (FAAs) at higher education institutions and FSA trading partners. Except for
FAAs, FSA verifies the SSN, name and DOB with the Social Security Administration prior to
issuing the ED PIN. The credential is used in combination with personal data (SSN, 1st 2
characters of the last name and DOB) to authenticate users (i.e., gain access to FSA electronic
services) and for certain electronic signature purposes associated with FSA transactions. The
ED PIN is required for user access to FAFSA on the Web data or current status of processed
data. It can also be used to access data stored within NSLDS! and perform certain transactions
on the Direct Loan Servicing website and Direct Loan Consolidation website. Furthermore,
FAAs use the ED PIN to perform business functions within FAA Access Online and E-Campus
Based systems. Future uses of the ED PIN under consideration by FSA may include user
authentication on the FSA Student Portal and inter-agency E-Gov projects. FSA’s
implementation of the ED PIN for user authentication and electronic signatures has been very
successful with over 34 million ED PINs issued since 1997.

Introduction of

Introduction of ED PIN ED PIN ED PIN
ED PIN Electronic Hosted on Re-Engineering
Authentication Signature FSAITA Analysis
N
N
1997 2000 2002 2003

The ED PIN is used for authentication and electronic signature.

Purpose of the ED PIN Re-Engineering Analysis

The ED PIN Re-Engineering Analysis is a high priority (#17, FY2003) FSA initiative to examine
enterprise use of the ED PIN credential for authentication, its supporting processes and
systems. The purpose of the analysis is to recommend an enterprise authentication solution
that meets FSA’s business requirements. The analysis concludes that the ED PIN is a suitable
credential for authentication and electronic signature functions in support of borrowers
(students and parents). The ED PIN does not lend itself as an authentication credential for
trading partners. Conclusions also include specific recommendations to further strengthen the
ED PIN integrity to enable it as the enterprise authentication service for all FSA borrower
electronic services.

Recommendations

Recommendations from this analysis focus on re-engineering activities to (1) focus the ED PIN
as a borrower credential only (student or parent), (2) enhance the integrity of the ED PIN
credential, (3) develop additional administration and control functionality within the ED PIN
system while standardizing its use across all the client systems, and (4) integrate the re-

I National Student Loan Data System.
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engineered ED PIN credential with an FSA enterprise authentication solution. The specific
recommendations noted in this document will provide FSA with the desired enterprise
authentication service for all electronic services regardless of borrower life cycle stage.
Allowing the credential to be used by a variety of customer groups other than students will
continue to dilute the integrity of the credential for use in both authentication and electronic
signature functions. The integrity issues with the current ED PIN data already present
authentication and electronic signature problems. These problems will increase over time
without proper controls. Strict controls around the use of the ED PIN and administration
functions to support standard use of the functionality across the enterprise are also necessary to
ensure ED PIN success. The longevity of the ED PIN will be severely limited without
immediate attention to these requirements, especially in an environment where demand for
electronic services is rapidly increasing.

FSA Borrowers - Actual and Projected
(Base 1994)

120,000,000

100,000,000 -

80,000,000 -

60,000,000 -

Number of Borrowers

40,000,000

20,000,000 -

O 1994 1995 1996 1997 1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009

—e— # Total Unduplicated Borrow ers (4,394,587 |4,632,901|5,125,318 5,363,036 | 5,476,270 5,802,257 | 5,977,251 6,378,246 | 7,306,505 | 7,630,620| 7,841,361 | 8,045,638 | 8,383,773 8,739,186 | 9,112,970| 9,506,302
—=— Cummulative Borrow ers 4,394,587 |9,027,488|14,152,80 | 19,515,84 | 24,992,11|30,794,37 | 36,771,62|43,149,86 | 50,456,37 | 58,086,99| 65,928,35 | 73,973,98 | 82,357,76/91,096,94 | 100,209,9|109,716,2
Active ED PINs 27,024,93|34,655,55|42,496,91 | 50,542,55 | 58,926,32| 67,665,51 | 76,778,48| 86,284,78

Year

Requirements
The analysis concludes that the ED PIN credential should provide a singular way to

authenticate students, parents and borrowers. The practice of allowing multiple ED PIN
records associated with an individual should be discontinued. It is critical to ensure that the
integrity associated with the ED PIN credential is not compromised as increased number of
customers use it for electronic services as well as increased number of applications rely on it for
authentication. To ensure longevity of the ED PIN as the access management credential will
also require strict enforcement of the business standards. To implement the recommendations,
FSA will need to separate authentication and electronic signature functionality thereby enabling

Lt Version: 2.0 09/26/2003
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the capability to ensure electronic access to all borrowers (including those without SSNs)
without compromising electronic signature standards.

Business requirements, completed earlier during this project, demand that the ED PIN continue
to be easy to use, comply with security, privacy, authentication and E-Sign standards, while
supporting anticipated growth in FSA electronic services to customers. The potential number of
FSA borrowers with the capability to access electronic services is expected to exceed 80 million
by 2009. In support of Objective 5 of the Department of Education Strategic Plan - Enhance the
Quality of and Access to Postsecondary and Adult Education?, the ED PIN is a crucial asset to
FSA services.

This stage of the ED PIN Re-Engineering Analysis focuses on a high level conceptual design for
the re-engineered ED PIN process and associated requirements for an enterprise authentication
solution. As requested, this stage of the analysis also provides capacity information for the
current implementation of the ED PIN system.

The requirements analyzed in this document provide system, infrastructure and process
information in support of an enterprise solution to meet the complete set of FSA’s business
requirements. These requirements have been analyzed in coordination with the FSA Security
and Privacy Technical Architecture Vision. Activities during this phase also focused on close
coordination with FSA’s ongoing Data Strategy initiative particularly for the enterprise
direction related to standard student identification method (SSIM), web services, enrollment
and access management (EAM), technical strategies, web usage and integrated technical
architecture. The requirements also incorporate Federal standards and policy guidance for e-
authentication. A credential assessment analysis will need to be performed to ascertain the
specific e-authentication level associated with ED PIN.

Conceptual Design

Recommendations for the re-engineered ED PIN solution include design and deployment of a
set of standard and reusable components for identification, registration, access, self-service, and
administration services. The re-engineered solution should possess identification components
for both individual users and systems (ED PIN authentication clients) thereby possessing the
capability to prevent unauthorized use of the ED PIN system by either users or systems. The
ED PIN system should be used for the
borrower community only (i.e.,
students and parents). The ED PIN is
not a suitable credential for trading
partners (schools and financial
partners) including FAAs. A plan to
transition FAAs to a different
authentication credential should be
developed as part of the Identity and
Access Management (I&AM)

2U.S. Department of Education Strategic Plan 2002 - 2007.
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initiative. The registration process should continue to rely on SSA verification of individual
information but also possess the flexibility for supplemental verifications with other
government sources. Other government sources may include the Department of Homeland
Security for terrorist alerts, the Department of Justice for prisoner lists, and other relevant
sources as and when they are made available for use to the Department of Education. The
registration process associated with client systems should also be formalized as an annual
activity to ensure all requirements are known and tested. Functionality within the registration
process should distinguish between individuals verified through the SSA match and other
sources. The ability to distinguish between credentials that are verified with SSA and those that
are not will allow FSA to service its entire student customer base (including individuals without
social security numbers such as Pacific Islanders) without compromising compliance with
electronic signature standards.

The access process should separate the distinct functionality associated with authentication and
electronic signature. Authentication should be implemented for both individual users and
client systems as part of any transaction request to the ED PIN system. Self-service
functionality should be enhanced to encourage increased use of the ED PIN while minimizing
help desk contact. And finally, the administration process should be strengthened as part of the
re-engineering effort to include standard management reports as well as intelligent alerts
associated with potential security and privacy threats.

Approach
FSA possesses a unique opportunity to develop the ED PIN enterprise authentication solution

in coordination with the enterprise identity and access management (I&AM) effort already
ENTERPRISE AUTH ENTICATION 11/2003 1Q/2004 2Q/2004 4Q/2004
@

[
>

ED PIN Re-Engineering Analysis A
Analyse

Related FSA Enterprise Initiatives

iy 11/2003

SS | M 1 Recommendation
. i) 11/2003

Web Services A Recommendaton

EAM é:gczgg?nendaﬁon

Technical Strategies A heoommendaton
12003

Web Usage i Fecommendation

Phase 1 —I&AM Tools Analysis
School/FP
Students (ED PIN)

Phase 2 - School/Financial Partner
Prototype SCHOOLS / FINANCIALE PARTNERS

Solution Development

Phase 3 — Re-Engineered ED PIN Detailed Design

. . . STUDENTS
Phase 4 — Development, Integration & Pilot Implementation J\>>
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underway. The I&AM effort focuses on a similar problem for trading partners (schools and
financial partners). Coordinating activities with the I&AM effort will enable FSA to leverage
synergies across the two distinct customer groups.

A 4-phased approach is recommended for establishing an FSA-wide enterprise authentication
solution that includes both trading partners and students. The 3-phased approach incorporates
decision milestones at the end of each phase to (1) ensure that goals for each phase are met and
(2) provide an opportunity for FSA executive decisions in light of other enterprise priorities.
The goal for Phase 1, Tools Analysis, are to participate in a joint tools analysis with the I&AM
initiative and conduct a tools analysis to decide whether a commercial off the shelf (COTS)
solution is cost beneficial or to continue development of an in-house solution. The tools
analysis phase with the I&AM effort should attempt to ascertain whether a single enterprise
solution can support both the trading partner (school and financial partner) and student
business requirements. The goal for Phase 2, School/Financial Partner Prototype and Solution
Development, is to implement a solution based on the results from the tools analysis for the
schools and financial partner customers. The goals of Phase 3 are to (a) re-engineer and design
the enterprise level processes for the 5 business functions associated with the ED PIN. This
phase should leverage lessons learned from the prototype and incorporate best practices into
the design. Phase 4, Development, Integration and Pilot Implementation, can then develop the
student focused ED PIN authentication service as an extension to, or separate instance of, the
&AM TPM implementation.

The recommendations for a re-engineered ED PIN solution result in a comprehensive enterprise
authentication solution for borrowers that can be leverage across all appropriate business
processes. Such a solution will require focused communications with current users (both client
systems and trading partners) to ensure transition activities are completed successfully.

Capacity Analysis

The capacity analysis performed during this phase utilized actual and projected Title IV
program applicants to determine hardware infrastructure needs of the current ED PIN system.
The ED PIN system does not have any critical infrastructure requirements beyond its current
implementation on the FSA integrated technical architecture for the 2004 - 2005 school year.
The capacity analysis provides infrastructure recommendations for both peak and off-peak
transaction processing requirements. ED PIN transactions are expected to grow at an annual
rate of approximately 25% for the next 6 years. Capacity projections will need to be re-
examined upon completion of the re-engineered ED PIN system.

&%  Version: 2.0 09/26,/2003
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1 Introduction

The ED PIN process was instituted by the Department of Education Office of Federal Student
Aid (FSA) in 1997. Originally designed to authenticate users utilizing the FAFSA on the Web
product, the ED PIN is now leveraged across the FSA enterprise by other user-facing services
that include system access and electronic signature functionality. The ED PIN processes are a
CPS? sub-system and are also used by internal FSA organizations (such as Schools) to support
Title IV federal student aid processing. The ED PIN is used to authenticate users for web-based
access to various FSA systems. The ED PIN system maintains authentication data for over 32
million users and is growing at an increasing rate as more customers begin to use FSA web-
based products. FSA’s ability to authenticate web customers for various services is critically
dependent upon the integrity and availability of the ED PIN data. The ED PIN process also
needs to support the potential for increased future use through standard processes and an
infrastructure that is scaleable and robust.

The ED PIN is a credential issued by FSA to students, parents, financial aid administrators
(FAAs) and FSA trading partners. Except for FAAs, FSA verifies the SSN, name and DOB with
the Social Security Administration prior to issuing the ED PIN. The ED PIN is required for
authenticating users’ to access their FAFSA on the Web data or current status of processed data,
access to their data stored within NSLDS#, access to Direct Loan Servicing website functions,
access to Direct Loan Consolidation website functions, as well as for electronic signature
capabilities®. FAAs at higher education institutions with Title IV student aid programs require
an ED PIN to access the functions within FAA Access Online and E-Campus Based programs.
Future uses of the ED PIN currently are under consideration by FSA and may include user
authentication on the FSA Student Portal and e-gov initiatives.

The ED PIN Re-Engineering Analysis is a high priority (#17, FY2003) FSA initiative. The
purpose of this initiative is to examine the ED PIN and its supporting processes from the
perspective of future use. The ED PIN processes support Objective 5 of the Department of
Education Strategic Plan - Enhance the Quality of and Access to Postsecondary and Adult
Education®.

This analysis has led to the identification of ED PIN requirements for developing functionality
in five distinct competencies. The requirements have been coordinated with activities
underway on the FSA data strategy and security architecture initiatives. The five ED PIN
competencies include:

= Identification

* Registration

= Access

= Self-Service, and

3 Central Processing System.

4 National Student Loan Data System.

5 For example, Promissory Notes.

6 U.S. Department of Education Strategic Plan 2002 - 2007.
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= Administration.

Deliverable 131.1.2, completed earlier, analyzed all the current ED PIN processes, systems and
associated interfaces. A high level logical overview is illustrated below. The current ED PIN
system operates efficiently on the FSA integrated technical architecture and shares
infrastructure with the FAFSA on the Web application system at the VDC. Some ED PIN
system functions reside in CPS (e.g., edits and validation logic for data input interface from
client system) or are outsourced (e.g., PIN mailers - e-mail and paper, customer support and

electronic signature functionality).

The analysis completed in Deliverable 131.1.2 identified findings to address shortcomings
related to process and infrastructure, data administration and evolving standards. Working
closely with client systems, the deliverable resulted in the compilation of business requirements
and standards to address all the findings and enable the ED PIN as an enterprise authentication

service for borrowers. This document elaborates on the business requirements and standards to
establish the technical requirements for a re-engineered ED PIN process.

Version: 2.0 09/26/2003
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2 Technical Architecture Upgrade Analysis

The Technical Architecture Upgrade Analysis of the ED PIN System is based on the Business
Requirements in deliverable 131.1.2 - Updated ED PIN Business Requirements and Standards.
The following sections discuss a conceptual design with technical upgrade recommendations
for a Re-Engineered ED PIN system. This system will be the Enterprise Authentication service
provider for FSA. The capabilities of the Re-Engineered ED PIN system are categorized into
five major services: Identification, Registration, Access, Self-Service, and Administration.

2.1 Conceptual Design

The following sections discuss the high level design created for the re-engineered ED PIN
system. Recommendations for the re-engineered ED PIN solution include design and
deployment of standard service solutions for identification, registration, access, self-service, and
administration. The following model illustrates the five services.

2.1.1 Identification

The re-engineered solution should possess identification components for both individual users
and systems (ED PIN authentication clients) thereby possessing the capability to prevent
unauthorized use of the ED PIN system. The ED PIN system should be used for the borrower
community only (i.e., students and parents). The ED PIN is not a suitable credential for trading
partners including FAAs. A plan to transition FAAs to a different authentication credential
should be developed as part of the Identity and Access Management (I&AM) initiative.

e Version: 2.0 09/26/2003
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- E-Mail Address

- Security Pass-Phrase

- Other items to possibly consider include
gender, country, mailing vs. permanent
address, driver’s license, etc. Also open to
consideration, required fields in addition to
SSN, Last Name, DOB.

1.0 Identification
Individuals Systems
- Social Security Number - Name
- First Name - Owner
-MI - Technical Requirements
- Last Name - 24 X 7 Contact(s)
- Date of Birth - System Security Officer
- Street Address - Production Date
- City - ED PIN functions used in addition to
- State authentication (Functions may include
- Zip Code authentication request, bulk processing of ED

PIN registration, ED PIN update capabilities,
deactivation request, etc.)

- ED PIN Authentication Mechanism (Standard
API], Stored Procedure, Web Service, etc.)

- Number of transactions per function per
day/week/month/year

- Maximum response time acceptable per
function

- Utilization hours

- Transaction peak hours

- Transactions peak load during peak hours

- Average transaction load during utilization
hours

- Batch window (if applicable)

- Test Information

- Maximum Transactions

2/0’ Version: 2.0
Gt Your
PIN
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2.1.2 Registration

The registration process should continue to rely on SSA verification of individual information
but also possess the flexibility for supplemental verifications such as those with terrorist,
prisoner and other sources. The registration process associated with client systems should also
be formalized as an annual activity to ensure all requirements are known and tested.
Functionality within the registration process should distinguish between individuals verified
through the SSA match and other sources. This functionality will allow FSA the capability to
service its entire student customer base including individuals without social security numbers
(e.g., Pacific Islanders). The numeric notification in the following paragraphs are references to
illustrated processes.

Registration (Client Systems) - All potential Client Systems (FSA systems (2.1.1) and non-FSA
systems (2.1.2)) must undergo a formal process to use the ED PIN on an annual basis. The
process will involve the requesting system owners to provide specific information about their
system and needs (2.1.3). After acceptance by the ED PIN system owner, technical
specifications and protocol for interfacing with the ED PIN system are issued to the client
system (2.1.5). After successful testing of the interface (2.1.6), the ED PIN registers the System
and authorizes interface with the ED PIN system.

Registration (Individuals) - An ED PIN application may be initiated from the ED PIN site,
another registered FSA system, and from system to system generation from registered FSA
systems (2.2.1,2.2.2,2.2.3,2.2.4,2.2.5). For individual processes the user will enter their
required data (2.2.6). Upon a syntax check of the data, the ED PIN system will then perform the
SSA match(2.2.7, 2.2.8) for records with standard nine digit SSN’s. Matched records will have
ED PIN records created on the ED PIN Database and users will be notified of their ED PIN
(2.2.13). Non-standard (pseudo) SSN’s will originate from other FSA systems only for an ED
PIN on behalf of their customers. Since, these records did not undergo an SSA verification,
these records will not be e-sign enabled. In addition, supplemental 34 Party verification with
other agencies may be required prior to record creation in the ED PIN Database (2.2.10). Should
an application request not be formatted correctly, fail the SSA match, or the 3rd Party
Verification process, the ED PIN record will not be created (2.2.11) and the result will be added
to an error log (2.2.12).

&%  Version: 2.0 09/26,/2003
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Process: Registration (Client Systems) Process ID: 2.1

Description: The standardized process of authorizing and registering systems for interface with ED
PIN System

Existing FSA systems:
NSLDS, FOTW, eCB
interface

216

Technical Specifications
Yes—{ for interfacing with ED  ———» Interface is tested

PIN are issued
No

System is registered
and authorized to
interface with ED PIN
system

Application
Processing
(Manual)

Interface tested
successfully?

Application
Accepted?

*Systems request access via
standardized Application

Non FSA systems:
HHS, etc.

2.1.4 Permission Denied
to ED PIN system

Application Criteria
- Name of the client system

&
b

St Your
PN

- System Owner

- Authentication and E-Sign Requirements
- 24 X 7 Contact(s)

- System Security Officer

- Production Date

- ED PIN services used in addition to

access control - ED PIN Standard Interface
- Projected Number of transactions per service per
day/week/month/year (detail preferred)

- Utilization hours

- Peak transaction hours

- Peak transactions load during peak hours

- Average transaction load during utilization
hours

- Test Data and Processes

- Maximum Transactions per
day/week/month/year (detail preferred)

- Expiration Date

Version: 2.0
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Process: Registration (Individual)

Description: The process of applying for ED PIN

Process ID: 2.2

2.2.1 From: 3.9 Access
Control

2.2.2 From: 4.1.3 Self
Service-Individual

User referred to ED PIN
Application Page from
different Site

User enters ED PIN
Application Page

System generated
Application

*pseudo SSNs must have
pseudo flag

Is this a system
generated
application?

No

v

Individual Applies for PIN

) on-line
*SSN, First Name, Last

Name, DOB
2.2.6

Syntax correct?

Last Name, DOB,

Is the system

*SSN, First Name,

registered?

Alternate Yes Pathway
for pseudo SSN

Poes the Application
record have a
pseudo flag?

Requests batched

SSA Match

>
P\ *record not created

Request rejection
file

2.2.11 Request Rejected

A

2.2.10 Go to: X.X 3rd
Party Verification
Process

Alternate Yes Pathway

Output File

&

Record created, PIN

Yes; generated
*pseudo SSN's have no
e-sign capability

22.13-Goto: 423
Send Notification

Version: 2.0
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2.1.3 Access

The access process should separate the distinct functionality associated with authentication and
electronic signature. Authentication should be implemented for both individual users and
client systems as part of any transaction request to the ED PIN system.

Access Control - Can be initiated by FSA client systems or for certain functions on the ED PIN
site. Client systems communicating with the ED PIN system (3.1) must be verified by the ED
PIN system. If the system is not registered or verified, the request is rejected and logged (3.4,
3.5).

If the system is verified or if the authentication is from the ED PIN site (3.2); then the request
enters the Authentication process (3.3). The request can be a request for authentication or an e-
Signature.

Users are authenticated on the basis of a data match relative to within the ED PIN system for a
user (3.10, 3.12). If the authentication request is unsuccessful, the ED PIN system will determine
if there is a record for this user. If not, the user is pointed to the application process (3.9). If the
user record exists, the record undergoes a series of checks. If this is the user’s 50th unsuccessful
attempt, an alert is generated and the user is notified (3.7, 3.8). If this is the 34 consecutive
unsuccessful attempt or the 6th unsuccessful attempt in a 24 hour period, then the record is
locked for the remainder of the day (3.6) and the user is notified (3.8). If the user has forgotten
their ED PIN, they may request their PIN be sent to them (3.15, 3.8). If the user does not request
their ED PIN, then they are sent back to the place of origin to attempt authentication again.

If the request is for an e-signature, the user is authenticated and the system determines whether
the ED PIN is e-sign enabled. If the user is e-sign enabled, the ED PIN system authorizes (3.13)
and logs the e-sign request (3.14). If the ED PIN is not authenticated or is not e-sign enabled,
the e-signature is not authorized (3.11) and is recorded (3.14) in the error log.

&%  Version: 2.0 09/26,/2003
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Process: Access Control Process ID: 3.0

Description: The process of authenticating a client system or user (student, parent, borrower, etc.)

3.15
Request PIN

Process

n/ 3.8-Goto: 4.2.1 Send
Notification

Lockout of system for 24

Yes——— |Generate Alert|

Is this the 6th
unsuccessful
attempt in one day?

User requesting
forgotten PIN?

Is this the 50thth
unsuccessful
attempt overall?

consecutive
unsuccessful
ttempt in one day?

Does an account
record exist?

39Goto: 2.2.1
Registration (Individual)

44— Yes

—No No

Request for Authentication
W from source system

Is the system
registered to

. . " Was the
Yes—) Authentication Process Is this an e-Sign

No authentication
(FOTW, NSLDS, etc) interface PIN? (PIN Match) request successful?
A
Yes Yes
* passes SSN, DOB, Last Name, No

First Name variables
*System ID or Digital Certificate

Request rejection

@ file

Was the
authentication
successful?

Request Rejected

Is the source the ED
PIN Site?

3.10 - Go to: 4.1.11 Self
Service - Individual

Is the user e-Sign
enabled

Request for Authentication
from ED PIN Site

User Authenticated to

User e-Sign attempt
rejected

e-Sign Request

Log
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214 Self Service

Self-service functionality should be enhanced to encourage increased use of the ED PIN while
minimizing help desk contact.

Self-Service (General) - This process flow describes the various capabilities ED PIN users will
have in maintaining their account. Upon entering the ED PIN site, the user will have the option
of checking the status of the account. If the user record does not exist, they are referred to the
ED PIN application process (4.1.3). If the application is pending, the Application Pending status
is displayed to the user (4.1.4). If the application is not pending, the record undergoes a series
of status checks related to the state of the account. If the account is active, the user can either
request their ED PIN (4.1.23, 4.1.20) or authenticate to the ED PIN site and perform various self
service functions (4.1.2). If the account is not active, a series of additional checks on the record
are performed. If the account has been user disabled, the status is displayed (4.1.5) and the user
has the option of re-enabling the account via a user created pass phrase (4.1.9, 4.1.10). If the
account is in a lock out state, the Account lock out status is displayed (4.1.6). If the account is
de-activated, the Account De-activated status is displayed (4.1.7).

Other self-service capabilities will require authentication (4.1.2). Upon successful
authentication (4.1.11), users will be able to disable their account (4.1.13, 4.1.14) via selection of a
pass phrase (4.1.12). Users will also be able to update demographic information such as First
Name, Last Name, Address, Phone Number, Pass Phrase, and their PIN (4.1.17). Changes to
SSN are not allowed and changes to Date of Birth (4.1.15) will be subject to manual exception
processing and are subject to SSA verification (4.1.16). Users may also update their e-mail
address (4.1.18) upon confirmation of a valid e-mail address (4.1.19).

Self-Service (Notification Process) - Any Notifications, Alerts, and Information generated by
the ED PIN system (6.1, 6.2, 6.3, 6.8) will be communicated via e-mail whenever possible (6.4)
and logged (6.7). In situations where e-mail address is not available, paper notification will be
sent in the instance of PIN issuance or PIN requests (6.5).

&%  Version: 2.0 09/26,/2003
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Process: Self Service - Individual Process ID: 4.1

Description: Describes flow of all functions users can perform on their account

Upon successful authentication
. .
. .
4.1.2 Go to: 3.2 Access 4.1.11 From: 3.10 Access 4.1.20-Goto: 4.2.2
User enters ED PIN Site No Control Control Send Notification
A
. 1 1 —
*User enters SSN, Last Name, First
3 3 Y 1
Name, DOB °S 4112 4.1.13 4114
Select Pass Phrase
P *drop down menu P Disable Account ———»| Disable the account
Does an account N 4.13Goto: 2.2.2
record exist? o Registration (Individual)
4.1.15 4.1.16
Yes '
Manual
g Update DOB Processing
Is Application
Pending? Yes 4.1.4 Display Status:
*Application status Application Pending *Manual Updates
field y S— *SSA verification
No 4.1.17 *Re-apply

*SSIM

Update Address, Phone,
—p 1st Name, Last Name,

4.1.20 - Go_l_o: 4_1.2.2 Pass Phrase, PIN PIN DB Updated
Send Notification

Is the Account User
Disabled?

Is the account
Active?

4.1.18 4.1.19
Yes
User requesting Request PIN P Update E-mail P Send E-mail Verification

forgotten PIN? rocess

4.1.23

Is the account
Locked Out?

Display Status: User
Disabled

Pass phrase
correct?

4.1.10 Account Re-
activated

Re-enable Account?

E-mail Verified?

Display Status: Account
Lock out

Is the account De-
activated?

Display Status: Account
De-activated

4.1.9 Account Remains
disabled 4.1.21 No Update
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Process: Self Service (Notification Process) Process ID: 4.2

Description: The process of Sending Notification to Users

4.2.4 Send E-mail

4.2.1 From: 3.8 Notification
Send Notification

+

Yes

4.2.2 From: account have

4.1.20 Send an e-mail

Notification Log
Transmission
, Method, and

notification

4.2.3 From:

2.2.;3 Sgnd N 4.2.6 Do not send

Notification o Notification

4.2.8 From: PIN
Request

4.2.5 Send Paper
Notification
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2.1.5 Administration

The administration process should be strengthened as part of the re-engineering effort to
include standard management reports as well as intelligent alerts associated with potential
security and privacy threats.

Reporting Capability

The ED PIN system will include reporting functionality. Reporting elements may include the
following:

- Total Hits - Number of Records disabled,

- Hits per Visit enabled, ED PIN changed,

- Average Visits per Day demographic updates

- Average Length per Visit - Average Response Time

- Pages Viewed - Peak Transaction Hours

- Number of times Pages Viewed - Peak Transaction Load during

- User Errors Encountered Peak Hours
including Number of Errors - Number of Batch Jobs

- Browsers used to visit ED PIN - Number of ED PIN mailers

- Failed Authentications - Number of ED PIN e-mails

- Failed Electronic Signature - Total and Concurrent Users
transactions - Total and Concurrent Client

- Client System Usage by function Systems

- Client System pseudo-SSN - Overall Availability
transactions - Average time till e-mail

- Self Service Reports for most notification

used Functions

FSA/External Source System Updates - Source System Updates can come from FSA or Non-
FSA systems (5.1, 5.2). Both types of systems must be registered to the PIN system in order for
the PIN to receive updates. Should the system fail to authenticate itself, the update request is
rejected (5.3) and logged (5.4). If the system is registered, then the file sent will be checked to
confirm it is in the proper format, whether the record to be updated exists in the PIN Database.
Any records not meeting the criteria will not be updated in the PIN Database (5.8) and will be
logged (5.9). Records that meet the criteria will be subject to Update rules based on the source
system and the most recent information (5.5). Records not meeting update rules will not be
updated in the PIN Database (5.8) and will be logged (5.9). Updates regarding Date of Birth
will be subject to manual exception processing and are subject to SSA verification (5.6). Records
meeting all the above criteria will be updated in the PIN Database.

Version: 2.0 09/26/2003
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Process: Administration - FSA and External Client System Updates

Process ID: 5.0
Description: Client system agreement for using ED PIN

Existing FSA systems:
NSLDS, FOTW, eCB
sending PIN system

updates

Is the system
registered to
interface PIN?

Does the record
existin the PIN
system?

Is the Syntax/File
Format correct?

Record Update rules
*newest record, sending
system accuracy, system
of record, etc.

Should the Record
be updated?

Non FSA systems:
HHS, etc. sending PIN

No No
system updates
A 4
No i
E L Update L
5.8 Update Rejected fror Log pdate Log
A v
Request rejection
5.3 Request Rejected file No Is the ll.lpdD?)!;;elated
54 Update ED PIN System o 7
Yes
Manual
— 2

No Update accepted? Processing
*Manual Updates
*SSA verification
*Re-apply
*SSIM
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2.2 Requirements

The requirements noted in this section are based on the business requirements and standards
completed earlier during the analysis and the conceptual design for the re-engineered ED PIN
processes.

NO.

REQUIREMENT

The ED PIN system is an authentication facility and not an identity management system
of record.

1.1

Web-based borrower authentication will be performed using the ED PIN system.

1.2

All business logic for ED PIN system functionality will be part of the ED PIN system.

1.3

The ED PIN credential will be the enterprise access method for all FSA borrower
electronic services.

FSA client systems authorized to use the ED PIN for authentication and subsequent
granting of any type of access or information on the basis of the ED PIN will document
their technical implementation.

2.1

All potential client systems will adhere to the annual registration/update and interface
process. This process is yet to be developed.

2.2

At a minimum, client systems must provide or update to the degree they are known,
the following data elements during the annual process.

- Name of Client System

- System Owner

- Authentication and e-Signature Requirements

- 24 X 7 Contact(s)

- System Security Officer

- Production Date

- ED PIN service required

- ED PIN standard interface

- Number of transactions per service per day/week/month/year

- Utilization hours

- Peak transaction hours

- Peak transactions load during peak hours

- Average transaction load during utilization hours

- Test data, plan and processes

- Maximum Transactions per day/week/month/year

2.3

Interface must be integration and system tested before client system is authorized to
authenticate with ED PIN.

24

ED PIN system owner must approve use of ED PIN credential for client system.

2.5

ED PIN system must be executable on FSA ITA.

2.6

ED PIN system must comply with FSA SLC.

The ED PIN system will incorporate the Generally Accepted System Security Principles

Version: 2.0 09/26/2003
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NO. REQUIREMENT
(GASSP) as adopted by the Department. These principles will include pervasive
principles that address Confidentiality, Integrity and Availability. Additionally, the ED
PIN system will support protection against discovery and misuse of identity by other
users.

3.1 The ED PIN system will support anonymity - i.e., user can use a resource without

disclosing the user’s identity to other users.

3.2 The ED PIN system will support Pseudonymity - i.e., user’s identity is not disclosed to

other users but the user is still accountable for its action.

3.3 The ED PIN system will support Unlinkability - i.e., user can use a resource multiple

times without other users being able to link these sessions to each other.

3.4 The ED PIN system will support Unobservability - i.e., user can utilize a resource

without unauthorized parties being able to observe his/her actions or usage.

4 The ED PIN system will conform to the FSA Security Architecture.

41 The ED PIN system will possess access management, provisioning, directory service

functions.

42 The ED PIN system will have the capability to support multiple directories for access

at the same time.

4.3 The ED PIN system design will be scalable to support FSA’s enterprise authentication

needs and number of projected users (over 50 million active users by 2009).

4.5 The ED PIN system will scale to meet the capacity needs of client systems.

44 The system shall support SAML assertions to authenticate users.

5 The ED PIN access credential enforces user and administrator accountability and is used
to prevent unauthorized people or processes from entering a client system.

51 Identity will be established using SSN, DOB, first name and ED PIN.

5.2 The ED PIN credential will support authentication.

5.3 The ED PIN credential will support electronic signature.

5.4 Electronic signature functionality will not be permitted without a positive SSA match.

5.5 The ED PIN credential cannot be stored within any client system.

6 The ED PIN access credential is used by users for access to user data maintained in client
systems.

6.1 The ED PIN credential cannot be used to access privacy data or records for other

individuals.

7 The ED PIN credential is not required for general access to FSA resources where no
transactions are conducted and there is no privacy, confidential or other personal or
sensitive data.

7.1 Anonymous access will be available at a minimum to the ED PIN system homepage,

registration page and self service page.

8 Any access to the ED PIN user data by other than the user is not permitted, including for
system tests.

8.1 Business logic to update customer record associated with the ED PIN credential will be

maintained within the ED PIN system.
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Page 24 of 60




2}?’

b

Gt Your
PIN

F EDERAL FSA Integration Partner
STUDENT AID ED PIN Re-Engineering Analysis

Wo Help Put America Through School

131.1.3 Technical Architecture Upgrade Analysis

NO. REQUIREMENT

9 It is the responsibility of authorized client systems utilizing the ED PIN for user
authentication to test the functionality in coordination with the ED PIN system owner.

10 The ED PIN is required by users interfacing with FSA via the Internet to identify them
uniquely before being allowed to perform any transactions on client systems.

11 The ED PIN will not provide authorization functionality for any FSA client system. Any
authorizations (access control, access rules or role-based access) are the responsibility of
the client system. Client systems may grant varying levels of authorization to users on
the basis of ED PIN authentication.

111 The ED PIN system will be used for authentication and electronic signature purposes

only.

12 The ED PIN will provide an enterprise shared service for authentication that can be used
by FSA client systems. The ED PIN will not link actions to specific users except for ED
PIN functionality - identification, registration, access, self-service, and administration.

12.1 The ED PIN system will publish performance standards associated with access

functionality.

12.2 The ED PIN system will support standard and ad-hoc administrative and management

reports.

13 The ED PIN will support the FSA Electronic Signature standards consistently.

14 The ED PIN architecture will integrate with the FSA Integrated Technical Architecture
and include the appropriate redundancy, backup and recovery, disaster recovery, etc.

14.1 The ED PIN architecture will support redundancy with built-in fail-over capabilities.

14.2 The ED PIN system will be available 24x7x365 except as authorized by the

Department.

14.3 The ED PIN system will include monitoring functionality to ensure availability and

provide alerts in case of system malfunction.

14.4 The ED PIN system will comply with the FSA disaster recovery and continuity of

operations policy.

15 The ED PIN will conform to Federal authentication standards. Any exceptions to
Federal, Department of Education, or FSA policy will be documented.

15.1 A credential assessment will be performed for the ED PIN to determine its specific

level as proposed in the Federal e-authentication guidelines.

16 The ED PIN credential data is established through a 3rd party verification match with
the U.S. Social Security Administration (SSA). The ED PIN system will share the SSA
3rd party verification match functionality as a service; currently available in CPS.

17 The ED PIN credential does not expire.

171 The ED PIN system will maintain auditable logs associated with any

activation/deactivation.

18 Any ED PIN record deletions from the repository will be auditable.

18.1 All transactions and changes associated with the ED PIN will be maintained in an

auditable history log.

18.2 Deactive ED PIN records will be archived per FSA archive policies.

Version: 2.0 09/26/2003

Page 25 of 60




F EDERAL FSA Integration Partner
STUDENT AID ED PIN Re-Engineering Analysis

Wo Help Put America Through School

131.1.3 Technical Architecture Upgrade Analysis

NO. REQUIREMENT

19 ED PIN application is only available via the ED PIN site (www.pin.ed.gov) and not
available via paper application or any other option except as authorized by the
Department.

20 For user authentication, the ED PIN requires use of the user’s social security number,
first 2 characters of the last name, date of birth and the ED PIN.

20.1 Duplicate ED PINs associated with a user will not be permitted.

21 Any action requiring user authentication on the ED PIN system will require the use of
the ED PIN access credential for that user.

22 All ED PIN authentication data is protected with access controls and encryption to
prevent unauthorized individuals, including system administrators and customer
support representatives, from obtaining the data.

22.1 Encryption standards will comply with NIST guidelines.

23 Any ED PIN access credential transmission (including between the components of the
ED PIN system as well as user directories) requires that it be transmitted securely.

24 The ED PIN will be protected as it is entered into any system including suppressing the
display of the ED PIN as it is entered.

25 A configurable number of unsuccessful attempts in using the ED PIN access credentials
will automatically deactivate the ED PIN for a specified duration.

251 Daily unsuccessful authentication attempts will initially be 6 attempts per day or 3

consecutive attempts per day.

25.2 Deactivation periods will be configurable; initially to end of day (midnight).

26 The ED PIN data will be administered by authorized personnel.

26.1 The ED PIN data administration will include interfaces to other authorized client
systems utilizing the ED PIN.

26.2 Administration personnel for the ED PIN system will be approved by the ED PIN
system owner and comply with Department system administration guidelines.

27 The ED PIN permits the use of 4 numeric or 6 alphabetic characters as the ED PIN.
Sequential numbers are not permitted. 6 alphabetic characters are supported but not
used for the issuance of new ED PINS.

27.1 New ED PIN credentials issued will use 4 numeric characters.

28 Under normal circumstances, the ED PIN is not required to be changed periodically.
The ED PIN may be changed by the user, may be disabled by the user and subsequently
enabled by the user, and may be deactivated (including interruption of on-going user
session) by the Department of Education under certain circumstances.

28.1 The ED PIN system will have self service functions.

28.2 ED PIN system self service functions will include the ability to disable and enable the
ED PIN, change the ED PIN, request an ED PIN, retrieve a forgotten ED PIN, update
permissible user data fields.

28.3 The ED PIN self service functions will support the use of advanced authentication
(drop-down pass-phrase categories).

29 A temporary (or Guest) ED PIN is not issued.
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NO. REQUIREMENT

30 All users are notified not to use an easy-to-guess ED PIN, not to divulge their ED PIN,
and not to store their ED PIN where others can find them.

30.1 The ED PIN system will enforce complexity rules to deter easy to guess ED PIN

credentials.

30.2 The system will not allow the creation of a null ED PIN.

31 Advanced authentication (a challenge-response system) will be used to disable their ED
PIN and re-enable their ED PIN.

32 Advanced authentication (such as cryptographic keys or tokens) will be used for
authorized system administration associated with any ED PIN function.

33 Physical access to the ED PIN system components will be controlled.

33.1 The ED PIN system is accessible through a supported browser.

33.2 Client system access to the ED PIN system will require verification.

34 The ED PIN cannot be communicated, securely or otherwise, in any way to any one
(including administrators) other than the user. Communication of the ED PIN to the
user is only permitted in a secure transmission.

35 Users using the ED PIN will be informed why this type of authentication is used.

36 Users will also be told what authorized client system access is permitted with the ED
PIN.

37 The ED PIN credential is unique to support individual accountability and
authentication. An ED PIN can not be issued to a group or organization. An ED PIN can
not be issued anonymously.

37.1 The ED PIN system will utilize a configurable identifier; current implementation will

be SSN.

37.2 Issuance of an ED PIN credential for pseudo-SSN records in other FSA client systems

will be permitted.

37.3 The function of issuing an ED PIN credential associated with a pseudo-SSN will be

available as a service to client systems only.

37.4 An ED PIN credential associated with a pseudo-SSN will not be enabled for electronic

signature functionality.

38 There are no roles associated with a user and their associated ED PIN. Any role-based
authorization based on authentication with the ED PIN system is the responsibility of
the business process using the ED PIN as an authentication service.

39 The ED PIN system is available 24 X 7 X 365, within FSA service level agreements,
except as authorized by the Department.

40 There are no service constraints for users to use the ED PIN system (i.e., no restriction on
how many times the system is used).

41 The ED PIN system will not provide search capabilities to users.

42 All access to the ED PIN system will be monitored.

421 Audit logs of all access requests will be maintained.

42.2 Audit logs of all security events with client system identity (including IP addresses)

containing origin, results, date & time stamps will be created.
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43 Access to specific ED PIN functions for which users do not have access is never allowed.

44 The ED PIN system physical infrastructure will be protected in compliance with Federal
regulations. These protections include port protection, secure firewalls and gateways,
intrusion detection, real-time monitoring, etc.

45 The ED PIN system will possess the capability to send reminder notifications.

45.1 The ED PIN messaging service for notification will support all customers.

45.2 The ED PIN messaging service will comply with Federal, Department and FSA IT and

security policy requirements.

45.3 The ED PIN system messaging service will include functionality for mass mailings.

454 The ED PIN system messaging service will include options for handling message

delivery.

45.5 The ED PIN system messaging service will include monitoring functionality.

46 Keystroke monitoring will not be utilized in any activity associated with the user’s use
of the ED PIN.

47 Any ED PIN authentication data stored on client desktops must be encrypted.
Permanent cookies with ED PIN authentication data are not permitted.

47.1 Only volatile (non-persistent) cookies will be used, if necessary.

48 The ED PIN system will not permit the retrieval of more than one ED PIN during a
single transaction.

49 Session management standards will comply with the Department policy. These
standards will include new session established with a client every time an HTTP request
reaches the ED PIN server, a session will be terminated at a pre-determined time
interval after the last activity, etc.

49.1 The session identifier must be generated randomly by a generator guaranteeing high

statistical variance.

49.2 The ED PIN session state will be pre-determined by application code.

49.3 Leaving the Secure Socket Layer will terminate the session (e.g., navigation out of SSL).

494 A session that has remained idle (no requests) for a configurable duration must be

automatically terminated.

49.5 Session identifiers will be encrypted and protected from interception.

50 Only server-side data input validation is permitted.

51 All users must be notified that the ED PIN system is a U.S. Government service and
malicious activity may be monitored.

52 The ED PIN system will not provide single sign-on functionality. Use of the ED PIN
access credential by any single sign-on process (including password synchronization,
etc.) either internal or external to FSA will require prior approval from the ED PIN
system owner. The ED PIN system will comply with the FSA Access and Enrollment
Management Policy (in development).

53 There are no restrictions for the number of times users may change their ED PIN on an
active ED PIN access credential.

54 The ED PIN system will allow batch registration (bulk processing) for user ED PINs
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from FSA client systems authorized to perform this functionality.

54.1 Batch registration functions used by client systems will be approved during the client

system registration process.

55 Users will be notified by the registered FSA client system submitting a registration
request that an ED PIN will be requested on their behalf. There is variable text on the
ED PIN e-mail notification and the ED PIN paper mailer that informs the recipient why
the ED PIN was generated. While there is no advance notice given to a user in all
instances, users will be provided an explanation upon receipt of the ED PIN.

55.1 New ED PIN credentials issued as a result of processing paper FAFSA’s will be

communicated via e-mail, if available.

56 The ED PIN functionality is for individual use only. Any delegation associated with an
individual ED PIN is not permitted.

57 The ED PIN system design supports multi-vendor components.

58 Use of the ED PIN in other registered client systems is restricted to access functions only.

59 In the event of an ED PIN system outage an alert message will be posted on the ED PIN
web site.

59.1 An alert message will be communicated to appropriate client system owners as

identified during the registration process.

59.2 Security alert message generation capability will be customizable.

60 The end-user facing ED PIN authentication screens will comply with usability
standards.

61 Access scripts with embedded ED PIN credential information are prohibited.

62 Procedures for key management (encryption) associated with the data repository exist
for key generation, distribution, storage, use, destruction and archiving. The procedures
associated with key management may be further strengthened particularly with
segregation of responsibilities and maintenance of activity logs.

63 The ED PIN privacy policy statement or appropriate link will be displayed on all user
facing pages. Additionally, this functionality will be identified as a U.S. Government
system warning users about unauthorized access, punishment, etc. upon entering the
ED PIN site.

64 The ED PIN site will meet the general requirements of Public Law 99-506
Reauthorization of the Rehabilitation Act of 1973, Section 508-Electronic Equipment
Accessibility, October 1986; and Public Law 100-542 Telecommunication Accessibility
Enhancement Act, October 1988.

64.1 Anonymous access to FAQ's associated with the functions and the use of the ED PIN

system will be prominently displayed.

64.2 The ED PIN system will be capable of foreign language support (e.g., Spanish).

65 The ED PIN system will provide documented access interface alternatives for
authentication functions in client systems. These access interface alternatives will follow
applicable industry standards.

65.1 The preferred access interface will be identified by client systems during the
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registration process.

65.2 Access interfaces, when developed in-house, will be available in Open Standard
Languages (i.e. VB, C, C++, and Java, etc.).

66 The ED PIN system is the enterprise shared service for authentication of user identity.

66.1 The ED PIN credentials will support customer access to all borrower electronic

services.

66.2 The ED PIN system design will be flexible to integrate with the federal e-gov e-

authentication gateway.

67 The ED PIN system will possess capability for reliable date and time stamps for
authentication requests.

67.1 Audit logs of authentication requests containing origin, results, date & time stamps

will be maintained within the ED PIN system.

68 The ED PIN system will make First Name a mandatory field during individual user
registration.

69 The ED PIN data will be maintained after initial registration through interfaces with
users, FSA business processes and systems.

70 The ED PIN system will institute a formal registration process to authorize use of ED
PIN functions by client systems. The formal process will be annual and documentation
will be reviewed by the ED PIN business owner for compliance with requirements and
standards.

71 Different implementations of electronic signatures will be documented.

72 Any change to user’s identification data - SSN and DOB - will deactivate the current ED
PIN associated with that user and require the generation of a new ED PIN. Changes to
user’s identification data may be initiated in any FSA business process related to the
user.

72.1 SSN changes will require the issuance of a new ED PIN.

72.2 DOB changes will require an SSA match.

73 Users will be notified that any change to their identification data may result in the
issuance of a new ED PIN. Changes to user’s identification data may be the result of
user initiated self service activity or from a registered client system.

731 An active ED PIN credential record cannot have a null First Name, Last Name, DOB,

or SSN.

74 Duplicate SSNs will not be active in the ED PIN system.

75 A notification will be sent to the user if FSA determines that their ED PIN has been
compromised.

75.1 Business rules for notifying customers in the advent of an ED PIN will be configurable.

76 Interim role-based ED PINs may be requested to support FAA authentication (e.g. those
issued without SSA verification).

76.1 The ED PIN credentials issued to FAA’s will be transitioned to the enterprise trading

partner solution.

77 There will be segregation of responsibilities among ED PIN system administrators.
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77.1 The ED PIN system will support and enforce distinct access policies for different
system administration functions.

78 The deactivation (lock-out) period (currently end of day) for the ED PIN will be

configurable by the ED PIN system owner.

79 The total number of failed ED PIN authentication attempts by a user, regardless of
session, will be configurable.

80 Internal access by authorized ED PIN system administrators will be logged and audited.

80.1 The event logging must be able to provide hooks for integrating in standard system
monitoring architectures, facilities and tools (e.g. syslog). It must be configurable to
support a choice of alert delivery channels such as e-mail, pagers, SNMP, etc.

81 The ED PIN reminder notification functionality will be available to FSA client systems.

81.1 Registered client systems seeking reminder notification functionality will document
this requirement during the registration process.

82 The ED PIN reminder notification functionality will allow options for near real-time or

batch communications.

82.1 The user will be notified of an ED PIN issuance.

83 The ED PIN system will be flexible enough to allow alphanumeric characters in the
future.

83.1 Allow for a configurable PIN (current implementation based on a 4 character PIN).

84 All registered systems using the ED PIN authentication service will be notified of system
problems, outage period and expected availability.

85 The ED PIN requirements and standards will be maintained and enforced.

86 End user facing screens for authentication will require all ED PIN access credentials and
the screens will be consistent in the use of the credentials regardless of system.

87 All external access will be logged and the type of access will be based on authorized
permission to use a particular ED PIN system function.

88 Host-based authentication to the ED PIN system is not permitted.

89 Certain ED PIN functions will utilize audit trail accountability. These functions will
include any change to user information. The audit trail functionality will be
configurable for number of changes.

89.1 The ED PIN system must be capable of accepting changes and corrections to all user
data except SSN and DOB. Changes to SSN and DOB will be handled through a
manual process.

90 Access to the ED PIN audit logs will be strictly controlled. There will be segregation of
responsibility between groups that administer the access control function and those who
administer the audit trail.

91 Confidentiality of audit trail information will be protected.

92 Audit trails will be reviewed and may utilize automated tools.

93 All ED PIN deactivations will be logged and reviewed by authorized personnel. Other
appropriate security alerts will be defined in the ED PIN system security plan.

93.1 The event logging must be able to provide hooks for integrating in standard system

Version: 2.0 09/26/2003

Page 31 of 60




F EDERAL FSA Integration Partner
STUDENT AID ED PIN Re-Engineering Analysis

Wo Help Put America Through School

131.1.3 Technical Architecture Upgrade Analysis

NO. REQUIREMENT
monitoring architectures, facilities and tools (e.g. syslog). It must be configurable to
support a choice of alert delivery channels such as e-mail, pagers, SNMP, etc.

94 Data integrity problems (duplicate records, security violations, etc.) over a particular
configurable threshold (e.g., .0001%) in the ED PIN user repository will be considered
serious and will trigger a review. Availability of the ED PIN system during such audits
will be decided by the ED PIN system owner.

95 Applicable demographic updates will be communicated among the ED PIN and FSA
client systems.

95.1 Enterprise business rules associated with the SSIM process, once developed, will be

incorporated into the re-engineering design.
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3 Capacity Planning

The capacity planning analysis is based on metrics from the ED PIN system most recent activity
and projection for future usage. Estimates from previous years’ activity were analyzed to
project future capacity and performance considerations. Based on the results of the analysis, the
capacity and utilization projections for the current system implementation are estimated
through 2009. Many of the calculations and estimates are based on Student Borrower growth
projections from the Student Loan Volume Tables —FY 2004 President's Budget”.

7 http:/ /www.ed.gov/ offices/ OUS/StudentLoanTables/index.html
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3.1 Number of Users

The following graph illustrates the projected growth of the Student Loan population and
corresponding projected ED PIN growth. Included are tables for the average daily number of
users and hits, as well as the estimated peak number of users and hits, and several significant
calculations based on the peak number of users estimated.

Population figures were taken directly from the Student Loan Volume Tables —FY 2004
President's Budget. Active ED PIN projections are derived from actual 2002 metrics provided
by the current CPS operations contractor (32,914,510 records in ED PIN in 2002 less 5,889,575
records in the system with no ED PIN = 27,024,935 Active ED PIN users).

FSA Borrowers - Actual and Projected
(Base 1994)
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3.2 ED PIN Peak Usage Projections
The following information discusses the projected ED PIN usage based on the growth of the
student loan population detailed above.

3.2.1 ED PIN Peak Usage Projection

The following estimates the peak usage to be experienced by the ED PIN system during the
peak hour of yearly usage through 2009. Projections are based on actual ED PIN performance
data provided by the CPS operations contractor for the period of December 2002 through July
2003. Projections through 2009 were derived by dividing the peak hourly usage for 2003 in
terms of calls to the ED PIN DB (47,717 Hits) by the cumulative projected 2003 ED PIN records
(34,655,555 Active ED PIN users). This ratio (0.31) is assumed constant and used to project the
yearly maxima for hits/hour through 2009 based on the student loan populations mentioned
above (e.g., 42,496,916 Active ED PIN Users projected in 2004 X 0.31 = 58,514 Projected Peak

Hourly Usage in 2004).

Projected ED PIN Hits During Peak Hour
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3.2.2 Peak FAFSA Submission Projections

ED PIN usage is directly correlated to the FAFSA processing cycles. The majority of ED PIN
usage occurs during the students” use of FAFSA on the Web and subsequent submission of the
FAFSA application on-line. The FAFSA web application system and the ED PIN web system
share the same Websphere ITA platform. The following graph illustrates the projected number
of yearly peak electronic FAFSA submissions in one day through 2009. The projections were
calculated by taking the ratio of actual FAFSA submission data in 2003 (100,991) to Active ED
PIN users in 2003 (34,655,555 assuming 100% adoption rate, 32,747,900 assuming 75%, and
30,840,245 assuming 50%) and applying that ratio to projected Active ED PIN users through
2009. (e.g., 84,345 FAFSA submissions in 2002/27,024,935 Active ED PIN users in
2002*42,496,916 Projected Active ED PIN users in 2004 (assuming 100% adoption rate) = 132,633
projected electronic FAFSA submissions in 2004) Three scenarios were taken into consideration
based on 100%, 75%, and 50% adoption rates of new ED PIN users. The actual number of peak
daily FAFSA submissions is expected to be within this projected range.

Peak Daily FAFSA Submissions Projections
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3.3 ED PIN Usage Trends for 2003

3.3.1 Period of Maximum Activity

The following graph illustrates trends in the usage of the ED PIN. Usage of the high volume
business processes (Authentication and Registration) show annual peak occurring in the month
of February. This coincides with the peak time for FAFSA application submissions during
February 28t through March 3rd. It is anticipated that all peak volume projections will occur in
this February-March time frame in the future. As expected, the graph clearly illustrates that ED
PIN volumes are cyclical.

Authentication and Registration Trends for 2003
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3.3.2 Usage Breakdown by Business Process

The following graph illustrates the total number of transactions in the ED PIN Database
categorized by month. The data indicates that February and March are the time periods of
heaviest usage and that Authentication is the most heavily utilized business function.

PIN DB Hits by Month (01/03-07/03)
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3.3.3 Cumulative ED PIN Hits for 2003 by Business Process

The following graph illustrates the total usage of the ED PIN DB categorized Business Process.

Authentication, Registration, Select Record, and Retrieve ED PIN are the most commonly
performed transactions on the ED PIN Database.
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3.3.4 Monthly breakdown of Business Processes

The following table is a monthly breakdown of ED PIN Database usage categorized by Business

Process.

Monthly ED PIN Hits from the ED PIN Database by Business Process (Jan 2003 - July 2003)

Jan Feb Mar Apr May June July Total

Registration 824,246 1,052,211 765,522 681601 560,794 573,232 665,590 5,123,196
Authentication | 3,417,511 5,203,847 | 5,078,227 | 4,721,596 | 3,900,872 | 3,701,466 | 4,265,213 | 30,288,732
Authentication

Select 13,182 54,136 57,240 52,026 46,936 45,795 55,937 325,252
Create Request 278,829 746,355 705,017 700,465 603,385 587,209 703,005 4,324,265
Enable/Disable

Users 5,648 12,451 10,830 10,047 9,073 8,633 10,475 67,157
Reissue 18,831 24,668 23,721 23,427 20,540 19,706 23,701 154,594
Retrieve ED

PIN 1,064,642 1,441,993 | 1,232,944 | 1,044,991 858,764 820,756 974,696 7,438,786

09/26/2003
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Jan Feb Mar Apr May June July Total
Select Record 982,611 2,566,627 | 2,100,643 | 1,917,990 | 1,603,766 | 1,607,934 | 1,921,768 | 12,701,339
Update
Address 272,239 353,164 330,408 334,069 293,607 292,338 360,101 2,235,926
Update ED PIN 19,962 21,821 20,969 20,834 18,602 17,722 20,990 140,900
Check Request 203,651 543,275 492,589 409,124 340,329 344,494 424,998 2,758,460

3.3.5 ED PIN Peak Hour Usage by Month

The following table illustrates the maximum number of hourly hits to the ED PIN Database in
each month of the year 2003 (through July, 2003). The table shows similar trends between
business processes from month to month.

Actual Peak Hits per Hour to ED PIN Database by Month - 2003

Business Process Jan | Feb | Mar | Apr | May | June | July
High Volume Business
Processes
Registration 2,855 4,541 3,765 2,397 1,971 2,427 | 3,308
Authentication 11,745 | 21,467 | 20,016 | 15,397 | 12,688 | 14,156 | 18,716
Low Volume Business Processes
Authentication Select 242 275 249 204 204 240 267
Create Request 1,795 3,066 2,792 2,483 2,349 2,635 3,573
Enable/Disable Users 63 70 62 55 66 61 62
Reissue 78 120 162 118 89 97 116
Retrieve ED PIN 3,714 7,398 6,607 | 4,083 3277 | 3,139 3,870
Select Record 6,142 | 10,430 9,058 6,539 5,849 7471 9,640
Update Address 1,128 1,468 1,359 1,193 1,154 1,305 1,852
Update ED PIN 87 118 117 93 86 87 100
Check Request 1,320 2,349 2,215 1,496 1,382 1,883 2,203
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3.4 ED PIN Peak Period Performance Projections

3.4.1 FAFSA and ED PIN Integrated Architecture

The ED PIN web architecture utilizes Akamai Web servers to host static information for the ED
PIN. Web traffic requiring ED PIN database calls go through the ITA Web architecture. In
2003, the ED PIN was hosted on eight HP Web Application Servers. Out of those eight, two
boxes were dedicated solely to ED PIN, while the other six shared services with FAFSA on the
Web (FOTW) Application instances. In addition, FAFSA hosted ED PIN servlet instances that
interfaced the ED PIN database directly.

Note: The vast majority of ED PIN system traffic due to FOTW went through this pathway.
This activity of the ED PIN servlet on FOTW application instances was not accounted for
specifically by any tracking device. More accurate and relevant could have been elicited from
the web application usage had this ED PIN servlet activity been monitored. All the metrics
associated with this analysis are focused around hits to the ED PIN Database itself. Capacity
and performance considerations for the ED PIN system are accounted for in FOTW capacity
planning, due to the technical and business interdependency of the two systems.

FAFSA 7 & PIN
Peak Configuration

Implemented on 2/13/03

WAS
—

CcpPs
Production

al

su22el ‘

Network |
Dispatcher |

\
|
|
0 |
[ ) i
su22e2
Network
Dispatcher

WAS WAS WAS

|
]
]
|
]
]
|
]
]
|
]
]
FAFSA | Region
= = ]
|
]
]
]
I
]
]
I
]
]
I

FAFSA - IHS

hpn18 (loaner) HP N4000
hpn20 (loaner) HP N4000
hpn22 (loaner) HP N4000

PIN

Legend

hpn4 HP N4000
hpné HP N4000

hpn14 HP N4000

Server
FAFSA/PIN -IHS
FAFSA - WAS

hpn17 HP N4000
hpn19 (loaner) HP N4000
hpn21 (loaner) HP N4000
hpn5 (loaner) HP N4000
hpn7 HP N4000
hpn16 HP N4000
hpn26 HP N4000

hpn13 HP N4000
hpn24 HP N4000
hpn28 HP N4000

FAFSA/ PIN - WAS hpnl HP N4000
hpn15 HP N4000

hpn23 HP N4000 PIN - WAS

hpn27 HP N4000 hpn2 HP N4000

Version: 2.0 09/26/2003
Page 41 of 60



FEDERAL FSA Integration Partner
STUDENT A1ID ED PIN Re-Engineering Analysis
e 131.1.3 Technical Architecture Upgrade Analysis

3.4.2 Performance Projections

The figure below represents the dedicated amount of processing capability needed to service
the ED PIN through 2009. In 2003, ED PIN had five clones (an instance of the ED PIN
application running on an application server) dedicated to support the peak period of activity
(47,717 hits/hour). In addition, FAFSA application servers utilized an ED PIN servlet that
allowed direct hits on the ED PIN Database. At non-peak periods (May through December), the
ED PIN operates on two dedicated servers and two shared servers with FAFSA. Assuming
servers with similar processing capability (8X360 MHz CPU); this ratio (47,717 hits per 5 clones)
was used to project the number of clones needed to handle future peak hourly usage. The
projected peak hourly usage figures (derived in section 3.2) were multiplied by the 2003 ratio to
obtain the yearly estimates. In addition, estimations include 20% CPU processing contingency
based on performance degradation as activity increases. (e.g., 2004 clone estimation (8) = peak
hourly usage projection (58,514 hits)*20 %*(dedicated clones used in 2002 (5)/hits in peak
hourly usage (47,717))).

Projected Clones needed to handle Peak Capacity
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Data regarding ED PIN Database (provided by the FSA Virtual Data Center on a monthly basis)
indicates an approximately 3% average CPU utilization on the ED PIN Database. ED PIN usage
is expected to triple by 2009 (27 million active ED PINs in 2002 to 86 million active ED PINs in
2009). Should the population double, CPU utilization was calculated to be 6.6%. The calculated
CPU utilization was 10.2% for a tripling of the user population. (Assuming a 20% CPU
utilization contingency for every doubling of the population (e.g., Doubling of the population =
2 (3%current CPU utilization) + 1(20%contingency*3% utilization) = 6.6% CPU utilization).
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3.5 ED PIN Database Considerations

This subsection provides a related analysis for the ED PIN database storage capacity through
2009. Growth Projections discussed previously were applied to the current ED PIN database
metrics provided by the FSA Virtual Data Center (8,626 MB used of an allocated 15,175MB as of
9/23/03). The projections are shown in the “Baseline” figures of the graph. The current
procurement of database capacity is also displayed as “Max Capacity”. The data model for the
re-engineered ED PIN will be different requiring a series of additional data capacity
considerations. Two of the data capacity considerations for the re-engineered ED PIN are
history tracking and audit log/report creation. The “re-engineered” ED PIN data represents the
projected database storage usage if demographic history is tracked. History tracking estimates
were derived from sizing figures provided by the current CPS Operations contractor. An
estimated 6.3 million demographic updates were made on ED PIN, CPS, and DL from January
to July of 2003. Rough estimates are that recording demographic history will require an
additional 106 bytes of storage per record. This actual data and estimation was used to create
an estimate of database storage requirements for this data element of the re-engineered ED PIN
and added to the current storage capacity for an overall storage estimate. These estimates were
then projected out through 2009. A similar estimate was made for the data estimates for audit
capability. The “re-engineered with audit” data represents the approximate database storage
usage if authorization and e-signatures audit logs were included in the re-engineered ED PIN.
Because the specific audit logs and reports have not been defined, a realistic estimate cannot be
calculated at this time. However, authorization and e-signature audits will be a significant data
capacity element of the re-engineered ED PIN. The CPS operations contractor estimates 30
million authorization and e-sign requests were made on ED PIN from January to July of 2003.
Rough estimates are that an audit record for such a request would be 75 bytes. This actual data
was used to create an estimate of database storage requirements for this element of the re-
engineered ED PIN and added to the initial re-engineered ED PIN estimate for an overall
storage estimate. These estimates were then projected out through 2009.

*Note: These estimates are only examples used to give an idea of the database impacts to the re-
engineered ED PIN. These estimates also assume a 2004 implementation. In addition, the data
only represents the production environment. A thorough analysis should be performed when
the data model is clearly defined. These estimates are based on interaction with existing client
systems. This estimate should be re-evaluated as additional systems begin to use the ED PIN.
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Database Capacity Estimates based on Re-engineered ED PIN
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The graph indicates that the average growth rate for the re-engineered ED PIN with audit
capability is approximately 2,870 MB annually. Based on the growth projections, the current
SLA for ED PIN database operational capacity will be exceeded in 2005. The data indicates that
the current ED PIN database resources would not support the re-engineered ED PIN. At peak
usage in 2009, the estimates are on the order of 35 GBs. Even if the data requirement is doubled,
the ability to store ED PIN data is not an issue for current technology. Annually, the re-
engineered ED PIN production database size is projected to require 40 to 60 GBs of storage for
2004 and 2005. Database sizing estimates should be re-evaluated at least annually and as the
data model and detail design for the re-engineered ED PIN is developed.
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3.6 Summary of Capacity Findings

e The data indicates that student borrower populations will significantly increase over the
next five years to over 109,000,000 by 2009 (based on projections in section 3.1).

e The usage patterns demonstrate cyclical ED PIN volumes that reach their peak during
the February-March timeframe of the year.

e Authorizations and Registration were found to be the most heavily used business
functions on the ED PIN system.

e The findings indicate that the current technical architecture is scalable to support ED
PIN growth for the current implementation of the ED PIN system. This is made possible
by the hosting of ED PIN on the ITA infrastructure and the co-existence with FOTW that
suggests a scalable architecture.

e Collective projections made by various FSA client systems for hourly transaction
volumes by business process (See Appendix C) significantly differed from the actual
results (purple shaded sections of Appendix C). In addition, activity of the ED PIN
servlet on FOTW application instances was not accounted for specifically by any
tracking device. More accurate and relevant information (and in turn projections) could
have been elicited for the ED PIN system had these activities been monitored. This
suggests the need for more robust tracking and auditing capabilities for the ED PIN
system in the future.

e Our analysis projects that currently acquired ED PIN database resources (15,175 MB of
storage) will be sufficient to safely support the current ED PIN through FY04, but will
not be sufficient to support the re-engineered ED PIN storage requirements. Annually,
the re-engineered ED PIN production database size is projected to require 40 to 60 GBs
of storage for 2004 and 2005. Database sizing estimates should be re-evaluated at least
annually and as the data model and detail design for the re-engineered ED PIN is
developed.
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4 Conclusions

The technical architecture upgrade analysis phase of the ED PIN Re-Engineering initiative
examined the ED PIN from the perspective of establishing it as an enterprise authentication
service. FSA has a business need to have a mechanism for authenticating customers seeking
services via web-based products. FSA also has a business need to provide an electronic
signature option to its customers in lieu of paper processes thereby supporting and
implementing a completely paperless process. Since its inception in 1997, the ED PIN has
become the user authentication source for 8 FSA business applications that include:

FAFSA on the Web
NSLDS

e-Campus Based

Direct Loan Servicing
Direct Loan Consolidation
FAA Access Online
STAN, and

ED PIN.

In addition to the business systems listed above, the ED PIN is being considered for Common
Services for Borrowers (CSB) and E-Gov initiatives. Use of the ED PIN for authenticating E-
Servicing IVR customers may also be a potential future function. It is clear that the ED PIN is a
successful implementation for customer authentication with over 34 million records in its
repository. The ED PIN evolution during the past 7 years, however, requires certain changes to
ensure its continued foundation as an authentication and electronic signature source.

Maintaining the integrity of the ED PIN data store associated with individual authentication
should be the top priority for its continued success. This implies that verification of user
identity is an important first step in the issuance of the ED PIN credential. Data matching with
the SSA is a strong method for verification that includes the SSN, name and date of birth of an
applicant and should definitely be continued. While sources for verification of other
demographic information (e.g., address) are also commercially available, the additional
verification does not appear to be necessary. However, the capability to perform additional, or
supplemental verification at the enterprise level, is needed to enhance the integrity of user data
when necessary and prevent unauthorized authentication to FSA application systems. At the
enterprise level, FSA’s implementation of the SSIM process will help maintain ED PIN data
integrity. The re-engineering design should include the capability for using other verification
sources such as the consolidated and standardized federal government’s watch list structures
and policies currently under development by the Department of Homeland Security.

Business functions performed by users of the ED PIN that do not necessitate revealing personal
information should not use the ED PIN as an authentication credential. This implies that FAAs
and trading partners currently using the ED PIN to authenticate themselves for access to FAA
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Access Online and e-Campus Based should be transitioned off the ED PIN. Specific
recommendations from the enrollment and access management initiative currently underway
should address the appropriate credentials for this user group.

FSA’s implementation of electronic signature functionality based on the SSA-matched ED PIN
credential is appropriate and complies with the e-sign legislation. To maintain integrity of an
electronic signature and its relationship to an individual it is important for FSA to only allow a
single ED PIN credential per user. Authenticity of electronic signatures associated with
multiple ED PIN identities should not be permitted and compromises the long term integrity of
the ED PIN.

A process for permitting electronic access to FSA borrower records without social security
numbers, i.e., records generated with pseudo SSNs in FSA business systems, should also be
developed. While the number of such customers and the volume of transactions are relatively
minimal, a solution that encompasses the entire borrower community is necessary. ED PINs
may be issued to customers with pseudo SSNs as long as the credential is generated from FSA
systems possessing those records. However, such issuance should be controlled within the ED
PIN processes by only permitting FSA business systems with existing pseudo SSN records to
process an ED PIN registration application; direct application by pseudo SSN customers should
not be permitted. Customers with ED PINs issued without an SSA match (e.g., pseudo SSN)
should not have their credentials enabled for electronic signature functions.

In its implementation, the ED PIN needs to continue to be easy to use while complying with
federal and FSA policies and standards for usability, security, privacy, authentication and
electronic signature. Both the business and technical requirements have been updated as part of
this effort. A capacity analysis related to the current ED PIN system infrastructure was also
performed during this initiative. There do not appear to be any critical issues with
infrastructure capacity for the ED PIN since it is hosted on the FSA integrated technical
architecture that shares infrastructure with FAFSA on the Web. Both FAFSA on the Web and
the ED PIN have cyclical and related transaction cycles and the technical architecture scales
well.

The development of standard and reusable services associated with the five ED PIN enterprise
functions need to be part of the re-engineered process. These services include:

Identification
Registration
Access
Self-Service, and
Administration.

The re-engineered solution should possess identification components for both individual users
and systems (ED PIN authentication clients) thereby possessing the capability to prevent
unauthorized use of the ED PIN system. While the identification component for individual
users is currently implemented, the process for client systems will need to be developed during
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the re-engineering effort. The registration process should add flexibility for supplemental
individual verification of users (in addition to SSA verification match) as part of the re-
engineering design and a formalized annual process for registration of client systems should be
implemented. Functionality within the registration process should distinguish between
individuals verified through the SSA match or other sources. This functionality will allow FSA
the capability to service its entire student customer base including individuals without social
security numbers (e.g., Pacific Islanders).

The access process should separate the distinct functionality associated with authentication and
electronic signature. Authentication should be implemented for both individual users and
client systems as part of any transaction request to the ED PIN system. Self-service
functionality can be enhanced to encourage increased use of the ED PIN while minimizing
customer service contact. And finally, the administration process should be strengthened as
part of the re-engineering effort to include standard management reports as well as intelligent
alerts associated with potential security and privacy threats.

New or changed features associated with the ED PIN re-engineering effort include:

A focus on data integrity of the ED PIN as an authentication credential

Separate authentication and electronic signature functions

Registration and verification of client systems with annual refresh cycle

Alerts and management reports

Singular and unique user record in ED PIN data repository

Enhanced user self-service capabilities, and

Standard, reusable services for identification, registration, access, self-service and
administration.

Re-engineering activities to transition from the current ED PIN implementation will require
planning and integration to ensure continued service to customers. The planning and
integration activities should include a Data Integrity Plan to ensure there are no duplicate
records. The planning effort will also need to address development of a formal annual process
for client systems. Management reports and alert criteria need to be included as part of the
detailed design. The interface with client systems will need to be upgraded to include both a
standard process as well as technical specifications to handle batch and real-time requests.

Recommendations for the re-engineered ED PIN solution include design and deployment of a
set of standard and reusable
components for identification,
registration, access, self-service, and
administration services. The re-
engineered solution should possess
identification components for both
individual users and systems (ED PIN
authentication clients) thereby
possessing the capability to prevent
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unauthorized use of the ED PIN system by either users or systems. The ED PIN system should
be used for the borrower community only (i.e., students and parents). The ED PIN is not a
suitable credential for trading partners including FAAs. A plan to transition FAAs to a different
authentication credential should be developed as part of the Identity and Access Management
(I&AM) initiative. The registration process should continue to rely on SSA verification of
individual information but also possess the flexibility for supplemental verifications such as
those with terrorist, prisoner and other sources. The registration process associated with client
systems should also be formalized as an annual activity to ensure all requirements are known
and tested. Functionality within the registration process should distinguish between
individuals verified through the SSA match and other sources. This functionality will allow
FSA the capability to service its entire student customer base including individuals without
social security numbers (e.g., Pacific Islanders).

The access process should separate the distinct functionality associated with authentication and
electronic signature. Authentication should be implemented for both individual users and
client systems as part of any transaction request to the ED PIN system. Self-service
functionality should be enhanced to encourage increased use of the ED PIN while minimizing
help desk contact. And finally, the administration process should be strengthened as part of the
re-engineering effort to include standard management reports as well as intelligent alerts
associated with potential security and privacy threats.

A 4-phased approach is recommended for the ED PIN re-engineering of processes and
supporting systems to integrate with an enterprise authentication solution. Phase 2 does not
directly involve the ED PIN system. The recommendations include:

e Phase 1 - Tools Analysis (Joint with ED PIN and School/Financial Partners)

e Phase 2 - School/Financial Partners Prototype and Solution

e Phase 3 - Re-Engineered ED PIN Detailed Design, and

e Phase 4 - Development, Integration and Pilot Implementation of re-engineered ED PIN
system.

The 4-phased approach is recommended for establishing an FSA-wide enterprise authentication
solution that includes both trading partners (schools and financial partners) and students. The
4-phased approach incorporates decision milestones at the end of each phase to (1) ensure that
goals for each phase are met and (2) provide an opportunity for FSA executive decisions in light
of other enterprise priorities. The goal for Phase 1, Tools Analysis, are to participate in a joint
tools analysis with the I&AM initiative and conduct a tools analysis to decide whether a
commercial off the shelf (COTS) solution is cost beneficial or to continue development of an in-
house solution. The tools analysis phase with the &AM effort should attempt to ascertain
whether a single enterprise solution can support both the trading partner and student business
requirements. While the trading partner solution is prototyped, FSA can transition to Phase 2,
Detailed Design. The goals for Phase 2 are to prototype and implement an enterprise solution
for schools and financial partners. The goals of Phase 3 are to leverage lessons learned during
phase 2 to re-engineer and design the enterprise level processes for the 5 business functions
associated with the ED PIN. This phase should leverage lessons learned from the 1&AM
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prototype and incorporate best practices into the design. Phase 4, Development, Integration
and Pilot Implementation, can then develop the student focused ED PIN authentication service
as an extension to, or separate instance of, the I&AM schools / financial partners
implementation.

The recommendations for a re-engineered ED PIN solution result in a comprehensive enterprise
authentication solution for borrowers that can be leverage across all appropriate business
processes. Such a solution will require focused communications with current users (both client
systems and trading partners) to ensure transition activities are completed successfully.

ENTERPRISE AUTHENTICATION ™% g 2o i
o >
ED PIN Re-Engineering Analysis A

09/2003
Analysis

Related FSA Enterprise Initiatives

11/2003

SSI M A Recommendation
. NG,
Web Services A Recommendaion
EAM élelczgra?nendation
Technical Strategies W oo endation
i, 11/2003
Web Usage 4 ;ecommendation

Phase 1 —-1&AM Tools Analysis
School/FP
Students (ED PIN)

Phase 2 - School/Financial Partner
Prototype SCHOOLS / FINANCIAE PARTNERS

Solution Development

Phase 3 — Re-Engineered ED PIN Detailed Design

. . . STUDENTS
Phase 4 — Development, Integration & Pilot Implementation J\>>

The requirements analyzed in this document provide system, infrastructure and process
information in support of an enterprise solution to meet the complete set of FSA’s business
requirements. These requirements have been analyzed in coordination with the FSA Security
and Privacy Technical Architecture Vision. Activities during this phase also focused on close
coordination with FSA’s ongoing Data Strategy initiative particularly for the enterprise
direction related to standard student identification method (SSIM), web services, enrollment
and access management, technical strategies, web usage and integrated technical architecture.
The technical requirements also incorporate Federal standards and policy guidance for e-
authentication. The ED PIN should undergo a credential assessment to ascertain its specific
level related to the e-authentication guidance.

The capacity analysis utilized actual and projected Title IV program applicants to determine
hardware infrastructure needs. The ED PIN system does not have any critical infrastructure
requirements beyond its current implementation on the FSA integrated technical architecture
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for the 2004 - 2005 school year. The capacity analysis provides infrastructure recommendations
for both peak and off-peak transaction processing requirements. ED PIN transactions are
expected to grow at an annual rate of approximately 25% for the next 6 years. Capacity
projections will need to be re-examined upon completion of the re-engineered ED PIN system.
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APPENDIX B - DEFINITION OF TERMS

Acceptable Risk - A concern that is acceptable to responsible management, due to the cost and
magnitude of implementing security controls.

Accountability - Property that allows the ability to identify, verify, and trace system entities as
well as changes in their status. Accountability is considered to include authenticity and
non-repudiation.

Adequate Security - Security commensurate with the risk and magnitude of harm resulting
from the loss, misuse, or unauthorized access to or modification of information.

Authentication - Security measure designed to establish the validity of a transmission, message,
or originator, or a means of verifying an individual’s authorization to receive specific
categories of information.

Availability - Assurance that information, services, and IT system resources are accessible to
authorized users and/or system-related processes on a timely and reliable basis and are
protected from denial of service.

Component - An IT assembly, or part thereof, that is essential to the operation of some larger IT
assembly and is an immediate subdivision of the IT assembly to which it belongs, (e.g., a
trusted guard, biometrics device, or firewall would be a component of a computer
system).

Confidentiality - Assurance that information in an IT system is not disclosed to unauthorized
persons, processes, or devices.

Configuration Management - A family of security controls in the management class dealing
with the control of changes made to hardware, software, firmware, documentation, test,
test fixtures, and test documentation throughout the life cycle of an IT system.

Contingency Planning - A family of security controls in the operations class dealing with
emergency response, backup operations, and post-disaster recovery for an IT system, to
ensure the availability of critical resources and to facilitate the continuity of operations
in an emergency situation.

Criticality /Sensitivity - A measure of the importance and nature of the information processed,
stored, and transmitted by the IT system to the organization’s mission and day-to-day
operations.

Data Integrity - Condition existing when data is unchanged from its source and has not been
accidentally or maliciously modified, altered or destroyed.

Designated Approving Authority - Official with the authority to formally assume responsibility
for operating a system at an acceptable level of risk. This term is synonymous with
designated accrediting authority and delegated accrediting authority.

Developer - The organization or individual that develops the IT system.

Environment - Aggregate of external procedures, conditions, and objects affecting the
development, operation and maintenance of an IT system.

Exposure - A measure of the potential risk to an IT system from both external and internal
threats.

External System Exposure - Relates to: (1) the method by which users access the system, (e.g.,
dedicated connection, intranet connection, Internet connection, wireless network), (2)
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the existence of backend connections to the system and to what the backend systems are
connected, and (3) the number of users that access the system.

Firmware - Program recorded in permanent or semi permanent computer memory.

Identification - The process of ascertaining an individual’s identity or confirming that the
purported identity is correct. Identification relies on one or more of three factors:
something an individual has, something an individual knows, and something an
individual is (such as signature or biometric attribute).

Identification and Authentication - A family of security controls in the technical class dealing
with ensuring that users are individually authenticated via passwords, tokens, or other
devices, and that access controls to the IT system are enforcing segregation of duties.

Individual Accountability - Requires individual users to be held accountable for their actions
after being notified of the rules of behavior in the use of the system and the penalties
associated with the violation of those rules.

IT Security - Information operations protect and defend information and IT systems by
ensuring their availability, integrity, authentication, confidentiality, and non-
repudiation. This includes providing for restoration of IT systems by incorporating
protection, detection and reaction capabilities.

IT System - The set of agency information resources organized for the collection, storage,
processing, maintenance, use, sharing, dissemination, disposition, display, or
transmission of information. Categories of IT systems are major applications and
general support systems.

Integrity - Assurance that information in an IT system is protected from unauthorized,
unanticipated, or unintentional modification or destruction. System integrity also
addresses the quality of an IT system reflecting the logical correctness and reliability of
the operating system; the logical completeness of the hardware and software
implementing the protection mechanisms; and the consistency of the data structures and
occurrence of the stored data.

Internal System Exposure - Relates to the types of individuals that have authorization to access
the system and the information the system stores, processes, and transmits. It includes
such items as individual security background assurances and/or clearance levels, access
approvals, and need-to-know.

Logical Access - A family of security controls in the technical class dealing with ensuring that
logical access controls on the IT system restrict users to authorized transactions and
functions.

Non-Repudiation - Assurance the sender of data is provided with proof of delivery and the
recipient is provided with proof of the sender’s identity, so neither can later deny having
processed the data.

Operational Controls - Controls that address security mechanisms primarily implemented and
executed by people (as opposed to systems).

Residual Risk - Portion of risk remaining after security controls have been applied.

Risk - The net mission impact considering: (1) the probability that a particular threat-source will
exercise (accidentally trigger or intentionally exploit) a particular IT system vulnerability
and (2) the resulting impact if this should occur. IT system-related risks arise from legal
liability or mission loss due to: (1) unauthorized (malicious or accidental) disclosure,
modification, or destruction of information, (2) unintentional errors and omissions, (3) IT
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disruptions due to natural or man-made disasters, and (4) failure to exercise due care
and diligence in the implementation and operation of the IT system.

Risk Assessment - The process of identifying the risks to system security and determining the
probability of occurrence, the resulting impact, and additional safeguards that would
mitigate this impact. Part of risk management and synonymous with risk analysis.

Subsystem - A major subdivision or component of an IT system consisting of
hardware/software/firmware that performs a specific function.

System - A generic term used for briefness to mean either a major application or a general
support system.

System and Data Integrity - A family of security controls in the operations class dealing with
the logical correctness and reliability of the operating system, the logical completeness of
the hardware and software implementing the protection mechanisms, and the
consistency of the data structures and occurrence of the stored data.

User - Person or process authorized to access an IT system.

Vulnerability - A flaw or weakness in system security procedures, design, implementation, or
internal controls that could be exercised (accidentally triggered or intentionally
exploited) and result in a security breach or a violation of the systems security policy.
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APPENDIX C: ED PIN Transactions per hour at peak (Projected Volume) January 2002 - April 2003

N o . . Pin DB Peak
L A TG s Business Process Pin DB. via hour Jan Feb Mar Apr May June | July Aug | Sept | Oct | Nov | Dec Jan Feb Mar Apr May June July
Growth website q
Directly range
Batch
Direct Loan Servicing Registration (also Process flexible | 5000 | 4,900 | 4,800 | 4,800 | 4,800 | 4,800 | 4,800 | 4,800 | 4,800 | 4,800 | 4,800 | 4,800 | 5500 | 5390 | 5280
Web Site including EBPP/EC includes eCRM) Flex w/time ! ! ! ! ! ! ! ! ! ! ! !
of the day
Authentication X 12-2pm | 1,250 | 1,758 | 1,065 | 5,692 | 5,680 | 5,630 | 5883 | 5848 | 5622 | 5711 | 5754 | 5494 9375 8626 9478
eCRM VRU Pin Authentication X 12-2pm 1,044 999 951 753 736 765 898 840 682 807 800 774 1149 1099 1046
Consistent Answers Registration X N/A 62 72 87 87 72
Authentication 524 600 733 733 600
fetgiircxzisol;;)rtal Release 2 (traffic Registration N/A N/A N/A
Authentication
STAN - Perkins (only additional Registration X N/A 2 2 3 6 6 4 2 2 2
growth) **
Authentication 13 16 23 46 46 30 13 13 13
STAN - FFEL (only increase traffic) ** | Registration X N/A 0 0 0 1 2 3 0 0 0
Authentication 0 0 2 7 20 27 3 0 0
STAN - Direct Loan Consolidation Registration X N/A 0 0 0 1 4 5 4 2 2
(only increase traffic)**
Authentication 1 0 3 12 33 38 30 19 15
STAN - Direct Loan Origination (only | poicration X N/A 0 4 8| 16 2| 1 2 0 0
increase traffic) **
Authentication 0 33 67 133 267 117 17 0 0
Single sign-on Registration N/A N/A N/A
Authentication
iﬁf(essﬁ /%IXCI};;‘CJCZE,ZO /Student Registration X 4-7pm
Authentication
?ﬁi;;ﬁ;iﬁﬁgam (only Registration N/A N/A N/A 0 0 0 1 4 5 4 2 2
Authentication 1 0 3 12 33 38 30 19 15
Direct Loan Origination (only Registration X 1-5pm 0 1 3 5 3 2 2 0 0 0 0
additional growth)**
Authentication 2 8 25 45 25 16 13 4 4 4 4
Total Projected transactions Registration 0 0 0 2 6 13 28 53 33 13 70 78 87 87 72 0
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o ipe . . Pin DB Peak
Hiatencie PRl ohy il ional Business Process Pin DB. via hour Jan Feb Mar Apr May June | July | Aug | Sept | Oct | Nov | Dec Jan Feb Mar Apr May June July
Growth website Directly range

for future applications

Authentication 1,044 999 951 769 788 870 | 1,134 1,283 956 915 | 1,389 | 1,422 1,886 1,836 1,650 0
High Volume Business Processes

A B T < it Registration N/A | 2306 | 1,688 | 1,034 | 1182 | 973 | 1,311 | 1477 | 964 | N/A | N/A | 1,362 | 2,855 | 4541 | 3,765 | 2,397 | 1,971 | 2,427 | 3,308

from the Pin Database
Authentication N/A | 14,882 | 7,807 8,254 9,572 6,949 | 8,844 | 10,140 | 6415 | N/A | N/A | 5929 | 11,745 | 21,467 | 20,016 | 15,397 | 12,688 | 14,156 | 18,716

Low Volume Business Processes

Authentication Select N/A 259 142 180 160 121 169 256 125 | N/A | N/A | N/A 242 275 249 204 204 240 267
Create Request N/A 718 620 581 780 553 | 1,593 1,739 | 1,210 | N/JA | N/JA | N/A 1,795 3,066 2,792 2,483 2,349 2,635 3,573
Ers‘zfie/ Disable N/A 78| 63 60 64 | 33956 | 45 46| 28| N/A [ N/A | 36 63 70 62 55 66 61 62
Reissue N/A 114 84 62 49 48 72 80 53 | N/JA | N/A 47 78 120 162 118 89 97 116
Retrieve Pin N/A 4,885 | 3,538 1,806 1,453 1,444 | 1,794 2,309 | 1,588 | N/JA | N/A | 5477 | 3,714 7,398 6,607 | 4,083 3,277 3,139 3,870
Select Record N/A 6,797 | 6,512 | 15,343 4,726 3,548 | 4,813 5300 | 3457 | N/JA | N/JA | N/A 6,142 | 10,430 9,058 6,539 5,849 7,471 9,640
Update Address N/A 37 24 21 17 14 840 911 617 | N/A | N/A 587 1,128 1,468 1,359 1,193 1,154 1,305 1,852
Update Pin N/A 159 84 67 66 52 78 71 48 | N/A | N/A 96 87 118 117 93 86 87 100
Check Request N/A 1,913 | 5,660 | 14,365 1,172 921 | 1,251 1,445 942 | N/A | N/A | N/A 1,320 2,349 2,215 1,496 1,382 1,883 2,203

Total number of transactions

that the PIN database is expected to Registration 2,306 | 1,688 1,036 1,188 986 | 1,339 1,530 997 | N/A | N/A | 1,440 2,942 4,628 3,837 2,397 1,971 2,427 3,308

handle in an hour (at peak)
Authentication 15,881 | 8,758 9,023 | 10,360 7,819 | 9978 | 11423 | 7,371 | N/JA | N/A | 7,351 | 13,631 | 23,303 | 21,666 | 15397 | 12,688 | 14,156 | 18,716

Note:

Existing Hits on the PIN Database come from the following applications: FAFSA 6.0, eCB, eServicing, NSLDS, STAN, and Direct Loans

Collective projections made by various client systems differed significantly from the actual results (in purple sections).

** Some of the application team could not provide the total growth - thus total growth was calculated using the standard formula.

Assumptions:

1. Some of the application team could not provide the total growth - thus total growth was calculated using the following formula. From the spreadsheet that Nina provided we have the existing hits to the pin
database. We need to find the future growth (hits) to the pin database. The following formula was applied to calculate the transaction per hour.

-Traffic per month is available from Nina's spreadsheet.

For example say 1250 is the existing traffic for a month.

-Traffic growth = projected pin users - existing traffic

Traffic growth example: 1875 - 1250 = 625

-Assuming that the application is highly used 20 days a month and 15 hours each day (to get higher number of transactions) 20 days * 15 hours = 300 hours
-Transaction per hour (only growth) = Traffic growth / Number of hours
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= 625 transactions / 300 hours
= 2 transactions per hour

2. FAFSA 7.0 volume is calculated by using the following formula:

This formula was derived in a meeting with Nina, NCS, and ITA.

For Authentication:

Total Existing Hits from the Pin Database * 85% (assumed distribution) * (1 + 50% (assumed growth rate)
= Projected volume

For example: February growth volume = 14882 *85% * (1 + 50%) = 18975

For Registration:

Total Existing Hits from the Pin Database * 60% (assumed distribution) * (1 + 50% (assumed growth rate)
= Projected volume

For example: February growth volume = 2306 * 60% * (1 + 50%) = 2075
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