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Extracted View of the FFELP Prom Note Process Using Digital SignaturesDigital
Signature

Student Lender/Originator/Servicer

Student receives award package from
School on-line, including certification
request application instructions

Student accepts (or declines) the award
package on-line

Process
 Milestones Certificate Authority

If award is accepted, the school assists
the student select a lender

Student completes Lender OLA process

Lender provides electronic signature page

Student chooses appropriate digital
signature

Student e-signs and hashes prom note
and sends to lender

Lender saves application with prom note
information

CA verifies student SSN
and DOB in certificate
and ensures certificate has
not been revoked

If signature is validated, Lender saves
student’s encrypted hash along with hash and
encryption algorithms

Lender images and hashes prom note and
sends web page to student confirming
application is/will be processed

Student receives confirmation of prom note
and either prints the web page or requests a
paper copy from the lender

Educational 
Institution

School receives a daily
file of results of guarantee
(Common Line Release 4
Response File)

Student receives digital certificate from
ID proofing authority

Receives FFEL funds Student receives any additional
funds from School

Guarantor receives
dispersement record

form Lender

Lender disperses funds and sends
dispersement record to guarantor

Identification Proofing

Student completes digital signature
application and delivers the form to the
ID Proofing Authority ID Proofing Authority

confirms identity of
student and requests
certificate from CA

CA receives
certificate request
and builds certificate
for ID Proofing
Authority

ID Proofing Authority
receives issued
certification from CA and
forwards certificate to
student

School drafts letter
informing student of
digital certificate
opportunity

Student directed to Lender website
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CA issues certificate
for ID Proofing
Authority
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and
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Aid Application

Guaranty Agency

Loan
Repayment

Upon default, Lender sends total
package electronically to guarantor

Dept of
Education

Guarantor sends
information to ED

electronically

ED uses
electronic
copy for

collection

Student enters repayment process


