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1. INTRODUCTION TO RECORDS MANAGEMENT

1.1 The Need for Records Management
According to Federa law (44 U. S. C. 2901), records management is.

the managerial activities involved with respect to records creation, records maintenance and
use, and records disposition in order to achieve adequate and proper documentation of the
policies and transactions of the Federal Government and effective and economical
management of agency operations.

The primary purpose of records management is to manage the risk and cost created by an
organization’ s information whether it bein eectronic or physical form. Any type of business document
can be classified asarecord. Onceit is designated arecord, the document is managed by the
organization, not the creator. Thisisthe primary difference between document management and
records management. Records are owned by the organization, not the individua who created them.

Records management must be done because it makes sense from an economic and efficiency
standpoint; it enables the Office of Student Financid Assstance (SFA) to fully document its actions and
decisgons, and it isrequired by Federd statute and regulation.

Records generdly go through alife cycle: creation, maintenance and use, and dispostion Effective
records management involves the coordination of al life cycle phases. Digposition does not necessarily
mean to destroy. Dispodtion is any action which can take place when arecord is no longer required for
maintenance and use.

Records dispostion isacritical ement of records management. All records must be scheduled on an
officid records dispostion schedule. NARA issues the General Records Schedules for records that are
common to most agencies. It is the respongbility of each Department or Agency to schedule the
records that are specific to their functions and programs. Therefore, SFA must assembleits own
schedule. A sound records disposition schedule dlows for the archiving of records that are not needed
for current business, in addition to the destruction of temporary records or the transfer of permanent
records to the National Archives.

Each Department or Agency must have a records manager who coordinates al records management
activities. However, records management is the respongbility of al employees. An effective records
management program involves a strong directive that includes training employees and publicizing the
program. When properly implemented, records management ensures that: complete records are
maintained, records can be located when needed, vitd information is properly safeguarded, better
management decisions can be made, and legd risks are minimized.
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1.2 Electronic Records Management Systems

1.2.1 DoD 5015.2

The U. S. Department of Defense developed the DoD 5015.2 standard with the endorsement of the U.
S. Nationa Archives and Records Adminigtration (NARA). The stlandard mandates that al
Department of Defense' s éectronic records management systems (ERMS) must be in compliance with
the DoD 5015.2 standard. The standard lists 127 mandatory requirements and 48 optional
requirements. The Department of Defense issued the standard in 1997 and NARA'’ s endorsement was
received in 1998. In October 2000, arevision to the standard was proposed. Thisrevision iscurrently
going through a public comment phase.

1.2.2 System Components

Electronic records management systems often include document management components in addition to
the records management functions they support. These components can be divided into the following
aress.

Document Input — The ahility to add documents to the system whether it is through imaging paper or
the importing of dectronic files.

Document M anagement — Facilitates the retrieval and management of dectronicaly stored
documents through the use of indexes, version control, access control.

Records M anagement — Manages the risks and costs associated with the organization’ s information.
Changes the ownership of a document from the individua to the organization. Records management
indudes the dlassifying of documents and the disposition of documents.

Wor kflow— Workflow systems are designed to automate business process. They dlow for more
efficient business practices as the systems define routing and processing schemes.

Search and Retrieval — Full text searches in addition to the standard indexed search are available to
locate documents and information in the system.

Storage — All documents are stored in a central repository for the organization. The repository can be
megnetic sorage, CD, DVD, or other optica disk. Documents may be archived and stored offline for
later retrievd.

Publishing — The publishing component dlows for the output of documents from the sysem. This
incorporates Smple printing tasks along with eectronic publishing to the Internet.

Records Management Handbook.doc 2/23/01
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2. DETERMINING WHICH DOCUMENTS ARE RECORDS

2.1 Definitions
The basic definition of a Federd record can be found in 44 U.S.C. 3301:

all books, papers, maps, photographs, machine-readable materials, or other documentary
materials, regardless of physical form or characteristics, made or received by an agency of
the United States Government under Federal law or in connection with the transaction of
public business and preserved or appropriate for preservation by that agency or its
legitimate successor as evidence of the organization, functions, policies, decisions,
procedures, operations, or other activities of the Government or because of the informational
value of data in them.

Agencies generdly have awide variety of non-record items as well as persond papers.
Non-record materials are:
1. Extracopiesof documents preserved only for convenience of reference.

2. Stocks of publications and of processed documents. Each agency needs, however, to create
and maintain record sets of processed documents and of publications, including annua and
specia reports, special studies, brochures, pamphlets, books, handbooks, manuds, posters,
and maps.

3. Library and museum material made or acquired and preserved solely for reference or exhibition
pUrposes.

Persond papers are documents that belong soldly to an individua and are not used in the conduct of
Government business. They relate to an individud’ s persond or private affairs and are not the property
of the Government. They may comment on Government or agency functions, such asadiary, aslong
they are not used in the conducting of Government business.

2.2 Working Papers

It is not uncommon for individuas to consder the filesin their desk drawers to be working papers.
According to NARA, working papers consst of documents “such as rough notes, calcul&tions, or drafts
assembled or created and used to prepare or andyze other documents.”

A digtinction must be drawn between supporting documents and working papers. Generally aworking
paper may become arecord if it documents the development of a program. If the document duplicates
information that is documented elsewhere, it is not necessarily arecord.
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Supporting materias are not working papers. Supporting materids are documents that are necessary to
subgtantiate the find document or decison trail. Supporting materids are part of the officia record.

For example, adraft that is circulated for review and comment isarecord. A draft that is prepared by
an individua for their use while writing, and is not shared with colleagues is most likely not arecord.

Working papers are not the same as persona papers because by definition they relate to Government
business. While aworking paper may be for the exclusve use of an individud to complete their work; it
isstill Government property and is subject to the Freedom of Information Act (FOIA). Under FOIA,
even non-records may need to be produced upon request.

Aslong as aworking paper does not become arecord, it can be destroyed once it is no longer needed.

2.3 ldentifying Records

A record is the documentary evidence of SFA’s actions, policies, commitments, and interests. It can be
in any form. Documents and materia that show evolution may become part of the record. For
example, drafts of policy statements or drafts of reports are records because they illustrate how the fina
product was created.

Records may be dectronic information. Data contained in computer database gpplications may aso
congtitute arecord. That data must be preserved. Certain reports generated from this data may not be
reproducible because of the nature of the data. Those reports must then be preserved because they are
records. An example, balance sheets generated by accounting systems usually cannot be reproduced.
A baance sheet is arepresentation of amoment in time. Also, reports produced by systems which no
longer exist should be retained as a record.

|dentifying whether something isarecord isbasicaly atwo step process. Firg, the nature of the
information must be determined. If the information contained in the document or materid gives evidence
of SFA’s actions, policies, commitments, and interests, it may be arecord. Second, if it is determined
that the materia may be arecord, then its use and role in the office must be determined. For example, if
an office has custody of the origina or uses the materia in some action, then it isarecord. If an office
merely has a copy of the materia for convenience, it is not arecord.

The following isadetailed ligt of conditions that apply to records. If any one of these istrue, then the
document may be arecord.

1. Thematerid documents or facilitates agency actions, formulation of policies and decison,
directives.

2. Thematerid protects Government and individud rights and interests.

3. Thematerid provides information required by Congress.

4. The materid has adminidrative, fiscd or legd vadue.

4
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The materid has higtoricd informationd or evidentid vaue.

The materid has programmatic vaue.

The materid is required to operate programs or provide program support functions.
Statute or legidation mandated the materid.

The materid supportsafinancia or legd claim or obligation.

10 The material was created or received in the conduct of Government business.

11. The materiad wasfiled, stored or otherwise systematically maintained by SFA.

12. The materid is gppropriate for either permanent or temporary preservation.

© 0N U

If any of the above conditions are true, then one of the following must also be truein order to have a
record.

Your office created it.

Y our office acted on it.

Y our office received it for action.

Y our officeis the designated custodian.

Y our office needsit to document its activities or decisons.

s owbdpE

In summary, if one condition from the first list and one condition from the second ligt are true, thenitisa
record. Please refer to figure 2-1, which illustrates this process in greater detall.

3. RECORDS RETENTION SCHEDULES

3.1 Categories of Records

Once adocument is identified as arecord it must be further categorized so it can be properly disposed
of. All Federd Government documents fall into two generd disposition categories. temporary or
permanent.

The vast mgority of recordsin the inventory of the Federd Government can be classfied astemporary
records. Temporary records are normally destroyed after afixed period of time or attached to a
specific event. For example, once a contract is closed, it can be destroyed after a certain number of
years.

Some documents in the Federd inventory can be classified as permanent records. For adocument to
be classfied as a permanent record, it must have historica worth or other vaue to the Federd
Government. When arecord is classified as a permanent record the Federa Government must
preserveit.
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Identifying SFA Records

Is any of the
following true?

ﬁe material is mandated by statute or legislation.

support functions.

business.

The material documents:
= SFA actions

= SFA directives

The material has programmatic value.

The material supports a financial or legal claim or obligation.
The material is required to operate SFA programs or provide program

The material was created or received in the conduct of SFA or government

- Formulation of SFA policies and decision

- Board, Committee, or Staff Meeting Notes
The material protects government and individual rights and interests.
The material provides information required by congress.

The material has administrative, fiscal or legal value.
The material has historical informational or evidential value.

The material was filed, stored or otherwise systematically maintained by SFA.

\

The material is appropriate for either permanent or temporary preservation./

Are you
or your
organization

No

the custodian, i.e.
creator or
sponsor of
the record

/

Any final product related to SFA’s
administrative, enforcement, or regulatory
policies and activities

OFFICIAL RECORDS

\

Examples of final products include:
= Decision papers
= Memoranda
- Letters
* Films
= Data Files
= Models
= Reports
= Publications, etc.

Supporting materials sufficient to document
and/or explain the document trail/decision
making process for administrative, legal, final,
programmatic, and historical purposes. May
include drafts, annotations, reports, raw data,

meeting minutes, and telephone logs

Note: Official records may be originals or

Qpies of original documents.

Y

Did
you comment or
take action on
e record’

Yes

Is
retention of this
version of the

Figure2-1

No

( PERSONAL PAPERS \

Diaries and journals not
prepared for transacting
government business

Papers accumulated by an
official before assuming
office

Privately purchased books
and publications that do not
relate to SFA business

Records related to private
personal matters kept at an
office for convenience

Presentations or papers of a
professional nature not
representing SFA opinion or

Qolicy _/

Does
the material
consist of non-official or
private information which
pertains solely to an individual's own
affairs and does not relate to or
have an effect upon the
conduct of SFA

/ NON-RECORD \

Materials that do not contribute to an
understanding of SFA operations or
decision making processes

Materials that have no substantial
programmatic value

Exact extra copies of official record
documents retained elsewhere that
serve as:

= Convenience copies kept solely
for ease of access and
reference

= Information/Reference copies of
records sent to individuals or
offices interested in but not
acting on a matter

= Technical reference documents
needed for general information
but not properly part of the

\ office’s records j
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3.2 Life Cycle of Records

The retention status of arecord relates to the third phase of the record lifecycle, the Disposition phase.
Theremainder of this section will discuss the disposition of federd records.

3.3 Disposition

Dispostion isthefind action regarding arecord. Thefind action may be the destruction of arecord.
Digpogtion is the key phase of arecord slife cycle. All records must have a defined digposition. When
arecord reachesthe end of itslife, itsfate is determined by the instructions set forth in the records
schedule.

3.3.1 Types of Disposition

Once SFA deems that arecord is no longer needed to conduct business, the record has entered the
disposition phase of the lifecycle. During this phase of the lifecycle, the record is under the control of the
formal, approved records schedule. There are three types of dispositions that a Federa record can
undergo.

1. Dedruction
2. Transfer custody to NARA
3. Transfer to another Federa Agency

Usudly records are sent to an agency or aNARA records center for storage. This retention period is
defined in the records disposition ingructions contained in the schedule. In the case of dectronic
records, they would be stored off-line on some form of mediain a secured environment.

The firdt type of digposition involves temporary records. Temporary records are destroyed after being
retained for afixed period of time. Thisretention period may be many yearsin length. Note that while
arecord may bein storage at a NARA records center, the record gtill remains the property of SFA.

The second type of disposition involves permanent records. Records that are of hitorical vaueto the
United States will be transferred to the Nationa Archives of the United States. Once a permanent
record istransferred to NARA,, it becomes the property of NARA. Thisisthe only time when NARA
takes ownership of arecord.

The third type of digoogition involves trandferring the record from one Federal agency to another. In
certain circumstances, arecord may be held by one agency but actudly belong to another agency.
Examples of this are personnel records. The Officia Personnd Folders (OPF) will be in the custody of
the employing agency, but ownership remains with the Office of Personnd Management (OPM).

3.3.2 Records Disposition Program

Records Management Handbook.doc 2/23/01
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A records disposition program should incorporate three primary objectives. Thefirst objectiveisthe
prompt disposal of temporary records. These records should be disposed of when the authorized
retention period has expired. The next objective should be the timely and systematic transfer of records
to an economic, environmentaly-safe sorage facility. The records stored in thisfacility are generdly no
longer needed for use in the office of origin but are not ready for find dispostion. The third objectiveis
the identification and transfer of permanent records to the Nationd Archives of the Unites States. The
GRS and the DoEd records schedule are the tools that are used to accomplish these tasks.

NARA issuesthe Generad Records Schedule (GRS) for genera Government use. The GRS contains
the dispogition ingtructions for records that are common to most agencies. The GRS disposition
authorities are legaly mandatory, and agencies are required to apply the GRS to the broadest extent
possible.

The Department of Education is responsible for developing its own records schedule for records that
are not in the GRS or are unique to the Department and its programs. Thisisrequired by NARA
regulations. The Department is aso required to schedule the records for a new program within one year
of implementation. DoEd must aso review its schedule on an annua basis and mugt revise its schedule
within Sx months after NARA issues a change to the GRS unless NARA grants an exception. SFA
should scheduleits records as a part of the DoEd’s schedule. Any SFA records that are not included in
the DoEd schedule must be added to the schedule.

3.4 Basic Steps In Developing a Records Schedule
There are eight basic steps in developing a quality, comprehensive records schedule.

1. Review the functions and record keeping requirements of DoEd

Inventory the agency files. Thisinventory should include both records and non-record
meateria

Evauate records and determine whether they are temporary or permanent records.
Draft dispogtion ingtructions

Organize the draft schedule and clear it interndly

Obtain necessary approva from NARA and GAO asrequired by law

Implement the gpproved schedule

Review and update the schedule periodically as required by law

N

0O N U AW

Developing SFA records schedules requires coordination among SFA management personne and staff,
DoEd Records Manager, DoEd Office of Generd (OGC), and NARA and other agencies. When a
record needs to be scheduled, an SF 115 must be completed by the requesting office. The SF 115is
submitted to the DoEd Records Manager who coordinates the remaining approval process with NARA
and other agencies.
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4. WHAT TO DO WHEN A RECORD DOES NOTAPPEAR ON A
SCHEDULE

4.1 Reasons why a Record is not Scheduled

There are a severa reasons why arecord does not appear on either the GRS or the DoEd schedule.
Firg, the record is not common to al Government agencies so it is not on the GRS.  Second, DoEd and
SFA may have new programs whaose records may not yet have been scheduled. And third, an error
was made in not scheduling a particular record.

Whatever the reason may be, it isimportant to note that athough agencies may recommend a particular
disposition, it is NARA who determines and approves the fina disposition.

4.2 What to do if a Record is not on a Schedule

Before creating the records schedule, an inventory of al documents must firgt take place. During the
inventory, records are separated from non-records and persond papers. SFA must then identify those
records that are unscheduled.

SFA creates a records schedule based on specific SFA records. While creating the records schedule,
the DoEd records schedule dong with the NARA General Records Schedule should be used for
guidance or reference. When a specific record does not appear on either schedule, then an SF 115 —
Request for Records Disposition form must be completed. The SF 115 is used for scheduling records
for disposd, to change their retention period, and for scheduling records as permanent records. The SF
115 is aso used to convert unscheduled or permanent records to microform and then destroy the
originds. An SF 115 isnot required if the originas to be converted to microform are dready
scheduled.

After the SF 115 is completed, the records manager for DoEd must obtain clearances from the Channel
or program offices. The DoEd Records Manager would coordinate the request with NARA. In
addition, approvd by the Genera Accounting Office (GAO) might need to be obtained.

There are three genera reasons why GAO approva may be necessary.

1. Adminigtrative records are being proposed for retention periods shorter than those approved by
GRS 2 through GRS 10.

2. Program records have a proposed retention period of lessthan 3 years, and

3. They arerecords relating to clams or demands by or againgt the Government.

If any of these reasons apply, the DoEd would then request approva from the GAO aswell as
submitting the SF 115 form to NARA.. These actions would a so be coordinated by the DoEd Records
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Manager. While GAO approva is pending, NARA will continue to process the SF 115 form, but will
withhold acceptance until it receives GAO' s written gpproval.

4.3 Instructions on how to complete SF 115

The basic ingructions for completing a SF 115 include providing the name of the organization, the
contact name and phone number, and the SFA representative’ s certification. 1n addition, schedule items
and sub-items must be numbered in sequence, describing each item dong with its disposition, and
indicating for each item and sub-item the previous GRS or SFA schedule number if applicable. Once
completed two copies must be submitted to NARA. Attachment E contains a blank SF 115 along with
its detailed indtructions.

Describing each record dong with its digposition is very important to the process of completing an SF
115. The description must be clear and concise in order for NARA appraisers to make appropriate
decisons on arecord’ s digpostion. The following are some guideines from Disposition of Federal
Records — A Records Management Handbook published by NARA:

Describe and title a series or system by the subject or function

Consider usng asingle schedule item to cover severa closdly related temporary seriesif the
records will have the same retention period. If not, then subdivide the schedule item
Describe dl input records, dl information recorded on eectronic media, dl output records,
the documentation associated with the system, and any related indexes. Provide each of
these listed above with a particular retention period

Identify each potentialy permanent series as a separate schedule item

Explain any sampling criteria and procedures for sdlecting files within a series for permanent
retention

Identify any reports as satistical or narrative and indicate their frequency

Describe correspondence files more precisely as “program subject,” “reading,” or the like
Ingteed of just using form numbers, use “formsreaing to”. Otherwise, changing form
numbers can void disposition authorization

Also, any additiona information associated with each item being described should be provided to
NARA for their review. SFA should assess the value of the record, describe its functions, indicate
duplication of content, and document the association between the content and information maintained
elsawherein SFA or the Department of Education. Also, if the series supports a Privacy Act system of
records, this should be noted as well.

For permanent records the SF 115 would include:
Theinitid date

Arrangement and total volume of each scheduleitem
The current organizationdl location of each series and system

10
Records Management Handbook.doc 2/23/01



S-A HQ Records

Task Order GSA-4692-18 Management Handbook

Trandfer date and annuad accumulation of recurring records

Any regtrictions congstent with the Freedom of Information Act that are to be imposed by
NARA

If nonrecurring records are being described in the SF 115 for immediate destruction or transfer to the
Nationd Archives, then indicate both volume and inclusive dates, as well as any applicable NARA

records center accession and box numbers. Figure 4-1 shows an SF 115 that has been completed and
approved.
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Figure4-1

4.4 Other Considerations on Completing the SF 115

One SF 115 can cover the entire SFA, or it can include records from individual Channdls within SFA.
SF 115s can be submitted by record type or other organizationa method. However, the SFA must
schedule dl of the records, regardiess of how many SF 115s are submitted.

Since SFA isapart of the Department of Education, it should gpply the DoEd schedule to their records.
Where modifications or additions are required, SFA must submit an SF 115. While SFA may not
samply apply their records to another agency’ s Records Schedule, they may, however, use that
Department’ s records schedule as amodel in developing their own.

If anew department or new agency is formed and assumes the previous functions or processes from a
different agency or Channd, the new entity has 2 years to schedule those records and to submit an SF
115to NARA.

4.5 What Happens After the SF 115 is Submitted to NARA

Once the SF 115 is submitted to NARA for review and gpproval, NARA reviews it for completeness
and accuracy. It might be necessary for NARA appraisers to consult with the DoEd Records Manager
about the records. NARA appraisers may request copies of the physicd record or vidt an SFA facility
or records center to examine these records. After al reviews have occurred, NARA may decide to
approve the request or regject the request. If gpproved, NARA would send SFA a copy of the
approved SF 115 and, if necessary, aletter explaining any specia steps required to preserve the new
record or change the schedule. If rgected, NARA would return the original SF 115 to the SFA with a
letter requesting the revisions needed. In most cases, NARA gpproves the considered opinion of the
requesting agency, unlessit isin conflict with other schedules or established records management
guidance.

5. FILE PLANS

Thefoundation of a solid records management program is agood file plan. File plans alow for the
rapid retrievd, use, and disposition of records. It should be smple, structured, and flexible. It givesan
organization uniformity and helps to dleviate ambiguity and confusion.

In developing afile plan three levels of requirements should be kept in mind:

Agency requirements — Provides the overall framework of policies and procedures

Program requirements — Addresses the types of records that document SFA’s activities
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Series specific requirements — Covers the way the information is maintained
A file planisaliving document. It should be reviewed and updated on aregular basis.

5.1 Record Series
The cornerstone of afile plan is the record series. Business processes generally drive the organization

of arecord series. In someingtances it may be preferable to identify like documents as a serieswhilein
other instances a case file approach may be preferable.

A record seriesis agroup of documents or records kept together because;

They relate to a particular subject or function

Result from the same ectivity

Document a specific type of transaction

Teke aparticular physical form

Have some other relationship arising out of their creation, receipt, maintenance or use

5.2 Developing File Codes

File codes are numbering conventions used to abbreviate lengthy filetitles. They give a coherent
organization to records and should map to the records schedule.

File codes can be organized in anumber of ways. Mot effective schemes use a combination of |etters
and numbersto identify arecord series. For example, CORR 351 could be a code that identifies
congressional correspondence. The code can be further refined if needed. For example, the 300 series
can indicate that it is congressond correspondence. The 50 may specify that it isfor the Senate. The 1
can indicate a committee.

The leve of detail required to develop file codesis a subjective matter. A balance must be made
between the organizationd need versus the adminigtrative burden necessary to maintain the plan. Once
the file codes are identified, each record series must be assgned afile code,

5.3 Steps towards development
The development of afile plan consgts of the following steps.

Determine what information is being kept, who has it, and whereiit is

Determine what information should be kept, who should have it, and where it should be kept
Separate records from non-record materias

Identify each record series, the components of the series, and its retention

dowbdhpE
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5. Assign file codes to each record series

6. RECORDS MANAGEMENT FUNCTIONS

Records management functions are those activities that guide arecord through itslife cycle. As
previoudy stated, the three basic stages that records go through are: Creation, Use/Maintenance, and
Dispogtion. All three stages of record management are interrelated and affect each other. Within each
stage there are various functions that must be performed to properly manage arecord. The following
information must be identified for proper management of the record throughout the stages:

Define how long they should be retained

For find dispostion, define whether they should be destroyed or archived

Define whether the records are of a sensitive nature so they can be properly protected
Define the appropriate access control so that the records can be properly maintained

Records management activities can be performed in a decentraized manner requiring individud offices
to enter and manage their own documents or amore centralized and formal process requiring document
submission through a Records Management Office.  In either case, records management demands that
documents are properly filed and classified so asto dlow system users the ability to effectively search
and retrieve their materid. Filing and classifying documents and records is the bedrock upon which an
effective records management program is built.

6.1 Creation Functions

In order to create arecord, adocument must first enter the sysiem. This document can either be a
scanned image, a document created dectronically, or areference to a physica document maintained
off-line. These records must be filed and classified in the dectronic records management system based
upon an etablished file plan. During classfication each record is assgned afiletag. Thefiletag refers
to thefile code in the file plan. Thefile tag provides the system with the records management
requirements for that record.

6.1.1 Document Profile Information

Metadata describes the information that is needed to index a document. Examples of metadata are
sociad security number, date, document type, and contract number. When creeting a record, metadata
isassgned o asto specificaly identify and index the item for search and refrieval. Thisindex isaso
known as the document profile. The more detailed and accurate the information provided in a profile,
the easier it isto search for and find a document. Profiles aso identify the document for scheduling
purposes. Accurate profiles ensure that the record is properly handled by the system. Prior to filing a
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document, the end user must determine the profile information for each document so that it can be
properly entered during the filing process.

6.1.2 Filing

Filing a document is not the same as saving it. The filing function passes control of the document to the
records management system. The records management system for SFA is DoD 5015.2 certified, and
provides sgnificant management control and security over the recordsfiled in the sysem. Filing begins
with the user placing a document in the system and adding the appropriate values for the assigned
metadata. The ERM S user’s guide will provide ingtructions for properly entering profile datafor a
record.

6.1.3 Classifying

Classfication requires the user to refer to the file plan in order to select the appropriate file code. This
selected file code applies the records management actions that will govern the record within the system.
Proper classfication of record under thefile plan dlows for the consstent gpplication of arecords
management program. Improper classification of records will result in the records being archived or
destroyed at the wrong time and could lead to potential lega jeopardy.

6.1.4 Security, Retention and Disposition Information

Records management systems approved by NARA require extensive security mechanisms. Access
controls are implemented based on document type, record status, and user roles and responsbility. In
addition to granting or denying access to view arecord, the system can also grant or deny accessto
selected information regarding arecord. For example, the Privacy Act governs control over the use of
socid security numbers. Only those individuas who have the authority to view socia security numbers
would be dlowed to see them.

When a document exceedsiits required retention period, the system will notify the appropriate records
management officia regarding its satus. The system will require an overt action before find disposition
can take place.

System—applied retention and disposition is based on the record type and its accompanying
classfication. Initia security provisons are defined at classification, but may be changed and refined for
arecord throughout its system life.

Systems designated as DoD 5015.2 compliant maintain detailed audit logs so that administrators can

routinely monitor user activity. Audit logs can consume substantial system resources. For this reason,
these features are configurable at a system, user, and document leve.

6.2 Maintenance and Use Functions
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6.2.1 Overview

It is during the maintenance and use stage of arecord's life that the search and retrieval functions are
performed. For those documents classified as officia records, changes to the record can not be made.
New versions of arecord may be created, but the origina record cannot be altered.

6.2.2 Search and Retrieval

Search and retrievd isthe most commonly used feature of arecords management system. The most
commonly used benefit of an ERMS isthe search and retrieva function. This capability alows end-
usersto quickly and easly retrieve documents by entering the appropriate metadatainto the ERMS
search-engine. The technology used in an ERMS aso provides the user with a powerful free-text
search capability. Asaresult, auser can search for arecord usng ether the profile information and/or
the content of the record. These systems provide for congstently high- performance document search
and retrievd even with millions of documentsin the repository. Given that profile searches are faster
than free-text searches, it isimportant to provide accurate profile information during the cregtion of a
record to ensure more efficient search and retrievd. If the correct profile information is not entered into
the system, then search and retrieva againgt that datawill be difficult.

6.2.3 Updates

The integrity of the record is of paramount important. Records stored in the records system cannot be
changed. If arecord must be changed then the old version is retained and anew record is created. The
old verson may be used as atemplate for the new; however, a no time will the records management
system dlow arecord to be overwritten with anew verson. Editing the contents of an officid record is
simply not possblein an ERMS.

6.2.4 Maintenance

Once the document isfiled into the repoditory it is under the control of the ERM S and the Records
Manager. The maintenance of the records is carried out automaticaly by the system and where human
intervention is required the records manager will perform the necessary maintenance and/or modify
system settings so the system performs properly. Maintenance functions include:

Monitoring and adjusting security settings
Backup of the system

Auditing sysem activities

Creating new profile templates
Monitoring system resources

6.3 Disposition Functions

Dispostion isthefind stage of arecord'slife cycle. Digposition provides for the archival and
destruction of records. Disposition ingtructions are applied automatically based on the type of record
defined during classification. Based on the classfication, the system retains the record in the repository
for the required time period, and then notifies the Records Manager that arecord is reedy for fina
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dispogtion. The system will not destroy a record without confirmation. In thisway, records are
retained and disposed of with confidence. Supporting audit logs ensure that SFA meetsits lega
obligations for retaining and disposing of records. Thisis aprocess that the end-user generdly does not

participate in or see.

7. BACKUP AND ARCHIVAL PROCEDURES

7.1 Backup Procedures

Electronic records management systems should provide the capability to create copies or backups of
stored records. Backups of stored records protect the integrity of system data from four possible
harmful events

Sysem falure
Operator error
Disaster

Willful destruction

Procedures in a comprehensive backup plan include:

Formulating plans and procedures for creating backups of al records. This should include
backup copies of both the record and metadata.

Consgtently following the established plans and procedures for conducting this activity.
Storing the backup in an offline storage facility

Providing standard practices for the recovery of records

Maintain audit logs to revert back to the previoudy established records Sate.

7.2 Archival Procedures

There are three basic archiva procedures or dispositions. Thefirgt isthe destruction of temporary
records, the second is the archiving of permanent records, and the third involves a change in dispostion
authority of arecord.

The destruction of arecord is based on aperiod of time stated in the retention schedule. Once the
temporary record exceeds the retention period, it is destroyed. Physical records are destroyed using
various means such as burning or shredding.  Electronic mediawill be destroyed by having their data
overwritten. The DoD 5015.2 standard requires that the data be overwritten seven times and so that
“virtud ashes’ areleft behind.

Permanent records are sent to a NARA approved records center or to the Nationa Archives of the
United States. Two generd criteria govern this procedure:

The relative importance of the record
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The transfer period

A changein dispogition will affect the archiving of arecord. Some records may experience achangein
filing requirements of a changein thefile plan. A record may have a digpostion date that is published in
aretention schedule. But that date may change because a request to keep that record in service longer
than anticipated origindly. An example of this Stuation is when an agency receives a FOIA request
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