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Overview of the SSO Reference Manual 
 
 
 
The SSO Reference Manual will serve as a knowledge base for the System Security 
Officers, functioning as a single repository of the information SSOs need to better 
execute their jobs, including information such as: 
 
§ SSO responsibilities 
§ Security policies and documents 
§ Information regarding each phase of the SDLC 
§ Security terminology glossary 
§ SFA security contacts 
§ Other pertinent information. 

  
 
The SSO Reference Manual will be accessible via the OCIO web page on SFANet.  The 
next sections will describe the material that is available on the web site. 
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Section descriptions 
 
 

1) Position Description 
 

This section will outline the main Roles and Responsibilities of a System Security 
Officer. The information currently located in the Reference Manual was extracted 
from a document that KPMG Consulting previously produced for SFA, entitled 
“Office of Student Financial Assistance Guide to Information Security and 
Privacy.”  Below is a screen shot of the current draft of the information: 
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2) System Design Life Cycle 
 

This section is broken down into 6 subsections, each describing a different phase 
of the SDLC.  Each phase contains a short description and a detailed description 
of the deliverables to be completed during the particular phase of the lifecycle.  
Also, the deliverable in each phase will be hyperlinked to other areas of the SSO 
Reference Manual containing pertinent guidance material for the SSO to complete 
each required item.  A screen shot of the Introduction section follows: 
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3) Security Documents 
 

In this section, we have gathered a surplus of security policy documents from 
NIST, Department of Education, OMB, NIACAP, and other agencies.  Each 
document has an introduction page (as seen below in the screenshot for NIST SP 
800-3), including a brief description, document date, a link to the actual PDF or 
MS Word file, and guidelines describing how to complete each document.  
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4) Personnel Security Process 

 
This section is currently under construction but will eventually contain 
instructions and forms for the SSO to follow and complete.  For example, each 
system requires all users to complete and sign a rules of behavior document 
indicating their understanding of the dos and don’ts pertaining to the system.  This 
section will contain all necessary forms as well as instructions for completing this 
task. 

 
5) Incident Response Process 

 
This section is currently under construction but will eventually include the 
procedure, useful forms, and contact information for reporting a security incident.  

 
 

6) SFA Security Contact List 
 

This section contains the most up-to-date information regarding contact phone 
numbers in SFA Security and Privacy.  A screen shot of the current draft of the 
information follows: 
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7) System Descriptions 

 
This section lists the current SFA systems, a brief description of the functionality 
of the system, and the current SSO associated with the system. A screen shot of 
the current draft of the information follows: 
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8) Glossary of Terms 

 
This section, aggregated from the NIST guidance, is a glossary of security 
terminology. The section is hyperlinked with a bar at the top that enables users to 
easily jump among related terms.  A screen shot of the current draft of the 
information follows: 
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9) Documents and Guidelines 

 
This section is currently under construction. This section will eventually have 
directions for completing security document criteria and will return a user to the 
same place listed in the “Document Guidelines” section of each document listed 
in the “Security Documents” section (#4 above).  


