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SINGLE SIGN-ON IPT

Summary of Key Requirements
• Solution needs to be web-based

• High level of availability

• Must integrate well with FSA PIN

• Enhanced “Security” is needed

• Reusable solution

• Must integrate with FSA systems:

• 39 business applications

• 26 IDs/credentials

• 26 enrollment processes

• Focus on CPS, NSLDS, COD, eCB and GAPS/FMS through the 
Schools Portal

. . . . We Now Know What We Need . . . . 
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IPT Achievements
l Provided an enterprise view

l Provided a single source document for FSA sign on 
requirements

l Provided potential options for solution approach

l Provided seamless transition to Phase II

l Completed Phase I on time and within budget

l Provided a forum for idea management – FSA channels 
are thinking along the same lines with respect to 
system access
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Scope

ENROLLMENT

Eligibility and approval 
for access to systems

CONFIDENTIALITY

Prevent access by 
unauthorized entities:
Encryption

AUTHENTICATION

Ensure identity belongs to entity who 
presented it: Knowledge of “key” (e.g. PIN)

IDENTIFICATION

Identify an entity:
Unique ID (e.g. user 
name)

AUTHORIZATION

Check permission of 
authenticated entity:
Prevent/enable action

NON-REPUDIATION

Ensure communication is undeniable:
Electronic signatures

TRUST
ENROLLMENT

Eligibility and approval 
for access to systems

CONFIDENTIALITY

Prevent access by 
unauthorized entities:
Encryption

AUTHENTICATION

Ensure identity belongs to entity who 
presented it: Knowledge of “key” (e.g. PIN)

IDENTIFICATION

Identify an entity:
Unique ID (e.g. user 
name)

AUTHORIZATION

Check permission of 
authenticated entity:
Prevent/enable action

NON-REPUDIATION

Ensure communication is undeniable:
Electronic signatures

TRUST

SCOPE OF SINGLE SIGN-ON EFFORT

Phase I IPT Scope does not include:
• Authorization
• Enrollment
• Non-Repudiation
• Confidentiality
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Modernization Architecture

FSA Workforce

Netsourced
Applications

StudentsSchoolsFinancial Partners

Person-to-Person
W W W

Internet

Middleware Architecture

FSA Portal

PhonePaper

Data Legacy Systems Data Marts
Modernized Common Transaction 

Systems

SINGLE SIGN ON - Security and Access Privileges

Single Sign-On Provides the 
“User Gateway” to FSA Systems
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Business

Requirements

Technical
Requirements

Systems with
existing sign-ons

Identify
Alternatives

$250K Funded

$TBD

($2.5MM Placemat)

5/17 - 12/06
Single Sign-on

Implementation for
Selected Systems

1/02 - 3/15
Single Sign-on
Requirements

Future

Future3/18 - 5/17
Single Sign-on

Design

$250K Approved

Solution
Development

Solution Test &
Implementation

Solution
Deployment

$TBD

Phase I Phase II Phase III Phase IV

$500K Business Case Approved

Solution Selection

Single Sign-On 
Design

Implementation Plan

Risk Assessment

Business Case for 
Implementation
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Coming in the Next 18 Months

December 2002: Single Sign-On for Schools and FFEL Partners

April 2002: Portal for Students and FFEL Partners

July 2002: Electronic Promissory Note for Perkins Loans

September 2003: NSLDS II – Single Data Feeds for FFEL Info, Supports Industry in 
Fetching Data for Real Time Needs

July 2003: Three Call Centers With Customer Records On-Line, Replace 13 Without

December 2002: Electronic Audit and Financial Statements for Schools

November 2002: Electronic Payment System for Lenders

September 2002: eSARS Complete the Paperless Origination Process for Students

August 2002: FAFSA EZ On-Line

April 2002: Common Origination and Disbursement System in Production
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Users, Systems and Credentials
Users

Four primary communities - Schools,
Financial Partners, Students, ED/SFA

Credentials
26 Usernames
29 Passwords

Systems
39 business applications

- System-centric Management of
Access Credentials

-  SFA Applications with Multiple
Access Points (DLSS, NSLDS)

- School users access up to 22 systems
- FP users access up to 16 systems
- Students access up to 10 systems
- ED/SFA users access up to 32 systems

- Schools use up to 18 credentials
- Financial Partners use up to 16

credentials
- Students use up to 8 credentials
- ED/SFA use up to 25 credentials

Select and 
Design FSA 

Single Sign-On 
Solution
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What Does This Project Mean to the AWG?
• Opportunity for AWG to participate in the IPT to provide input and 

gain perspective

• Opportunity to help select an FSA solution and help define a 
standard for identification and authentication

What Does the IPT Want From the AWG?
• Participation and input as an “Advisor” in the selection and design 

phase so that a true enterprise-wide view can be achieved

• Provide suggestions to define technical standards for identification 
and authentication

Summary


