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This document is intended to assist SSOs and contractors assess existing configuration management plans and determine its compliance with the Department’s IT Configuration Management Plan Procedures version 3.1.  If your system does not have a configuration management plan, this checklist may serve as a guide to help you develop the plan.  OCIO does not currently have a standard CM template. 

OCIO Configuration Management Plan Requirements

1. All FSA General Support Systems and Major Applications must create and maintain an IT Configuration Management Plan.  Individual’s responsible for configuration management of an FSA GSS or MA must use the Department’s IT Configuration Management Plan Procedures as a resource when developing a CMP for a GSS or MA.

2. A compliant Configuration Management Plan must contain the following:

· CM roles and responsibilities, 

· A configuration identification process, 

· A configuration control process, and 

· CM resources

The checklist included with this document identifies key compliance areas that should be addressed in a configuration management plan.

System Name:

Date:

Names and phone numbers of persons completing checklist: 

	IT Configuration Management Plan Assessment

	Roles and Responsibilities
	Completed
	Not completed, Justification

	3.1 – Is there a section on Roles and Responsibilities in the CMP?

	3.1.1 – Has the Chief Information Officer issued policies regarding CM?
	
	

	3.1.2 – Has the System Manager developed functional requirements for the system and verified that they have been implemented?  
	
	

	3.1.2 – Has the System Manager helped establish the CCRB?
	
	

	3.1.3 – Has a CM Manager been assigned and trained on the related duties? 
	
	

	3.1.4 – Has a CCRB been established and does it have clearly described responsibilities? 
	
	

	3.1.4.1- Has a chairperson been selected for the CCRB?
	
	

	3.1.5 – Does system documentation reflect the necessity of system users reporting any weaknesses identified in current versions of the hardware, software and components?
	
	

	3.1.6- Has it been determined if other officials, such as the SSO or CSO, have CM responsibilities related to the system?  
	
	

	3.1.6.1- If so, have the responsibilities of these officials been documented in the CMP?
	
	


	Configuration Identification Process 
	Completed
	Not completed, Justification

	3.2.1 – Does the CMP include a system architecture diagram?
	
	

	3.2.2 – Does the CMP include a description of the system (in accordance to the one included in the risk assessment)? 
	
	

	3.2.2.a – Does the system description include: system purpose and functionality, number of users, system criticality and information sensitivity levels, and types of output/reports produced?
	
	

	3.2.3 – Is system hardware documented in the CMP?
	
	

	3.2.3.a – For each piece of hardware, does the description include: manufacturer’s name, model number, serial number, configuration, hardware specifications and vendor support contact information?
	
	

	3.2.4- Is system software documented in the CMP?
	
	

	3.2.4.a- For each piece of software, does the description include: title, version number, build number, media, hardware requirements needed to run the software, and vendor support contact information?
	
	

	3.2.5.1 – Does the CMP include a reference to all system documentation and Department policy documents that apply to the system; including user manuals, system reference guides, system security plan, contingency plan, risk assessment, and security testing and evaluation plan?
	
	

	3.2.5.1.a- For each piece of system documentation, does the description include the title, publication date, version number, and revision date (if applicable)?
	
	

	3.2.5.2- Has a CM Library been established by the CM Manager?  
	
	

	3.2.5.2.a- Does the CM Library include all change request forms, security impact assessment forms, deviation request forms, and the change request status log?  
	
	


	Configuration Control Process
	Completed
	Not completed, Justification

	3.3 – Is there a section on the Configuration Control Process in the CMP?

	3.3.1- Does the CMP have a change identification process?  
	
	

	3.3.1.a- Does the process include describing the change, why the change is necessary, and the process to implement the change?  
	
	

	3.3.2- Are CR forms used to present all change requests?
	
	

	3.3.2.a- Does the CR form include the following: define the affected baseline items, include a description and justification for the change, and provide costing and schedule detail and an impact assessment?
	
	

	3.3.2.b- As part of the CR submission, does the system owner (or other personnel) determine if: the product has been identified and documented, the system documentation been updated to reflect the change, the version number, release number, and other product attributes been documented, and the software/hardware description been noted?
	
	

	3.3.3- Has a time frame been established for immediate/ordinary requests and emergency requests?
	
	

	3.3.4- Does the CMP describe the necessity of an impact analysis review before implementing a change?
	
	

	3.3.4.a- Does the CMP describe the technical analysis, including determining- whether the change is technically correct, whether the change is necessary and feasible within system constraints, how the system will be affected, all associated costs for implementing the change, all security components affected?
	
	

	3.3.4.b- Does the CMP describe the business analysis, including determining- milestones and if requested time frames  are feasible, whether the change affects and existing contractual agreement regarding the system, and the overall impact to the Department, associated costs, and impact on personnel schedules.
	
	

	3.3.5- Does the CCRB (or equivalent body) review the CR and impact analysis and then make a decision?
	
	

	3.3.5.1- Does the CMP have a sample Change Request Status Log form?
	
	

	3.3.5.2- Is a Change Request Status Log used to track all CRs and corresponding decisions?
	
	

	3.3.6- Is there a process for requesting and approving configuration deviations?
	
	

	3.3.6.a- Is there a sample Deviation Request Form included with the CMP?  
	
	

	3.3.6.b- Does the Deviation Request form include a line for a signature from an authorizing official, a time frame in which the deviation is requested, requirements, and justifications?  
	
	

	3.3.6.c- Is it necessary to submit an impact assessment form along with the Deviation Request form for review?
	
	


	Configuration Management Resources
	Completed
	Not completed, Justification

	3.4- Does the CMP describe the physical location of the CM Library, staff, computers, servers, etc, and tools?

	3.4.1- Does the environmental controls of the CM Library meet with computer hardware industrial requirements and records management requirements for storage and preservation of hard-copy artifacts received by the library?
	
	

	3.4.1.1- Are there security controls in place for the CM based on the confidentiality and sensitivity requirements of the stored information?
	
	


	Roles and Responsibilities
	Team Lead

Phone number

Email address
	Alternate

Phone number

Email address

	Who (if applicable) has been assigned as the lead and alternate lead for the following positions? (Those who do not have CM responsibilities need not be filled in.)

	Chief Information Officer
	
	

	System Manager
	
	

	CM Manager
	
	

	CM Librarian 
	
	

	Configuration Control Chairperson
	
	

	Computer Security Officer
	
	

	System Security Officer
	
	

	System Administrator
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