Return on Investment and Security

From the Hewlett-Packard Learning Course on IT Security

In this lesson, you learn how to make a case for funding to implement some of the policies and procedures we discussed in the preceding five lessons.

Let's start with some statistics and opinions. The first one is from Ernst & Young's annual security survey: Only 40 percent of organizations are performing a formal business case analysis before funding a project, yet 70 percent require formal financial justification for projects of less than $100,000. Another Ernst & Young survey states that only 13 percent think that spending money on IT training is a priority, and 59 percent said they never made a ROI (return on investment) calculation before purchasing technology.

In a survey of 100 CIOs, CTOs, and IT directors, a white paper by IDC, sponsored by Cable & Wireless and Nokia, reports that 90 percent place IT security in their list of top five IT priorities, yet IT security is not considered a business investment, with only 13 percent of the group actively tracking its ROI.

So what does all this mean? Let's say you want to put in a network-based intrusion detection system. You know that it will make the network safer but what happens when the boss asks, "What's the ROI on an intrusion detection solution?" How do you answer this question? How do you calculate this? Items such as firewalls, intrusion detection systems, and high-availability servers do not cut costs or generate revenue. They don't produce any returns so this is not something that you can cost out in black and white. By identifying assets, threats, and vulnerabilities, though, you can make informed decisions on how to spend your money. To understand how the process works, let's look at how some of these are determined.

Understand Risk Management

Because of the growing focus on management accountability, risk management assessments are becoming the most popular way to measure a company's success. Taking a risk management approach to prove the value of IT security provides companies with a meaningful way to measure its business benefit. What exactly is risk management?

Let's start by defining risk. Risk is the possibility of loss or danger. Risk management is the process of identifying and reducing risk to a level that is comfortable, and then implementing controls to maintain that level. Risk comes in all forms and shapes. Introducing a new product, for example, is a risk -- if it isn't successful, the reputation, stability, and profitability of the company are at stake. In information security, risk usually falls into a few major categories:

· Physical damage 

· Equipment malfunction 

· Application or human error 

· Misuse or loss of data 

· Attacks 

Risk analysis identifies risks, estimates the impact of potential threats, and comes up with ways to reduce the risk without the cost of the prevention outweighing the risk.

This provides a cost/benefit comparison: The annual cost of prevention against threats is compared to the expected cost of loss. Risk analysis helps align security objectives with business objectives.

Identify Asset Values

To calculate costs and return on investment, you must first identify your assets, the threats to your network, the vulnerabilities that can be incurred, and what risks result. For example, a virus is a threat; the vulnerability would be not having antivirus software; and the resulting risk would be immobilization by a virus infection. All risks have loss potential, meaning that a company would lose something if a threat agent actually exploits vulnerability. That's why you must identify the assets before you can calculate the risk. The process of identifying assets and assigning value to them should be a combined effort done by a management appointed risk assessment team. Some of the assets that should be the list include:

· Servers 

· Workstations 

· Data 

· Backups 

· Routers 

When evaluating assets and the cost, you can't simply take the value of the resource. When assigning value to an asset, you must take the following factors into consideration:

· The original cost 

· The replacement cost 

· Its worth to the competition 

· Its value to the company 

· Maintenance costs 

· The amount it generates in profits 

Let's use the loss of a server as an example. The base value would be the cost to replace the server. Additional costs that must be factored in are the loss of productivity while the server is replaced, the time that it takes to install and recover the data to the server, and the potential loss of data not on the current backup. The cost of replacing the drive is straightforward. The challenge is estimating the cost of the loss of productivity and recovery. After assets have been identified and valued, an appropriate level of money can be spent to help protect those assets from loss.

Identify Threats

A threat or threat agent is anything that could cause the loss of an asset. Threats come in all shapes and sizes. Viruses, intruders, employees, and fire are more obvious threats. Application and user errors are threats that are much harder to identify. Here are some of the most common threats:

· Hackers 

· Users 

· Contract employees 

· Intruders 

· Natural disasters 

· Manmade disasters 

· Viruses 

· Power outages 

Different assets are subject to different threats. Continuing with the server example, we can look at some of the threats that can cause the loss of the server and attempt to prevent that loss through planning. A power outage could cause the loss of the data on the server. You would need to estimate the probability of that event occurring. By doing research, a close estimate of the probability of this event happening at your facility could be attained. Equipment failure is another threat that can unexpectedly threaten your assets. 

Manufacturer information must be carefully evaluated to come up with an accurate estimate of how long a server can be in service before being replaced. The replacement should occur before actual failure to circumvent this threat. Other threats to the server are more difficult to estimate:

· How susceptible is the building to fire? 

· What type of material is the building made of? 

· How far way is the fire department? 

· How susceptible is the building to flooding? 

· When was the last time the nearest body of water overflowed? 

· How far did floodwaters reach? 

Some of these questions are more difficult to answer because they are based on probabilities, but answers can still be estimated by doing research on historical occurrences of the events.

Now let's look at vulnerabilities.

Assess Vulnerabilities

The word vulnerability is used to describe a weakness in hardware, software, or procedures that provides an open door for an attacker and allows unauthorized access to resources in our business environment. We've identified some of the threats to the server asset; each threat exploits a vulnerability. A power outage is a threat that exploits the weakness of the server's reliance on power. Equipment failure exploits the server's vulnerability to everyday wear and tear. Other vulnerabilities may not be so obvious. Fire has little to do with the actual server itself and more to do with the environment in which the server is placed. So the vulnerability of the server is that it can't safely be placed in fire, but it is really a vulnerability of the building and its location that threatens the asset due to fire.

It's not just hardware that you should look at when assessing vulnerabilities. You also need to look at software. Many of the operating systems and applications have well-known and not-so-well-known vulnerabilities. These are weaknesses in the software code that may result in a threat by taking away access to the server. A misconfiguration may allow an operating system to become infected with a virus, which can then attack the data on the server and paralyze it. The threat in this case is exploiting the weakness in the software code.

Procedures should be evaluated as well. For example, if there's not an enforced password policy in place and users are allowed to write down passwords on sticky notes and keep them on their monitors, anyone walking through the room can easily obtain passwords. When there are no procedures in place for visitors, a huge vulnerability exists. For example, they're not required to be signed in or escorted by an employee. Here's an actual scenario, one day I walked into the server room to find two gentlemen who I did not know looking at the layout of the room. Seems they told the receptionist they were here to do some telephone work. She promptly gave them directions to the room. Luck for us all they actually were from the phone company.

Calculate Risk

There's one more piece to risk analysis, and that's the likelihood that the threats you've identified might actually occur. To gauge the probability of an event occurring as accurately as possible, you can use a combination of estimation and historical data. Most risk analyses use a fiscal year to set a time limit of probability and confine proposed expenditures, budget, and depreciation.

To help you understand this, let's look at an example using DoS (denial of service) attacks: My company keeps logs on all instances of DoS attacks on its network. Looking at the logs, we see that in the last two years, we were hit hard 20 times by DoS attacks. We can use this historical data to estimate that it's likely we will be hit 10 times per 12-month period. If the loss from each occurrence is estimated at $25,000, our annualized expectation is to lose $250,000 each year to DoS attacks.

The steps to calculate a risk analysis are as follows:

1. Assign a value to information and assets. 

2. Estimate potential loss per risk. 

3. Perform a threat analysis. 

4. Derive the overall loss potential per risk. 

5. Choose measures to counteract each risk. 

6. Reduce, assign, or accept the risk. 

Now you want to calculate the SLE (single loss expectancy) and the ALE (annual loss expectancy).

SLE equals asset value times exposure factor. The exposure factor is the percentage of loss that a realized threat could have on a certain asset. In the DoS example, let's say that if a DoS were successful, 25 percent of business would be lost. The daily sales from the Web site are $100,000, so the SLE would be $25,000 (SLE = $100,000 x 25 percent).

ALE equals the SLE times the ARO (annualized rate of occurrence). The ARO is the estimated possibility of a specific threat taking place in a one-year time frame. The possibility of certain threats is greater than that of others. For example, DoS attacks are more prevalent than exploits of an obscure buffer overflow on a service you may not be running. Historical data presents the best method of estimating these possibilities. The range is from 0.0 (never) to 1.0 (daily). If the probability that a DoS attack is once every 2 days, the ARO is 0.5.

So to prevent DoS attacks, we could spend $25,000 x 0.10 -- $2,500 or less -- per year. If we spent more than that, we would not be prudent because the cost would outweigh the risk.

Getting back to the intrusion detection system we want to put in place, we calculate the ALE using the asset value, the percentage of loss expected per incident, and the total number of incidents so we can compare it to the current cost of maintaining the IDS solution -), which could then be used to calculate the ROI. For example, let's say we calculated that the manpower to keep the IDS updated and configured is $15,000 per year. This cost is part of our return on investment and needs to be figured into the equation.

TIP 


If you're interested, the CIO.com Web site has an actual equation that can be used to factor the annual costs from estimated intrusions.

Explore Other Methods

A great deal of work goes into conventional ROI proposals but the formulas present too many unknowns, the biggest one being that most organizations don't know how many actual security incidents they've had, nor have they tracked the cost of them.

Because there are so many vulnerabilities to consider, and so many different technologies available, there has to be a better strategy for prioritizing security spending. One method that is starting to gain acceptance is RROI (Reduced Risk on Investment). Its formulas enable you to rank security investments based on the amount risk they reduce. Risk is calculated by multiplying potential loss by the probability of an incident happening and dividing the result by the total expense:

RROI = Potential loss x Total expense (Probability without expense - probability with 

expense) 

By using this formula, alternative security investments can be based on their projected business value. For example, let's say that the IDS costs $25,000. By putting it in place, we can reduce the risk of an intrusion from 50:1 to 500:1. This would end up with a score of 0.72. The potential loss is $40,000, therefore:

40000 x 1/50-1/500 = 40,000 x .45 = 

18,000. 18,000/25,000 = .72

Another approach that can be taken is to look at security as loss prevention. It can be equated to loss prevention and proof that attacks are happening now, attacks that can be prevented. Let's use the IDS scenario we started at the beginning of the lesson. In this instance, ROI is calculated using the following formula:

ROI = Loss Prevented - Cost of IDS system

If the result of this formula is a negative number, you spent more on IDS than the loss prevented to get positive ROI. For example, if the cost of the IDS is 25,000 and the loss prevented is $20,000, you spent more to prevent the loss that you would have spent if you put no solution in place and dealt with the consequences. Figure 6-1 shows how companies track the ROI of IT projects. This information came from a Network Computing e-mail poll.


Build a Business Case

In the process of measuring return on investment, you sometimes lose sight of the goal -- creating business value. How can you align technology spending with business objectives? A good suggestion is to regularly talk with sales, marketing, human resources, and other internal departments, and then use them as your allies when the budget requests are evaluated. Beyond that, you have to make a good business case.

If your business credibility isn't established, you'll have a hard time building any kind of case for your projects. If you want to develop business credibility, here's a list of what not to do:

· Talk geek speak at meetings. 

· Opt for the newest or slickest technology over the best solution to a business problem. 

· Tell users that a technology will be heaven; new technology brings change, and sometimes the outcome is not as good as expected. 

· Forget to make it a goal to understand the business side of the company. 

And here's a list of what you must do:

· First and most important, you must understand the business the IT department is serving. 

· Keep a list of business problems you notice, and then look for technology solutions. 

· When you pitch a technology solution, make certain that there is a clear-cut business problem that is being solved. 

· Recognize that IT has business value only insofar as it helps business units cut costs, or produces additional revenue. 

· Understand where technology fits into corporate profit-and-loss. 

To understand where technology fits into corporate profit-and-loss, you need to look at a couple of concepts about managerial accounting. First, this is what helps maximize business profits and minimize expenses to operate more efficiently. And second, upper management judges departments based on the type of responsibility center they are. The type of center a department is determines the type of fiscal performance that's expected. For example, IT is considered a cost center and sales is considered a revenue center. A profit center is responsible for turning a profit, and an investment center is responsible for profitability and wise investments. Investment centers are judged on ROI. In this context, 

ROI = Income / Capital.

TIP 


IT managers should at least do a quick spreadsheet on benefits. Doing a spreadsheet on why you should get rid of an old system or implement a new one helps measure needs as opposed to wants. It also helps your credibility because executives often don't view tech managers as business experts.

The problem with ROI is that the business case has to be built before you have all the facts. Some companies are moving to more of a project-planning methodology that treats IT assets like items in an investment portfolio. The emphasis is on phasing in technology one piece at time. This approach provides collaboration between departments, and gives a company the chance to re-examine the situation after each phase. It's important for IT departments that want to become more than just cost centers to adopt more sophisticated ways to justify investments.

Minimize Costs

When you're looking at how to save the department money, it pays to think about fixed costs versus variable costs.

· Fixed costs are those that are not affected by unit volume. An example of this would be a T-1 -- you pay for it whether you use the bandwidth or not. 

· Variable costs are those that increase as the volume unit goes up. An example of this is licensing -- you pay for the number of licenses you use. The more you need, the more expensive it becomes. 

If you minimize costs, you're contributing to the bottom line. Visit the different departments in your company. See if there are automated tools that can be implemented to save time and labor costs. The cost of processing paper forms manually is quite high. Electronic processing can lower the cost as well as allow easier access. For example, my company recently implemented a scanning solution for our manually processed paperwork. The scanners were a bit expensive, but considering that the average cost just to process and file is $40 per document not including, storage or finding a misfiled document, the financial return is much higher than the cost.

Many times an organization doesn't need more expensive security controls, it just needs more effective ones. Today's information security strategies are often based on concepts developed decades ago. We need to rethink the way we protect our networks and our data, and then we can better utilize the tools and controls that are available. For example, when you're looking to protect your assets, would you put the same degree of protection on a user's temporary Internet files as you would your financial records? Of course not. Rather than trying to figure out where and how attackers come in, why not look at what they are targeting and work on protecting those areas? The top items stolen are

· Financial statistics 

· Research and development data 

· Strategic plans 

· Customer data 

When money is tight, you may also want to consider doing some of your own security reviews, such as random security checks of work areas or network assessments.

Moving On 

In a world where security has become an enormous factor and network administration must cover everything from desktop support to business continuity planning, the scope of IT duties has widened and budgets have narrowed. This course covered several different aspects of security to help you find ways to keep your network safe by spotting potential risks in the user environment before an incident happens and showing you how to handle security problems in several areas, should they occur. The course also helped you evaluate your disaster recovery plan and went over how to logically present a case for funding in an arena that is strictly expense-related. It guided you through social engineering, safe telecommuting, and the pitfalls of wireless LAN, and then took you through incident response, disaster recovery, and security return on investment. That's a lot of good information for you to use.

