MEMORANDUM

TO:

All Education Staff

FROM:
William J. Leidinger, Assistant Secretary for Management and CIO

SUBJECT:
Protecting Sensitive But Unclassified (SBU) Information

Advances in computer technology have made it possible for detailed information about people to be compiled and shared more easily than ever. That's good for our business functions and helps make us more efficient. At the same time, each of us must take precautions to protect against the misuse of that information.  The Department manages a category of information that is not considered vital to national security, but the indiscriminant disclosure of which would do some harm.  All of this data can be considered Sensitive But Unclassified (SBU) and falls under one of the nine exemptions to the Freedom of Information Act (FOIA).  Attachment A provides a more detailed discussion of these FOIA exemptions.

The system security risk assessments completed last summer revealed that the Department is not fully protecting SBU data.  This is especially true in the area of information contained in Word and Excel files, as well as content transmitted via email.  For instance, we do not consistently protect social security numbers, contract source selection data, or information containing details about specific system security protections and weaknesses.

Chapter 11 in the Department’s current Handbook on Information Security discusses the protection of SBU data.  The Handbook refers to this type of information as administratively controlled information.  This Handbook, which also covers the protection of national security information, will be revised and updated this fall after the Government-wide Information Security Oversight Office (ISOO) issues its latest guidance on protecting classified information.  The revised Handbook will also expand our policy and procedures for handling SBU data.

Ultimately, we expect to provide encryption to protect SBU data.  For now, however, Department staff must utilize the following methods to protect SBU information.

· Store electronic documents containing SBU data within limited access directories.  Your Principal Office IT Coordinator can assist you in setting up folders on your K drive that can be restricted to only those with a need to access that data.  Attachment B lists all of the Principal Office IT Coordinators.

· If you must email documents with SBU information, place the file(s) in a password-protected WINZIP archive.  This will compress the data in addition to providing password protection.  Attachment C provides step-by-step instructions on how to do this.  You may also call the Help Desk (708-HELP) for assistance.

· Do not type SBU information directly into the text of an email message.  Once the Department has migrated to the next version of Outlook (Exchange 2000), we expect to provide encryption for email text.  Until that time, however, you must add protections to SBU information.  For instance, do not email your social security number in the text of the message to your Principal Office Training Coordinator.  Do not email a system User ID or password in the text of an email.

· Do not leave hard copies of your SBU information in plain view after hours.  In other words, before you leave for the day, make sure you have cleared your desk and cabinet surfaces of all SBU information.

· When you are ready to dispose of hard copies containing SBU information, you must shred the documents.  Do not simply place them in the trash or recycle bins.

