1.1 APPENDIX D – SUSPICIOUS IT EVENT REPORTING FORM 

US Department of Education Computer Security Suspicious Event Report�
�
This form is for use by Department of Education personnel to escalate potential computer or network security events to the Office of the Chief Information Officer�
�
                                    Contact Information�
 �
�
Name�
�
Title�
�
Organization�
�
�
Address�
�
�
Phone�
�
Fax�
�
E-mail�
�
�
                   Location Information�
�
Building 


number�
�
Room Number�
�
Rack/Cube Location�
�
�
Time Information�
�
Date�
�
Time�
�
Time Zone�
�
�
Classification of the Suspicious Activity�
�
�
 Denial of Service�
�
 Web Site Defacement�
�
 Social Engineering�
�
�
 Virus / Malicious Code�
 �
 User Account Compromise�
�
 Hoax�
�
�
 System Misuse�
 �
 Other Intrusion�
�
 Network Scanning/Probing�
�
�
 Technical Vulnerability�
 �
 Root Compromise�
�
 Other/Specify:�
�
�
 Theft/Loss  of Equipment�
�
 Physical Security Violation�
�
�
�
If a Virus, Provide the name(s) of the virus(es): Provide any URL with information specific to this virus: Provide a synopsis of the incident: Actions taken to disinfect and prevent further infection:�
�
�
�
If a Technical  or Physical Vulnerability, Describe the nature and effect of the vulnerability in general terms: Describe the conditions under which the vulnerability occurred: Describe the specific impact of the weakness or design deficiency: Indicate whether or not the applicable vendor has been notified:�
�
�
�
If equipment has been lost or stolen, Provide details on the type of data or information stored on the equipment, impact of loss and state whether the incident has been reported to authorities (include report number if provided.) and any other details.�
�
�
�
Host and/or Network Information related to the Suspicious Activity�
�
IP Address�
�
Host Name�
�
OS�
�
Apps�
�
�
Additional Host/Network Information: (Versions, Releases, Security Logging,)�
�
�
�
�
�
IP Address of Suspected Source:�
�
Source IP�
Source IP Resolution�
Reason Suspected as Source�
�
 �
 �
 �
�
Incident Assessment: Is this incident a threat to life, limb, or a critical agency service? Yes No If yes, please elaborate: Sensitivity of the data residing on system: Damage or observations resulting from incident:  YES     NO�
�
 �
�
Actions Taken:  (1) What actions have been taken on the system (Back-ups, commands, removed from network, etc). (2) Who has been notified?�
�
 �
�
Additional Information: (If this incident is related to a previously reported incident, include any previously assigned incident number for reference.): �
�
 �
�









