Name ________________________________________________________________

                  Last Name                       First Name                 Middle Initial

SSN _________________________________________________________________


	[image: image1.png]



	Department of Education

Common Origination and Disbursement

User ID Request Form

This Document Contains Privacy Act Data

	A.  USER INFORMATION
	Contractor/Education User

Company Name ____​​​​​​​​_______________________________________

Address _________________________________________________

City/State/Zip Code ________________________________________

Location_________________________________________________

	Name: _______________________________________
    FORMCHECKBOX 
New User

Last 4 digits of SSN#: ____________________________
    FORMCHECKBOX 
Delete User

Current User ID (if any):_________________________       FORMCHECKBOX 
Change/ Expand Access

Phone: _______________________________________       FORMCHECKBOX 
 Renew Access

Email: _______________________________________

Functional Job Title (For examples see reverse side side/Page 2)_____________________________

 _____________________________________________________________________

 _____________________________________________________________________

Will the user write or modify code within the COD system?  FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No

    List all applications user requires access to:  (For examples, see reverse side side/Page 2)       

    _____________________________________________________________________

    _____________________________________________________________________

    _____________________________________________________________________

	Supervisor Approval

Name: ________________________________________________________________

Business Telephone: _____________________________________________________

Email address: __________________________________________________________

Signature: __________________________________________ Date: ______________

	Check All Options That Apply On The Reverse/Page 2   



	FSA Personnel Security Office Use Only
Date Security Packet Forwarded: ________________

Security Clearance Package Completed:

 FORMCHECKBOX 
 SF85P         FORMCHECKBOX 
 SF85           FORMCHECKBOX 
 FD285        FORMCHECKBOX 
 OF630

SSO Approval_____________________________________________________________
             Printed Name


Signature                                                   Date
Program Manager__________________________________________________________
                    Printed Name


Signature        `                                          Date
FSA Security _____________________________________________________________
                   Printed Name


Signature                                                   Date
Current Security Status: 
Waived            In Progress           Level_______________


                             Functional Job Titles/Applications

	 FORMCHECKBOX 

	Third Party 1 (TP1 - Credit Check)
	 FORMCHECKBOX 

	Database Administrator

	 FORMCHECKBOX 

	Third Party 2 (TP2 - View Only)
	 FORMCHECKBOX 

	Deputy Project Manager

	 FORMCHECKBOX 

	Third Party 3 (TP3 - View/Update)
	 FORMCHECKBOX 

	Developer

	 FORMCHECKBOX 

	Third Party 4 (TP 4 - View/Update CC)
	 FORMCHECKBOX 

	Firewall Administrator

	 FORMCHECKBOX 

	Third Party 5 (TP5 - Admin)
	 FORMCHECKBOX 

	Funding

	 FORMCHECKBOX 

	CSR 1 (Override)
	 FORMCHECKBOX 

	Funds Management

	 FORMCHECKBOX 

	CSR 2 (View Only)
	 FORMCHECKBOX 

	Lead

	 FORMCHECKBOX 

	CSR 3 (No CC)
	 FORMCHECKBOX 

	Lead System Administrator

	 FORMCHECKBOX 

	CSR 4 (Reconciliation)
	 FORMCHECKBOX 

	Lead System Administrator backup

	 FORMCHECKBOX 

	Data Entry Team Leader
	 FORMCHECKBOX 

	Other (specify) ___________________

	 FORMCHECKBOX 

	CSR 5 (Lead)
	 FORMCHECKBOX 

	Override

	 FORMCHECKBOX 

	CSR Admin
	 FORMCHECKBOX 

	Production

	 FORMCHECKBOX 

	FSA 1 (View)
	 FORMCHECKBOX 

	Project Manager

	 FORMCHECKBOX 

	FSA 2 (Reimbursement)
	 FORMCHECKBOX 

	Reconciliation

	 FORMCHECKBOX 

	FSA 3 (School File)
	 FORMCHECKBOX 

	Reimbursement

	 FORMCHECKBOX 

	FSA 4 (Funding)
	 FORMCHECKBOX 

	School File

	 FORMCHECKBOX 

	FSA 5 (Funds)
	 FORMCHECKBOX 

	Security Administrator

	 FORMCHECKBOX 

	FSA 6 (Admin)
	 FORMCHECKBOX 

	Security Officer

	 FORMCHECKBOX 

	FSA 7 (Broadcast Message)
	 FORMCHECKBOX 

	System Development Lead

	 FORMCHECKBOX 

	FSA 8 (Adhoc Query)
	 FORMCHECKBOX 

	System Development Team member

	 FORMCHECKBOX 

	Total Access Reporting
	 FORMCHECKBOX 

	System Test Team member

	 FORMCHECKBOX 

	           Ad Hoc Query
	 FORMCHECKBOX 

	System Testing Lead

	 FORMCHECKBOX 

	TSYS Admin
	 FORMCHECKBOX 

	View Only

	 FORMCHECKBOX 

	Administrator
	 FORMCHECKBOX 

	View/Update

	 FORMCHECKBOX 

	Data Entry Staff
	 FORMCHECKBOX 

	View/Update CC

	 FORMCHECKBOX 

	Data Entry Supervisor
	 FORMCHECKBOX 

	Web Server Administrator


Justify the above with the following:

	 FORMCHECKBOX 

	1. Responsibility for the development, direction, implementation, and administration of Department computer security programs, including direction and control of risk analysis or threat assessment.

	 FORMCHECKBOX 

	2.  Significant involvement in mission-critical systems.

	 FORMCHECKBOX 

	3. Responsibility for preparing or approving data for input into a system which does not necessarily involve personal access to the system, but which creates a high risk for effecting grave damage or realizing significant personal gain.

	 FORMCHECKBOX 

	4. Assignments associated with or directly involving the accounting, disbursement, or authorization for disbursement from systems of amounts of $10 million per year or greater, or lesser amounts if the activities of the individual are not subject to technical review by higher authority to insure the integrity of the system.

	 FORMCHECKBOX 

	5. Major responsibility for the direction, planning, design, testing, maintenance, operation, monitoring, or management of systems hardware and software.

	 FORMCHECKBOX 

	6. Access to a system during the operation or maintenance in a way that bypasses incorporated controls, to permit high risk for causing grave damage or realizing a significant personal gain.

	 FORMCHECKBOX 

	7. A position whose work is technically reviewed by a higher authority at the High Risk level to ensure the integrity of the system.

	 FORMCHECKBOX 

	8. Access to or processing of proprietary data or information protected under the Privacy Act of 1974.

	 FORMCHECKBOX 

	9. Accounting, disbursement, or authorization for disbursement from systems with amounts less than $10 million per year.

	 FORMCHECKBOX 

	10. Will user work with/supervise code/code changes within the system?

	 FORMCHECKBOX 

	11. Other (specify) _______________________________________________________________________________________________
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