Instructions for 

Security Access to the FMS System
The security forms on the following pages are being provided to grant you access to the Oracle Financials Management System.  The information requested in the security form will be used ONLY to grant you system access and will be used for no other purpose.

Please follow the instructions below and FAX THE COMPLETED FORM TO FMS SECURITY AS SOON AS POSSIBLE.  The fax number is 202-275-3477.  Then mail the form to the address provided in Step 6 below.

Instructions:

1. Save the security forms below to your local drive.

2. If you are a Department of Education employee or contractor, fill out SECTION I:  USER INFORMATION – ED EMPLYOYEES and CONTRACTORS.  Don’t forget the signature line!  Also fill out ATTACHMENT C:  “Application Instances” and Attachment D:  “Oracle Responsibilities.”    

3. If you are an employee of a Guaranty Agency, State LEAP/SLEAPP agency, Servicer or Lender, complete SECTION II.  Don’t forget the signature line! 

4. All users:

· Complete the part of SECTION V - ACCESS AGREEMENT AND PRIVILEGES that applies to you, i.e. fill out either Attachment A.1 for ED employees and Contractors using FMS or Attachment A.2 for external organization user of FMS. Do not fill out both!

· Fill out Attachment B.

5. Have your supervisor complete and sign SECTION III – SUPERVISORY APPROVAL.  A supervisor who is also a user should obtain the signature of his or her next level of authority or the user’s Systems Security Officer. As a last resort, the FMS SSO may provide supervisory acceptance after confirming the user’s identity and access privilege. 
6. Fax the signed security User Access Form (signed by user and supervisor) to the FMS Help Desk at 202-275-3477. Mail the completed, signed security package to the following address ASAP:  (KEEP A COPY FOR YOUR RECORDS)


FSA / FMS Help Desk


830 1st Street, NE


Washington, DC 20002

 Thank you for your assistance.

This form replaces all previous FMS User Access Forms

Note:  Any FMS User who does not access the FMS system for a period of 90 days will have their access automatically changed to a status of inactive.  You may request your FMS ID to be reestablished by the FMS Help Desk.  (The FMS Help Desk telephone number is 1-800-433-7327 Option 3)


FULL NAME (PLEASE PRINT): ______________________________________

FSA DIVISION: _________________________________________________________

JOB TITLE: ____________________________________________________________

WORK TELEPHONE NUMBER_____________________________________

E-MAIL ADDRESS________________________________________________

SHARED SECRET (i.e. favorite color): ______________________________________


Do not provide personal information (SSN, mother’s maiden name, etc.)

ACCESS ACTION REQUESTED

_____
New User    _____ Delete User    ____ Change Access    _____ Renew Access

__________________________________________________            _______________

SIGNATURE (OF PERSON REQUESTING ACCESS) 


DATE


FULL NAME (PLEASE PRINT): _______________________________________

JOB TITLE: ___________________________

WORK LOCATION: _________________________________________________

WORK TELEPHONE NUMBER: _______________________________________

E-MAIL ADDRESS: __________________________________________________

SHARED SECRET(i.e. favorite color): ______________________________________


Do not provide personal information (SSN, mother’s maiden name, etc.)

ACCESS ACTION REQUESTED

_____
New User    _____ Delete User    ____ Change Access    _____ Renew Access

ORGANIZATION TYPE AND LEVEL OF ACCESS:

Select the type of Organization to which you belong, and supply the requested information for that Organization type. 

 ____GUARANTY AGENCY 




GA Name:  _________________________________________


GA #:  ________________


Access Level:
______ Manager
_______ User

_______Inquiry

____ LEAP/SLEAPP State Agency


STATE:_________________________________________


Note:  The level of access is determined by the FMS Systems Security Officer

____ SERVICER  


SERVICER NAME: 
_________________________________________


SERVICER ID: 
_________________

Note:  The level of access to Lender information for individuals associated with a Servicer will be based upon the level of authorization that the Lender has provided to the Servicer through the Lender Profile Screen within LaRS.

____ LENDER or LENDER TRUSTEE


LENDER NAME: 
_________________________________________

For each Lender ID (LID) for which you have responsibility, identify the level of access you are requesting by completing Attachment A-3. If more space is required, please complete additional pages. The following levels are available:

· Submit Level: allows the user to view, maintain, edit, and submit invoice data to FSA

· Maintain Level: allows the user to view, maintain, and edit invoice data, but not to submit invoices to FSA

· View Level: allows the user to view invoice data, but not to make any changes or submit any invoice data to FSA

__________________________________________________            _______________

SIGNATURE (OF PERSON REQUESTING ACCESS) 


DATE


_______________________________________________________________________

PRINTED NAME OF SUPERVISOR 




TITLE

_______________________________________________________________________

SUPERVISOR  SIGNATURE 


DATE


TELEPHONE NUMBER


_____________________________________________________________________________________

PRINTED NAME - FMS SYSTEMS SECURITY OFFICER 


DATE

_____________________________________________________________________________________

SIGNATURE OF FMS SYSTEMS SECURITY OFFICER


DATE


Place a check mark in the box preceding each Attachment to indicate that the document is included in the Security Packet, as it applies to you.

ATTACHMENT A –FMS User Security Access Agreement.  Read and Sign.  This is certification of your acceptance of the responsibilities as a user of the FMS System. Use the appropriate form according to your status:

____ Attachment A.1 – INTERNAL User Security Access Agreement (FSA employees and Contractors) 

____ Attachment A.2 – EXTERNAL Users Security Access Agreement (External Organizations or State Employee Users connecting to FMS)

____ Attachment A.3 – LENDER ACCESS LEVELS
____  ATTACHMENT B – Privacy Act Statement and Disclosures. All users must read and Sign.

____  ATTACHMENT C – Application Instances.  Only Users completing Section I should select the appropriate application(s).

____  ATTACHMENT D – Oracle Responsibilities. Only Users completing Section I should select the responsibilities for which you are requesting access.


Internal User Security Access Agreement with the Federal Student Aid Financial Management System

1.0
ACKNOWLEDGMENT OF USER RESPONSIBILITIES

I hereby accept the obligations contained in this agreement in consideration of my being granted access to the Department of Education (DoEd), Federal Student Aid (FSA), Financial Management System (FMS), and/or its component applications.  I understand that the equipment and software provided is the property of the Department of Education, and I acknowledge and accept that access is a conditional privilege granted to me for only as long as I have a bona fide need.  I will adhere to the governing United States Laws and the Department of Education policies, rules, and guidelines.   I accept the Department of Education’s right to monitor application use for security purposes and that I have no expectation of privacy when using Department of Education computing resources.   I understand that failure to comply with these rules can result in the suspension or termination of my access to FMS.  

Accordingly, I hereby certify that 

1.1
On the Subject of Information Assurance, I will:

a) Know the sensitivity of the information processed on FMS computing resources (e.g., financial sensitive, privacy act sensitive, proprietary information).

b) Ensure that system media and system output are marked according to their sensitivity.

c) Take reasonable care to protect FMS information whether electronic or in hardcopy, limiting access to a need-to-know basis, and prevent disclosure to unauthorized personnel.

d) Not share or disclose any of my passwords.  

e) Take necessary steps to avoid the introduction of malicious code into any computing resource.  I am aware of the anti-virus software available to me and am familiar with its use.

f) Know who my site computer security personnel are and how they can be contacted.

g) Report immediately all security incidents, compromise, or suspected compromise, and potential threats and vulnerabilities involving computing resources to designated computer security personnel including my supervisor, the Help Desk, or the System Security Officer.  This includes the use of my User ID and password by someone else.

h) Use the data accessed from the DoEd’s computing system only for its intended purpose.

i) I understand the availability and use of the Help Desk if I have questions about the use of the assigned hardware and software.

j) In the event that I have remote access to the system, I will ensure that all government materials are adequately protected while the information is accessible off-site.

1.2
On the Subject of Access Security, I will:

a) Inform FMS security when access to an FMS computing resources is no longer required, such as when I complete a project, transfer to another position, or terminate employment.

b) Access only systems, networks, data, and software for which I have been authorized.

c) Use DoEd’s computing resources only for official government business.

d) Exercise due diligence to prevent physical damage to and theft of any Departmental computing resource.

e) Notify management before relocating computing resources.

1.3
On the Subject of Unacceptable Use, I understand that the following activities are prohibited uses of FMS computing resources:

a) Exporting software, technical information, encryption software, or technology.

b) Revealing password or account details to others, or allowing others to use the account without adhering to procedures.

c) Transmitting sensitive information via the Internet, unless protected from viewing by unauthorized personnel.

d) Accessing illegal or unlawful material, using government equipment for private or unofficial business, promoting slanderous material based upon race, creed, or national origin, or downloading and viewing pornography.

e) Using government resources to actively engage in procuring or distributing material that is in violation of sexual harassment or hostile workplace laws.

f) Introducing malicious programs into the network or server.

g) Accessing the network to gain or attempt to gain unauthorized access to data, system applications, or other information or control that is not expressly authorized unless within the scope of duties.  This includes disruption or attempted disruption of the network, user access, or system controls.

h) Port scanning or security scanning  without prior notification and approval of the System Security Officer.

i) Executing any form of network monitoring that will intercept data not intended for the user affecting the activity unless authorized as part of the normal duties.

j) Circumventing user authentication of any host, network, or account.

1.4
On the Subject of Termination 

a) I will return all materials, which have or may have come into my possession or for which I am responsible because of such access, upon demand by an authorized representative of the United States Government or upon the conclusion of my employment or other relationship with the DoEd.
b) I understand that violation of these Rules of Behavior may result in disciplinary action ranging from a warning to involuntary termination of employment.
1.5
On the Subject of Continuation of Obligations

a) The obligations of this agreement shall remain in effect and bind the heirs, successors, assignees, and legal representatives of each party to this Agreement for a period of five (5) years after the expiration or termination of this Agreement.

1.6
On the Subject of Remediation

a) I understand that the United States Government may seek any remedy available to it to enforce this agreement, including, but not limited to, application for a court order prohibiting disclosure of information in breach of this agreement. 

I understand that all information to which I may obtain access by signing this agreement is now and will forever remain the property of the United States Government.  Further, I do not now, nor will I ever, possess any right, interest, title, or claim whatsoever to such information.
I have read this agreement carefully and my questions, if any, have been answered to my satisfaction by the System Security Officer.

	
	
	

	User Signature, Title
	
	Date

	
	
	

	System Security Officer, Title
	
	Date



External User Security Access Agreement with the Federal Student Aid Financial Management System

1.0
ACKNOWLEDGMENT OF USER RESPONSIBILITIES

I hereby accept the obligations contained in this agreement in consideration of my being granted access to the Department of Education (DoEd), Federal Student Aid (FSA), Financial Management System (FMS), and/or its component applications.  I acknowledge and accept that access is a conditional privilege granted to me for only as long as I have a bona fide need.  I will adhere to the governing United States Laws and the Department of Education policies, rules, and guidelines.  I accept the Department of Education’s right to monitor application use for security purposes and that I have no expectation of privacy when using Department of Education computing resources.  I understand that failure to comply with these rules can result in the suspension or termination of my access to FMS.  

Accordingly, I hereby certify that 

1.1
On the Subject of Information Assurance, I will:

a) Know the sensitivity of the information processed on FMS computing resources available to me (e.g., financial sensitive, privacy act sensitive, proprietary information).

b) Ensure that system media and system output are marked according to their sensitivity.

c) Take reasonable care to protect FMS information, whether electronic or in hardcopy, limiting access to a need-to-know basis, and prevent disclosure to unauthorized personnel.

d) Not share or disclose any of my passwords.  

e) Take necessary steps to avoid the introduction of malicious code into any computing resource.  I am aware of the anti-virus software available to me and am familiar with its use.

f) Know who my FMS computer security contacts are and how they can be contacted.

g) Report immediately all security incidents, compromise, or suspected compromise, and potential threats and vulnerabilities involving computing resources to designated FMS computer security.  This includes the use of my User ID and password by someone else.

h) Use the data accessed from the DoEd’s computing system only for its intended purpose.

i) I understand the availability and use of the Help Desk if I have questions about the use of the FMS system.

j) In the event that I have remote access to the system, I will ensure that all government materials are adequately protected while the information is accessible off-site.

1.2
On the Subject of Access Security, I will:

a) Inform FMS security when access to an FMS computing resources is no longer required.

b) Access only systems, networks, data, and software for which I have been authorized.

c) Use DoEd’s computing resources only for official government business.

1.3 
On the Subject of Unacceptable Use, I understand that the following activities are prohibited uses of FMS computing resources:

a) Exporting software, technical information, encryption software, or technology.

b) Revealing password or account details to others, or allowing others to use the account without adhering to procedures.

c) Using government resources to actively engage in procuring or distributing material that is in violation of sexual harassment or hostile workplace laws.

d) Introducing malicious programs into the network or server.

e) Accessing the network to gain or attempt to gain unauthorized access to data, system applications, or other information or control that is not expressly authorized unless within the scope of duties.  This includes disruption or attempted disruption of the network, user access, or system controls.

f) Port scanning or security scanning without prior notification and approval of the System Security Officer.

g) Executing any form of network monitoring that will intercept data not intended for the user affecting the activity unless authorized as part of the normal duties.

h) Circumventing user authentication of any host, network, or account.

1.4
On the Subject of Continuation of Obligations

a) The obligations of this agreement shall remain in effect and bind the heirs, successors, assignees, and legal representatives of each party to this Agreement for a period of five (5) years after the expiration or termination of this Agreement.

1.5
On the Subject of Remediation

a) I understand that the United States Government may seek any remedy available to it to enforce this agreement, including, but not limited to, application for a court order prohibiting disclosure of information in breach of this agreement.

I understand that all information to which I may obtain access by signing this agreement is now and will forever remain the property of the United States Government.  Further, I do not now, nor will I ever, possess any right, interest, title, or claim whatsoever to such information.

I have read this agreement carefully and my questions, if any, have been answered to my satisfaction by the System Security Officer.
	
	
	

	User Signature, Title
	
	Date

	
	
	

	System Security Officer, Title
	
	Date


To be filled out only by Lenders or Lender Trustees
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PRIVACY ACT STATEMENT

FSA FINANCIAL MANAGEMENT SYSTEM

FMS is a system that stores personal information in the form of a name, Social Security or other identifying number, or symbol assigned to an individual that is covered by the Privacy Act of 1974.  I understand that in the normal course of my duties I may have access to such personal information stored in FMS.

I understand that this information is to be closely guarded and is not to be disclosed except under certain specific conditions clearly defined in the Privacy Act, as outlined below. 

PRIVACY ACT CONDITIONS OF DISCLOSURE

No agency shall disclose any record which is contained in a system of records by any means of communication to any person, or to another agency, except pursuant to a written request by, or with the prior written consent of, the individual to whom the record pertains, unless disclosure of the record would be:

1. to those officers and employees of the agency which maintains the record who have a need for the record in the performance of their duties; 

2. required under section 552 of this title; 

3. for a routine use as defined in subsection (a)(7) of this section and described under subsection (e)(4)(D) of this section;

4. to the Bureau of the Census for purposes of planning or carrying out a census or survey or related activity pursuant to the provisions of Title 13; 

5. to a recipient who has provided the agency with advance adequate written assurance that the record will be used solely as a statistical research or reporting record, and the record is to be transferred in a form that is not individually identifiable; 

6. to the National Archives and Records Administration as a record which has sufficient historical or other value to warrant its continued preservation by the United States Government, or for evaluation by the Archivist of the United States or the designee of the Archivist to determine whether the record has such value; 

7. to another agency or to an instrumentality of any governmental jurisdiction within or under the control of the United States for a civil or criminal law enforcement activity if the activity is authorized by law, and if the head of the agency or instrumentality has made a written request to the agency which maintains the record specifying the particular portion desired and the law enforcement activity for which the record is sought; 

8. to a person pursuant to a showing of compelling circumstances affecting the health or safety of an individual if upon such disclosure notification is transmitted to the last known address of such individual; 

9. to either House of Congress, or, to the extent of matter within its jurisdiction, any committee or subcommittee thereof, any joint committee of Congress or subcommittee of any such joint committee; 

10. to the Comptroller General, or any of his authorized representatives, in the course of the performance of the duties of the General Accounting Office; 

11. pursuant to the order of a court of competent jurisdiction; or

to a consumer reporting agency in accordance with section 3711(e) of Title 31.

I also understand there are both civil and criminal penalties which may result from unapproved disclosure, and that these penalties include:

1. Any officer or employee of an agency, who by virtue of his employment or official position, has possession of, or access to, agency records which contain individually identifiable information, the disclosure of which is prohibited by this section or by rules or regulations established there under, and who knowing that disclosure of the specific material is so prohibited, willfully discloses the material in any manner to any person or agency not entitled to receive it, shall be guilty of a misdemeanor and fined not more than $5,000. 

2. Any officer or employee of any agency who willfully maintains a system of records without meeting the notice requirements of subsection (e)(4) of this section shall be guilty of a misdemeanor and fined not more than $5,000. 

3. Any person who knowingly and willfully requests or obtains any record concerning an individual from an agency under false pretenses shall be guilty of a misdemeanor and fined not more than $5,000.
I accept responsibility for my use of the U.S. Department of Education FSA Financial Management System (FMS).  I will ensure that system usage is for official government business only.  By signing this document I confirm my awareness of this responsibility regarding the protection of Privacy Act data.  I understand Education and FSA personnel will monitor the system for security violations on a regular basis.

ACKNOWLEDGED AND ACCEPTED

Signature


                    Agency

                                Date


Application Instances for FMS Team
· PDEVCOM Applications (Development)
· INTCOM Applications  (Testing)
· SPARE4 Applications (Reporting)
· TSTING Applications (Testing)
· Intranet Applications (Internal User)
· Internet Applications (FMS only)

Oracle Responsibilities

Campus Based

· FSA eCBS Federal Administrator
· FSA eCBS Manager
· FSA eCBS Payables Super User
Direct Loan Consolidation

· FSA DLC Federal Administrator
· FSA DLC Manager
· FSA DLC Payables Manager
· FSA DLC Payables Super User
Direct Loan Origination

· FSA DLO Federal Administrator
· FSA DLO Manager
· FSA DLO Payables Manger
· FSA DLO Payables Super User
Direct Loan Servicing

· FSA DLS AP Setup
· FSA DLS Federal Administrator
· FSA DLS GL User
· FSA DLS Invoice Manager
· FSA DLS Invoice User
· FSA DLS Payables Inquiry
· FSA DLS Payables Super User
· FSA DLS Payment Manager
· FSA DLS Servicing Manager
· FSA DLS Vendor User
FFEL GA

· FSA FFEL GA AP Inquiry
· FSA FFEL GA Federal Administrator
· FSA FFEL GA GL User
· FSA FFEL GA Payables
· FSA FFEL GA Payables Operations
· FSA FFEL GA Payables Super User
· FSA FFEL GA Payments Manager
· FSA Financial Partner Annual
· FSA Financial Partner Manager
· FSA Financial Partner Manager Inquiry
· FSA FP Accounting Super User
· FSA FP Annual Inquiry
· FSA FP GA Manager
· FSA FP Inquiry
· FSA GA Inquiry
· FSA GA Manager
· FSA GA User
· FSA GL Inquiry
· FSA VFA 706 Manager
· FSA VFA 706 User
· FSA VFA 725 Manager
· FSA VFA 725 User
· FSA VFA 748 Manager
· FSA VFA 748 User
· FSA VFA 755 Manager
· FSA VFA 755 User
· FSA FFEL Receivables Super User
FFEL DCS

· FSA FFEL DCS Account Mapping
· FSA FFEL DCS AP Inquiry
· FSA FFEL DCS Federal Administrator
· FSA FFEL DCS GL User
· FSA FFEL DCS Manager
· FSA FFEL DCS Payables Super User
LEAP

· FSA LEAP GL User
· FSA LEAP Manager
· FSA LEAP Payables
· FSA LEAP Payables Super User
· FSA LEAP Receivable
· FSA State LEAP Manager
· FSA State LEAP User
PELL

· FSA PELL Federal Administrator
· FSA PELL Manager
· FSA PELL Payables Super User
COD

· FSA CODX Super User
· SFA COD Vendor Interface
· SFA CODX Manager
LAP/LARS

· FMS LAP ED Manager

· FMS LARS ED Manager

· FSA LARS ED User

· FSA LARS ED Inquiry

· FSA LARS Lender/Servicer

· FSA Lender Manager 

· FSA Lender System Administrator
· FSA Lender Payable Super User

· FSA Lender Payable Manager

· FSA Lender Payable Inquiry

· FSA Lender Payment Manager

· FSA Lender Receivable Super User

· FSA Lender Receivable Manager

· FSA Lender Receivable Inquiry

· FSA Lender Fed Admin Super User

· FSA Lender Federal Administrator

Financial Partners Data Mart

· FSA FP Data Mart Manager
Cross-Program
· FSA CFO General Ledger Super User
· FSA CFO Open and Close Period
· FSA Fixed Assets Manager
· FSA GL Manager
· FSA IPPP Manager
· FSA System Administrator
· FSA Treasury GL Confirmation
· FSA XVCI Manager
· FSA FMS Operations User
· Alert Manager 

· Application Developer 

· Federal Administrator 

· Fixed Assets Administrator 
· System Administrator
· FSA CMDM Servicing Super User
FEDERAL STUDENT AID (FSA)


FINANCIAL MANAGEMENT SYSTEM (FMS) USER ACCESS FORM





SECTION I:  USER INFORMATION – ED EMPLOYEES and CONTRACTORS





SECTION II:  USER INFORMATION – EXTERNAL OR STATE EMPLOYEE





SECTION III – SUPERVISORY APPROVAL





SECTION IV – SYSTEMS SECURITY OFFICER APPROVAL





SECTION V – ACCESS AGREEMENTS AND PRIVILEGES





Attachment A.1
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Attachment C





Attachment D











