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New Employee/Contractor Checklist 


Every new FSA employee or contractor must complete the activities listed below. This document serves as a checklist for new employees and contractors to ensure that the required security-related activities are completed.  

	Required Activity
	Initial When Completed

	Complete background clearance forms.  The guide to clearance paperwork, located on the FSA IT security portal, describes what paperwork is necessary for each job risk level and has hyperlinks to the associated documents.  New employees receive all of the clearance paperwork at orientation.  New contractors can use the FSA portal to access the proper forms.  Turn in completed paperwork to the FSA Personnel Security Officer, Darryl Estep; his desk is located at UCP 93H3, phone number (202) 377-3797. 


	

	Complete paperwork for a Department of Education badge and turn it in to the FSA Personnel Security Officer, Darryl Estep.  Once the FSA Personnel Security Officer signs off, he then forwards the completed paperwork to the main Department’s Personnel Security.  Once the application is processed, the new employee’s Supervisor/COR is notified via email that the individual can report to have his/her badge issued.
The badge office is in building FB6, Room 2C103.  The hours are M-F 9-10:00 a.m. and 1:30-2:30 p.m.


	

	Complete paperwork for a property pass if you will have equipment, such as a laptop, that will be taken offsite.  Email the completed form to your POC property pass writer, the list of property pass writers is available at Property Pass Issuers. 
	

	Complete paperwork for new system access to appropriate FSA systems.  There is a section on the FSA security portal that has downloadable FSA system access forms for each system.  If the employee/contractor will be working with classified information, they also must complete the SF312, which is the nondisclosure agreement, but do not include the SSN on the document. http://www.archives.gov/isoo/education_and_training/standard_form_312.pdf. (An optional explanatory document on SF312 is available at http://www.archives.gov/isoo/education_and_training/standard_form_312.pdf.) Turn the completed forms in to the appropriate SSO.
	

	Complete mandatory Department of Education computer security awareness training.  All new employees and contractors must take the mandatory computer security awareness training before accessing the Department’s computer systems. 
	

	Read FSA Information Technology Security and Privacy Policy.  This document describes the policies, environment, and requirements related to FSA security.
	

	Read FSA Front to Back.  This website provides a good introduction to FSA’s organization, mission, business operations, and functions.  
	

	Read about your security responsibilities in the FSA Security Roles and Responsibilities document.  All FSA employees and contractors are responsible for protecting FSA information; however, different user groups have different security responsibilities, and this document will explain the different expectations for each user group.  
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