Policy Roadmap

The policies that govern FSA information technology (IT) security fall under three general categories:

· Federal

· Department of Education

· FSA

Federal laws, along with guidance from the National Institute of Standards and Technology (NIST), form the foundation of FSA’s IT security requirements. At a minimum, all FSA IT security programs must meet these Federal requirements. Departmental and FSA policies contain requirements and procedures that specifically relate to FSA. In general, they provide more detailed guidance, and “fill in the gap” of the more general, Federal-wide and NIST policies. But Department of Education and FSA policies must meet all the Federal and NIST requirements.

In short, the objectives of Department of Education and FSA policies are to 1) ensure compliance with all applicable Federal requirements and 2) establish more-specific policies and procedures where necessary to meet unique Department and FSA security/mission requirements.



Where Do I Start for FSA IT Security Policies and Procedures?

Why, at the top, of course! As the figure shows, FSA policies are at the top of the policy pyramid. Note that lower levels of the pyramid feed into each successively higher level. (Meaning, each higher level of the pyramid meets the requirements of each lower level of the pyramid.)

If you cannot find the answer or guidance you need from the top of the pyramid (FSA), then work your way down to the next level (Department of Education). If you still cannot find the answer, then go to the Federal/NIST level. (Note: Sometimes an FSA document will explicitly reference another document for clarification; in these instances, go directly to the referenced document for guidance.) If you still cannot find the answer you need, please contact your Computer Security Officer or a member of the Security and Privacy Team. 

Note: The tables contained in the other parts of the Policies and Regulations section of this website contain listings and useful summaries of each document. 

� HYPERLINK "http://fsanet.ed.gov/cio/products/it_security_portal/policies/fed.html" ��Federal Policies�, � HYPERLINK "http://fsanet.ed.gov/cio/products/it_security_portal/policies/nist_guidance.html" ��NIST Guidance�





� HYPERLINK "http://fsanet.ed.gov/cio/products/it_security_portal/policies/ed.html" ��Dept. of Education�Policies�





� HYPERLINK "http://fsanet.ed.gov/cio/products/it_security_portal/policies/fsa.html" ��FSA Policies�








