Information Covered by the Privacy Act & Freedom of Information Act (FOIA) Exemptions
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Confidential information transmitted, stored, or processed on the GSS or MA, may include, but is not limited to, financial, proprietary and personal information.

	types of Confidential information

	Financial Information

	· Sales statistics

· Profit and loss data

· Overhead and operating costs

· Reports on financial condition

· Capital expenditures
	Exemption (b)(4) of the FOIA protects proprietary “commercial or financial information obtained from a person [that is] privileged or confidential.”  The term "person" refers to a wide range of entities, including corporations, banks, state governments, agencies of foreign governments, and Native American tribes or nations.  Records are ‘commercial’ so long as the submitter of those records has a commercial interest in them.  This exemption protects the interests of the submitters of information.  

	Proprietary Information

	· Trade Secrets

· Business plans or technical designs

· Research and development data

· Internal personnel rules & practices of the agency
	Exemption (b)(2) of the FOIA protests from disclosure records that are related solely to the internal personnel rules and practices of the agency.  Exemption (b)(4) of the FOIA also protects "trade secrets."    A trade secret is a commercially valuable plan, formula process or device that is used for making or processing trade commodities and that is the end result of substantial effort or innovation.

	Legal and Decisional Information

	· Attorney-client documents

· Attorney Work Product

· Deliberative Process Documents
	Exemption (b)(5) of the FOIA protects from disclosure inter or intra-agency documents that would be privileged in a civil lawsuit.  This includes information disclosed by a client in confidence to OGC for legal advice, and OGC’s advice based on such information.  It also includes materials produced by an attorney or at his direction in contemplation of litigation.  And it includes documents that reflect the predecisional thinking, advice, opinions, or recommendations of employees on pending legal or policy decisions.


	Personal Information

	· Social security numbers (or other number originated by a government that specifically identifies an individual)

· Credit history

· Loan history

· Personal addresses

· Personal financial information

· Name

· Date of Birth

· Photographic Identifiers (e.g., photograph image, x-rays, and video)

· Driver’s License

· Biometric Identifiers (e.g., fingerprint and voiceprint)

· Mother’s Maiden Name

· Vehicle Identifiers (e.g., license plates)

· Mailing Address

· Phone Numbers (e.g., phone, fax, and cell)

· Medical Records Numbers

· Medical Notes

· Financial Account Information and/or Numbers (e.g., checking account number and PINs)

· Certificates (e.g., birth, death, and marriage)

· Legal Documents or Notes (e.g., divorce decree, criminal records, or other)

· Device Identifiers (e.g., pacemaker, hearing aid, or other)

· Web URLs

· Email Address

· Education Records

· Military Status and/or Records

· Employment Status and/or Records

· Foreign Activities and/or Interests
	Exemption (b)(6) of the FOIA protects from disclosure information about individuals contained in  “personnel, medical or similar files” when release of the information “would constitute a clearly unwarranted invasion of personal privacy.”  An individual's name and address may not be sold or rented by an agency unless specifically authorized by law.  On the other hand, no agency shall withhold names and addresses that are otherwise permitted to be made public.  Any contractor or employee of a contractor is considered to be an employee of the agency.

	Law Enforcement Information

	· ED law enforcement investigations

· Confidential Sources

· Law enforcement techniques
	Exemption (b)(7) of the FOIA protects from disclosure records or information compiled for law enforcement purposes to the extent such records could reasonably be expected to interfere with enforcement proceedings, constitute an unwarranted invasion of personal privacy, disclose the identity of a confidential source, endanger the life or safety of any individual, or risk circumvention of the law by disclosing law enforcement techniques. Law enforcement refers to both civil and criminal laws.  As such, it includes OIG, OCR, and similar investigations.

	types of NON-Confidential information

	· Grantee name (business contact information)

· Employee names, titles, grades, salaries, position descriptions, duty stations, office phone numbers or e-mail addresses

· Contractor names, e-mail addresses or business contact information
	Exemption (b)(6) of the FOIA states that information submitted with no expectation of privacy should be considered non-confidential information.
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