Department of Education

  System Disposal Checklist

Name of System

	System Disposal Checklist

	No.
	Requirement
	Compliance
	Comments

	
	
	Yes 
	No
	N/A
	

	1.
	All information has been moved to another system, archived, discarded, or destroyed.
	
	
	
	

	2.
	Legal requirements for records retention were considered before disposing of the system.
	
	
	
	

	3.
	All information is cleared and purged from the system.
	
	
	
	

	4.
	All information has been removed from storage medium (e.g., hard disk or tape).
	
	
	
	

	5.
	Appropriate steps have been taken to ensure the level of sanitization is appropriate for the type of storage medium (e.g., overwriting, degaussing (for magnetic media only), and destruction).
	
	
	
	

	6.
	All hardcopy media has been destroyed (e.g., shredded, burned, etc.).
	
	
	
	

	7.
	Appropriate steps have been taken to ensure that all contractors implement sanitization policies and procedures for removing information processed or residing on a contractor’s site.
	
	
	
	

	8.
	Leased equipment for processing information has been sanitized before returned to the vendor.
	
	
	
	

	9.
	When data has been removed from storage media, every precaution has been taken to remove duplicate versions that may exist on the same or other storage media, back-up files, temporary files, hidden files, or extended memory.
	
	
	
	


_________________________________ 


System Owner Printed Name

_________________________________ 
______________

System Owner Signature


Date

