FSA Security and Privacy Awareness Day 

Background

Part of a mature security program is raising security awareness for all groups within an organization.  FSA has had successes in engaging the security officers in security awareness activities.  The time is right to take the security program to the next step and increase awareness to FSA as a whole.  

The Department of Education has a yearly day for security.  During that day, they offer training about security with various speakers.  This is a way for Department employees to fulfill their security awareness training requirement and some specialized training requirements.

Security and Privacy Awareness Day

FSA’s Security and Privacy Awareness Day, a.k.a SPAD, is a one-day event focusing on security and privacy issues.  This day would accentuate the existing Department’s goal to increase security recognition for the Department as a whole.  During SPAD, a variety of security training activities would be offered, employees are not required to attend any, but by offering them throughout the day, employees can choose which activities they would like to attend.  The target audience will be all FSA employees, from system analysts to managers.  SPAD will be on May 25th.  Events will run from at least 9 to 3:30.  The event will be held at FSA Learning Center, in the lobby in rooms 1101 A&B and 1102.

One benefit of SPAD is that all of the activities will be at UCP.  FSA employees won’t have to take a shuttle to go to the main Department for the activities because all activities will be on site.  This should result in a good participation rate for FSA employees.

Specialized Training

Attending the different events during the day will count towards the Department’s requirements for specialized training.  SPAD will feature a number of guest speakers who will talk about specific aspects of security.  For instance, FSA is working on having a guest speaker to discuss the Privacy Act; this type of training will be aimed towards the FOIA officers.  Attending a training session will count towards the specialized security requirements.

Employees will sign a sheet at the end of the session saying that they attended the session.  Employees do not have to sign up in advance for the training.

Schedule of Events

	Time
	Event Description
	Room

	9-10 am
	Meet the Director of Information Assurance Jerry Davis, a meet-and-greet with the new Department Director of Information Assurance
	1101 B

	10-11 am
	Privacy in E-Government Presentation by Marilyn Legnini, Privacy Act Officer at Department of Interior


	1102

	
	Computer Forensics: Beyond CSI, Presentation by Tristan Morel L’Horset, Forensics Consultant


	1101 B

	11-12 am
	Privacy in Technology Presentation by Marilyn Legnini, Privacy Act Officer at Department of Interior


	1102

	11-11:30 am
	Introduction to Spyware by FSA Security and Privacy Team member Bill Kirkendale


	1101 

	12-12:45 pm
	Security Bingo- a fun twist on the popular game, this bingo will feature security terms instead of numbers


	1101 

	1-2:30 pm
	Wolves Among Us, Presentation by Ray “The Diceman” Semko from OPSEC


	1102

	1-2:15 pm
	Identity Theft Training by Srini Kankanhalli, FSA Technical Architect


	1101 

	2:45-3:45 pm
	System Security Officer Meeting for SSOs (including a demo of the new PIP portal)


	1102

	3-4 pm
	Social Engineering Training by Jill Mossman, FSA Security and Privacy Team member 


	1101 

	Throughout the day
	Visit the security booth in the FSA Lobby to learn about more training opportunities.
	FSA Lobby 


