[image: image1.png]FEDERAL
TUDENT AID




[image: image2.png]FEDERAL
TUDENT AID




FSA Trading Partner Agreement

[image: image3.png]FEDERAL
TUDENT AID





FSA Trading Partner Agreement

Between [System A]
And

[System B]
[Enter the date here]

[Delete everything inside square brackets [  ] throughout this template including this comment after reading.  Replace the brackets and the information inside with the appropriate information.]

Introduction 

This memorandum establishes a management agreement between [System A] and [System B] regarding the development, management, operation, and security of a connection between [System A] and [System B]. This agreement guides the relationship between the two systems, including designated managerial and technical staff.  Both parties will abide by the policies and procedures set forth by the Department of Education and FSA, including the FSA Information Technology Security and Privacy Policy.  For example, each system will maintain current system security plans, follow proper clearance procedures, and will comply with the security requirements identified in the FSA Security Solution Lifecycle Guide.

Background

It is the intent of both parties to this agreement to interconnect the following information technology (IT) systems to exchange data between [System A] and [System B.]   The System Manager will be the primary point of contact for each system. 

Each IT system is described below: 

[Either fill out this section or attach a copy of the GSS/MA Inventory Worksheet for each system.]
· [SYSTEM A] 
· Name:

· Function:

· Location of hardware:

· System Manager (include contact information):
· System Owner (include contact information):
· System Security Officer (include contact information):
· Description of data shared, including sensitivity or classification level:
       (   [SYSTEM B]
· Name:

· Function:

· Location of hardware:

· System Manager (include contact information):
· System Owner (include contact information):
· System Security Officer (include contact information): 
· Description of data shared, including sensitivity or classification level:

System Interconnection

Introducing a new interconnection changes each system’s technical architecture and both parties must have a clear understanding of how systems will exchange information in order to properly incorporate changes into the current and future network topologies.  Answering the following questions will further clarify the nature of the interconnection.

· Describe the reason for the connection.

· Describe the services/functions that each system will undertake/provide.

· Protocol used to exchange data: [ex. FTP, HTTP]

· How is data transferred? [ex. Is this a batch application that downloads nightly, or are updates exchanged in near real time?]

· How frequently is data exchanged?

· Describe the direction of the data flow.  [ex. Does System A only send data to System B and vice versa?  Or does one system send data to another and after being processed it is sent back to the original system?]

· Describe the security controls used to protect the data in transmission.  [ex. Encryption, passwords, any other authentication methods.]

Any changes (hardware/software, etc.) or interruptions (server goes down, natural causes, etc.) that will affect the interconnection must be reported to the other system’s Manager as soon as possible.  

	[System A’s Signature Block]


	[System B’s Signature Block]



	(Signature                                                   Date)
	(Signature                                                    Date)


� EMBED MSPhotoEd.3  ���








PAGE  
3

[image: image4.png]FEDERAL
TUDENT AID




_1084872976.bin

