Application Readiness Review Checklist

	Checklist Item
	Description

	
	

	Client
	

	Escalation Process
	Provides client contact information for escalating application-related issues from the application maintenance team 

	Change Control Procedures
	Details the work authorization, prioritization, and change control procedures for production support and application maintenance work 

	Applications Management Task Order Reviewed and Approved
	Formal client approval of the Applications Management Task Order 

	General
	

	Project Definition Documentation
	Outlines the project’s scope, approach, business drivers, and business processes supported; may be addressed in a Task Order, Project Team Charter, etc. 

	Service Operations/ Recovery/ Contingency
	

	Call-Out List

(VDC Required)
	Provides contact information for technical support staff in the event of system failure or if problems occur; should include all technical support groups 

	Operations Readiness Review (ORR) 

(VDC Required)
	Establishes service level targets such as application up-time and system availability

	Diagnostics Guide

(VDC Required)
	Supports troubleshooting activities in an integrated environment by providing a description of all dependencies on other systems and among hardware items; may not be required for a stand-alone system

	Operations Checklist
	Questions directed at describing the system environment

	Responsibility Matrix

(VDC Required)
	Identifies all of the functions necessary to support an application running in the VDC;  also specifies who is responsible for performing each function

	Installation Guidelines

(VDC Required)
	Details the steps required to perform a complete system re-install if required

	Run Book (provided by VDC)
	

	Number of Application Users Identified
	

	Application Service Metrics
	

	Application Help Desk established
	

	Configuration Management and Source Control
	

	Configuration Management Plan
	Outlines the configuration management plan, which typically covers the following areas: 

· Hardware

· Software (including development tools)

· Operating System

· Database System

· DDL and Database Objects (tables, procedures, triggers, etc.)

· Development, Test and Production Environments

· Data archive specifications and procedures

· Any modifications, configuration changes or custom development to packaged software

	Version Control Procedures
	Documents the version control procedures and/or tools used to manage application source code changes

	Source Code Library Fully Commented
	Describes how the source code is stored and maintained, including directory structures, file listings, etc.  The code needs to be fully commented.

	Technical Architecture
	

	Architecture Design
	Provides details on the functional and technical architecture, including LAN/WAN requirements and capacity, desktop equipment and software requirements

	Development Standards
	Describes the standards and guidelines used in designing and coding the application  

	Software Development Lifecycle Processes
	Outlines the methodology, processes, or procedures used to guide the development process;  typically covers the lifecycle from the scoping/planning phase through on-going operations and support 

	Environment Specifications:

-Development

-Test

-Production


	Details the specifications for the following environments:

· Development 

· Test 

· Production

	Licensing
	

	Software License Requirements (including payment of licenses)
	Documents information such version, type, quantity, platform, etc. for all purchased software licenses

	Requirements and Design (Code Review)
	

	User Specifications
	Provides business and user requirements, including:

· Application Requirements

· Security Requirements 

· Audit Requirements

· Contingency Requirements

· Performance and Response Time Requirements

· Data Retention Requirements

	Functional Specifications
	Outlines the functional design of the application, including:

· Detailed Functional Descriptions

· Flow Diagrams (work flow, data flow)

· Sample Screen Layouts 

· Report Layouts



	Technical Specifications
	Describes the detailed technical design of the application, including:

· Database Design

· Database Configuration

· Data Model (entity descriptions, naming conventions, etc.)

· Data flow diagrams

· Table layouts / field definitions

· DDL


	Security
	

	Application Security Requirements
	

	Rules of Behavior for System Users
	

	Personnel Security Classifications

( for users, developers, testers, etc.)
	

	Data Integrity/Validation Controls
	

	Audit Trails
	

	System Security Plan
	

	Certification and Accreditation Plan

(with interim Approval to Operate memo, signed by system owner)
	

	Security Officer Confirmed
	

	Testing
	

	Testing Strategy and Approach
	Outlines the overall strategy and approach to be used for all levels of application testing 

	Test Model


	Details the testing model to be used during the testing process, including test plans and test scripts mapped to the appropriate requirements

	Test Data
	Provides the test data used during the testing process

	Documented Test Results
	Outlines the results of the testing process

	SIR Log
	Lists all SIRs identified during the testing process

	Client and User Sign-Off
	Confirms client and user sign-off on the test results

	Application Training
	

	User Training Documentation
	Describes system functionality, system navigation, etc. for new system users

	User Training
	Provides training for new system users

	User Installation and Setup Procedures
	Outlines installation procedures and workstation configuration requirements for new system users

	On-going training function
	Establishes an on-going training function to support new users and additional training needs due to changes in application functionality

	Transition
	

	Open SIR Responsibility identified and agreed upon
	Establishes an agreement between the client, development team, and application maintenance team on the responsibility for open SIR resolution

	On-going Software Package Support confirmed (if needed)
	Confirms the availability of vendor support for software packages and provides vendor contact information

	Organizational Design and Skills required for support team identified
	Identifies the skills and resources required for on-going application support 

	Develop Knowledge Transfer Plan
	Outlines the activities required to transfer functional and technical knowledge of the application from the development team to the application maintenance team/VDC and FSA Tier 1 Help Desk.

	Completed Knowledge Transfer Plan with VDC
	Provide VDC training according to the  Knowledge Transfer Plan

	Conduct Knowledge Transfer 
	Conduct Knowledge Transfer Activities according to knowledge Transfer Plan

	FSA Stakeholders for Production Readiness Review (PRR) identified
	Identifies SFA stakeholders to be involved in the Production Readiness Review (PRR) of the application
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