SENIOR LEADERSHIP TEAM MEETING NOTES

Tuesday, October 12, 2004

1:35 pm – 2:45 pm

IDENTITY THEFT/FRAUD
Kay Jacks moderated the meeting saying that the entire agenda would be devoted to identity theft and fraud.  She said that last year, an estimated 10 million people were victims of identity theft, at a loss of an estimated $5 billion to those victims (another $50 billion loss to businesses).

Identity theft occurs when someone uses another person’s name, address, SSN, bank or credit card number, or other identifying information without their knowledge to commit fraud or other crimes.

It occurs in a number of different ways from stealing information electronically to rummaging through the trash.

Our discussion today is important to FSA as it increases our awareness, heightens our sensitivity, and we can learn from the work that the IG is doing.

Kay introduced Michael Deshields, Assistant IG for Investigations.

Michael explained the concept of social engineering where people get personal information either in person, on the telephone, or over the Internet.  Information is often received by tricking someone.

Phishing is done via the Internet where letters or websites appear very official.  Tactics include either scaring you or telling you that you’ve won a prize.  An example is the Citibank letter that some have seen.  There are two dangers:  If the name on an email doesn’t look familiar, delete it.  Also, sometimes the emails contain a worm/virus; if you click on the email, you still may have a problem.  Michael recommended calling the company before you provide any information.

Homework:   Do a Google search on yourself.  You’d be surprised at the amount of information.

Michael said that an identity theft perpetrator’s mindset is that it is their job to figure out how to get the money fraudulently.  He said that when social engineering is done over the phone, they know they don’t have to get all the information in one phone call.   

He gave examples of identity theft as it related to the Wendy’s CEO whose account was tapped for over $300,000 and how it was done.  He also spoke of Mr. Christensen’s con job where he ran an ad trying to hire someone and subsequently interviewed people to get their personal information.  Mr. Christensen’s whole lifestyle was supported by fraud.  He even chose an area to live in Arizona because there were 10 community colleges located there.

Identity theft is largest on the west coast.  Currently there are about 50 open cases with the IG.

Deb Schweikert from the IG Inspections group is doing data mining using what IG has learned from investigations.  Credit card companies do real time data mining, as they will call you if they see something outside of the normal profile.

The keys to fighting this problem are outreach; getting the word out to people on the frontline.  If it doesn’t feel right, call to verify.  

Mike showed a DVD with an interview with Mr. Christensen and commentary from the IG and a community college.  Mr. Christensen used incarcerated individual’s IDs for identity theft.  Mr. Christensen is in jail for two years.  Mike said his crime is called “white-collar crime”.  The intent of the DVD is to use it as an outreach to FAO’s.

Currently there is a scheme offering students $8,000 to $25,000 grant money but saying that there is a fee that must be paid.

Mike said if you do not initiate the contact don’t give out information. 

FSA has a duty to protect our information and the information of our customers.

Terri said that Mr. Christensen was able to obtain student aid with 43 out of 57 identities.  That means 75% of his attempts were successful and should be eye opening.  

Discussion ensued regarding thinking of new ways to prevent this.

· Have students come into the financial aid office at least once was a Christensen suggestion to preventing identity fraud.  (It was noted that it might not be practical to do this on campuses of 30,000+ students.)  Note:  This is how Mr. Christensen was caught.

· The riskier you make it for them, the less likely the opportunity of fraud.

· It has been a long-term problem with schools monitoring classroom attendance.

· Academic/classroom or on-line interaction – issue rules on this.

· We use SSN in loan ID.  Look at random number generators using encryption to change SSNs.

· We still allow schools to make disbursements if they still have not received the SSN.  Should insist on match with SSN.

· Srini said that the trade-off is technology vs. loss of privacy (Lexis/Nexis).

· Anything we improve on institutionally, etc., we need to have the power to enforce.

· There are a lot of subscriptions on line now that makes data readily available.

· Credit for books at bookstores?  Restrict aid to direct costs?

· Identity comparison arrangements with DMVs.  Use as an extension of school’s service.

· A large school has outsourced information – no constraints on security.

Deb Schweikert said she had her students go into FAFSA and figure out the loopholes.  She said people need to be less trusting.  It is not 18-20 year olds committing fraud, but 40-50 year olds.  There are predictors of this identity theft but not a complete profile.

Mike said the motivation of a huge pot of money is hard to control; it is just too easy.  He said that siblings and parents are the largest group guilty of committing identity fraud.

Terri thanked the OIG for working with us.  She reinforced that we are a partnership working together.  She asked what the cost was of not doing these things.  Terri said to arm her with more information if you need more money to fight identity theft/fraud.

MISCELLANEOUS

· Paul Hill Recognition – Michael Sessa, Executive Director of the Postsecondary Electronic Standards Council, said that the community wanted to do something nice to recognize Paul.  He presented him with a framed certificate that said the following, “On behalf of the Board of Directors, the Membership, the Education Community, and staff, this Certificate of Appreciation is presented to Paul Hill for his outstanding contributions and service on the Steering Committee of the Standards Forum for Education 2002-2004.”  Paul said he hoped that FSA would continue to work with the community.  He said that it was very important.

· Holly Hyland Recognition - Terri read an email from Steve Margenau of Great Lakes Educational Loan Services offering “personal thanks to you and FSA for developing the XML Registry and Repository and providing it to the education community. I have been assisting PESC with their XML standardization efforts for nearly four years.  Seeing the Registry and Repository site up and running is one of the fruits of those efforts, and the efforts of so many others.  I also want to take this opportunity to say that it has and continues to be a pleasure working with Holly Hyland and the staff of FSA.”

· Budget – We are under a Continuing Resolution until November 20th.

· HEA – Extender (along with 9.5 fix) was passed for one year.

· 2004 Performance Plan – Is being pulled together for ’04 to ensure we have all the backup.  We are pulling together the ’05 Performance Plan and will speak about it at the All Employee Meeting on October 28th.

· All Employee Meeting – IP/TV plug software was pushed to all UCP PCs.  There will be a final volume test on Monday.  Everyone at UCP can watch the meeting from his or her desk.  The regions can either teleconference or videoconference.  Eventually the regions will have this IP/TV capability.  Questions will need to be made by telephone or email.  Per Terri, someone has already asked if Early Outs and Buy Outs will be offered to all of FSA.  Terri said that there wouldn’t be a blanket offer to FSA.  They may be offered as opportunities come up with realignments.

· EAC – Terri asked Marianna and Kay to look into showing the Christensen DVD at the EAC.  She said it would be great to generate discussion and involve the community.  

· FSA/IG Task Force – Terri said that a joint FSA/IG task force would be formed focusing on fraud.  She said to stay tuned.
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